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1. Introduction

Quantum key distribution (QKD), invented by Bennett & Brassard (1984) based on previous
work of Wiesner (1983), has been recognized as a key-technology of the upcoming decades.
With various (experimental) quantum networks existing (cf. the reports of Poppe et al.
(2008) and Elliott (2004)), questions regarding the efficient construction and management
of such networks arise. While much has been achieved in proving security of QKD under
various assumptions (trusted devices as proposed by Salvail et al. (2009) vs. non-trustworthy
devices as discussed by Elliott (2008b)), and many cryptographic primitives have been
transferred to the quantum setting by Buchmann et al. (2004) and Damgard et al. (2004), some
questions are still waiting to be answered. With the invention of public-key cryptography,
key management has become an issue of major importance. Authentication is equally crucial
for QKD-enhanced links, but authenticating keys here is inherently different to the public key
setting. Nevertheless, why should quantum cryptography not benefit from the lessons learnt
in classic, particularly public-key, cryptography (one of which is the strict principle not to use
one key in two different applications)? Elegant ideas for key management and authentication
have arisen in public-key cryptography (such as identity-based cryptography invented by
Shamir (1985) or certificateless cryptography discussed in Al-Riyami & Paterson (2003)). Are
similarly elegant solutions imaginable for the problem of entity authentication in the quantum
setting? More importantly, with the one-time pad (OTP) as the encryption of choice, the key
demand equals the data transmission demand in terms of size, so an effective management of
keys is crucial for a reasonable quality of service of quantum networks. The whole security
can be at stake if (quantum-)key generators cannot cope with the flood of information and run
empty, thus logically (in terms of secrecy) cutting the link.

Summarizing some lessons learnt from public-key cryptography, the management of keys
includes their creation, activation, assignment, binding (to identities), escrow, recovery, as
well as revocation and destruction. Particularly the last point is sometimes neglected, but is
of no less importance than any of its predecessors.

What has all this to do with quantum cryptography? At first glance, secret-key cryptography
does not suffer from such complicated issues as public-key cryptography does. Once a
key has securely been created (or exchanged), why bother with key-management? In fact,
public-key cryptography has evolved early enough to have become a fundament to almost
all nowadays existing networks. While symmetric encryption is (often, perhaps not always)
used for data transfer based on session keys that have been exchanged by virtue of public-key
means (hybrid cryptosystem), its (session) keys do require some management too. Indeed,
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side-channel attacks and remote timing attacks have demonstrated the need to change
symmetric session keys periodically and frequently, in order to avoid the adversary collect
sufficiently many transcripts (involving the same key) to potentially breach the system’s
secrecy. Besides this, data recovery fields that allow for emergency reconstruction in case
of lost keys are just one simple example, but many more scenarios exist where authorities
may have legitimate interest in "opening" a channel, protected by symmetric cryptography.
Guarding against terrorism is only one critical example, which back in the days gave rise to
the well-known Escrowed Encryption Standard (1994).

Quantum key management

The core of this chapter is about management of keys created by QKD devices. Several
proposals tackling various aspects of this problem are around, such as the quantum network
manager proposed by Mink et al. (2008). Commercial solutions, such as the "Scalar Key
Manager Appliance" due to Quantum (2009), originally dedicated to the management of keys
for tape storages, could be used as a starting point for effective quantum key management.
In particular, once the keys are created, the quantum-related part is mostly over, and when it
comes to storing the goods in secure places, this expertise becomes valuable.

From the experimental point of view, SwissQuantum (2011) reports on a running quantum
network, with a dedicated key management layer. Speaking of the latter, a patent has been
submitted by Berzanskis & Gelfond (2009), employing a centralized quantum key certificate
authority. Of course, it would be desirable to have a fully decentralized management of such
a network, for not only resilience against attacks, but also for relieving trust requirements in
each node.

The randomness of QKD keys is vital to the security of subsequent applications based on these
keys. Several proposals exist; see the work of Tanaka et al. (2008) as one example. Finally, one
should consider the possibility to strengthen existing standards by virtue of QKD. Some steps
towards this have been taken, as indicated by Mink et al. (2009).

Chapter organization

Section 2 presents some arguments to substantiate the need for research towards quantum key
distribution. Although nowadays cryptography appears to be capable of sufficient protection,
it nevertheless pays to look at its (theoretical) limits to motivate why practical quantum key
distribution devices are needed at the earliest possible stage. In Section 3, we discuss various
ways to attack and defend a quantum network on a higher level than where the QKD protocols
run. Since QKD has been extensively studied by researchers with ingenious proofs of security,
an attacker will most likely focus his efforts on attacking elsewhere than on the quantum
link. Guarding against such incidents, which include denial-of-service attacks or attacks on
the perhaps not-so-well protected devices, are subject of this section. Section 4 addresses
the benefit that a quantum infrastructure provides from the viewpoint of a decision-maker.
After all, the decision maker will be concerned mostly with two questions: how much does
it cost and what is the benefit? QKD as such is only capable of point-to-point security, but
getting end-to-end security is a completely different problem. The main goal in Section 4 is to
analyze the power of quantum networks in terms of end-to-end security. The ability to talk
privately is worthless if we cannot assure who we are talking to, hence authentication is crucial
to avoid person-in-the-middle attacks. Section 5 briefly discusses continuous authentication
in the context of QKD and contains further details about authentication without end-to-end
shared secrets. Applications of QKD in a wireless area are a live area of research, and Section 6
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is a compilation of selected results on wireless QKD performance and some thoughts towards
extending the application scenarios to an indoor and ad hoc domain. Final conclusions are
drawn in Section 7.

2. Why quantum cryptography matters

Several arguments seemingly limiting the value of quantum key distribution exist. First, it
does not come with a natural defense against impersonation attacks, and authentic channels
are an inevitable ingredient for secure QKD. As already outlined by Paterson, K.G. and Piper,
E. and Schack, R. (2004), this is an occasionally overlooked fact, leading to wrong expectations
and perhaps flawed security arguments. Moreover, Shor (1997) has presented algorithms to
solve the factorization and discrete logarithm problem, which are a severe threat to many
public-key environments once quantum computers come to operation. Fortunately, up to
now there is no significant evidence of symmetric algorithms like AES being in danger too. So
even if hybrid cryptography fails by Shor’s algorithms becoming standard, there are still other
public key schemes available residing on problems that are not easily solved on a quantum
computer too. Furthermore, post-quantum cryptographic primitives such as signatures
(discussed by Buchmann et al. (2004)) or zero-knowledge proofs (discussed by Damgard et al.
(2004)) are being developed. It follows that we could just "evade" the technological progress by
enlarging the parameter spaces faster than the bit-lengths increase that quantum computers
could handle. This is just what is happening nowadays, but transferred to a world full of
quantum computers.

Anyone who feels uneasy about computational intractability assumptions (for their validity is
hard to assure reliably) will agree that provable security is the more desirable good, compared
to keeping the actual scenario alive.

Moreover, much of the field of multi-party computation (cf. the work of Hirt (2001)) relies
on secure channels between any two participants. QKD is a natural tool for achieving
this. Though this assumption is not obligatory (with corresponding results comprehensively
discussed by Goldreich (2008) for instance), perfect end-to-end security between any two
players in a multi-party protocol is often implicitly assumed, but rarely explicitly ensured in
the literature. As we cannot expect a fully meshed network between players of a multi-party
computation, end-to-end security is a vital point of these applications.

3. Trusted nodes, denial-of-service, maintenance and recovery

Since QKD networks use one-time pad encryption to protect the secrecy of the transmitted
messages, the attacker basically has two options:

1. attacking the nodes and extracting the key material, or

2. forcing the QKD nodes into the usage of classical encryption by means of a
denial-of-service attack on the (optical) QKD links.

In the remainder of this section, we will describe two methods which will help to mitigate
the threats described above. The first method proposed by Schartner & Rass (2009) results
in so called strengthened QKD nodes. These nodes are in fact not invulnerable to physical
attacks, but these strengthened nodes will stay secure for some period of time even in the
case of a physical attack. This time span may be used to securely transmit an alarm message
to the network management center. The second approach proposed by Schartner & Rass
(2010) resurrects the idea of keeping public parameters secret, like proposed by Kaabneh &
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Al-Bdour (2005). Here the idea is to use the remaining key material in the most efficient way
and maintain a high level of secrecy during the DOS attack on the QKD link(s).

3.1 Strengthening QKD nodes

As it is with other cryptographic protocols, the security of QKD protocols massively depends
on the security of the keys (one-time pads). In contrast to classical cryptographic protocols
the space needed to store these keys is quite large (more precisely: as large as the messages).
Unfortunately secure storage, can only partially be settled on cryptographic grounds, as
leaking key material is in any sense not acceptable. Although the problem of physically
stealing a keystore from a QKD-repeating node can be made less emergent using the technique
proposed in Schartner & Rass (2009), it cannot be fully overcome. A full solution for that case is
presented in Rass (2009), but at the cost of increased communication overhead and a threshold
assumption on the number of so compromised nodes. The construction in Rass (2009) is
simple, yet too lengthy to be repeated here, but the basic idea of Schartner & Rass (2009)
can be sketched as follows: once a node shares (via a QKD channel, denoted as «----») a key
k o with one neighbor (predecessor A), and another key kp with another neighbor (successor
B), then, instead of storing the pair (k 4, kp), why not store k45 := k4 @ kg, where & denotes
the bitwise exclusive-or. Passing a one-time pad encrypted message c4 := m @ k4 onwards
to the successor is trivial by sending cg = c4 @ kqp = m @ kp straight away. The process is
sketched in Figure 1, where Node R forwards an encrypted message from Node A to Node B.

kA [— — — — — — = - kAEBkB - — — — — — — L kB
cA=m€BkA CB:CAEBkAB
m [ - :kAB - - m
Node A Node R Node B

Fig. 1. Protected forwarding of messages

Notice that this re-encryption never reveals the plain text 7, and no decryption of ¢ can be
performed using only k. This way, the adversary has to wait until all key material is used
up, and fresh key material is created, which can then be prevented from being discarded after
XORing it pairwise.

This scheme renders information streams between different ports independent from each
other, as each pairwise connection enjoys its own key-store. Contrary to the classical design
(see Figure 2 (left)), information being passed from port A to port B does not draw from the
same key-store as the flow from A to C would do. This naturally facilitates efficient load
balancing. Comparing the two designs (the new one shown in Figure 2 (right)) in terms of
buffers and keys, reveals that the new design cuts down the number of keys by a factor of
two, thus doubling the efficiency. Giving some numbers, a trusted relay with 5 links requires
5 buffers storing 4 keys per buffer (making a total of 20 keys), whereas the design of Schartner
& Rass (2009) does this with 10 buffers filled with only 1 key (ending up with only 10 keys).
Even this higher number of buffers is no real restriction, as these are located within the same
physical memory anyway.

A yet open issue is how the network management traffic can be exploited for mounting attacks
or deriving information about the information flow. As key-management is a core task that
cannot autonomously be done by a single node, can the "background traffic" be manipulated
to mount attacks? This question cannot be answered on general grounds, as it depends on
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Fig. 2. Two relay methods

the particular implementation of the quantum network (we refer the reader to the report of
Los Alamos National Security (2009) for an overview). However, the possibility should be
considered when designing such network managers. A problem that has not received much
attention yet, as it seems.

A different possibility is offered by secret-sharing. If the secret key is shared among many
parties, can this somehow prevent access if only one party is compromised? The question
might be trivial and with a negative answer if we really ask for one-time pad keys, but
the management of shares in a multi-party computation environment may offer interesting
ideas applicable to securing QKD keys as well, if we are willing to use keys shorter than
the messages to encrypt. Although this is no secrecy in the sense Shannon envisioned, but
still unconditionally provable and could be good enough for practical use. Apart from this,
it seems that the keystore has to be secured by non-cryptographic means in order to protect
keys from unauthorized access.

3.2 Counteracting DoS-attacks

In case of a denial of service attack on the QKD links, the first option ist to suspend the
transmission of messages when the nodes run short of key material. Unfortunately, there
may be scenarios where no communication is no option. So we can continue to use the
remaining key material in the most secure way: as one-time pads. Unfortunately, in this case
each encrypted and transmitted bit “costs” one bit of key material. If we have to transit more
message bits, than key bits remaining, we could switch to some emergency communication
mode, which uses the key material already stored in the connected nodes in the most efficient
way and continues to send (encrypted) messages on an alternate path. Figure 3 shows such a
QKD network, which securely connects a sending node A and a receiving node B. There are
several paths between Aand B,like A <+ B,A <+ 14> B, A< 124 BorA«< 42+ B,
but obviously all these paths start at A and end in B. So a good place to mount a DoS attack is
somewhere nearby the sending node A or receiving node B. Even worse, if the links directly
connected to A or B are bundled, because now the attacker can affect all of them with a single
strike. As shown in Figure 3, the attacker has brought down all links directly connected to B.
Hence, secure key exchange over the QKD network and subsequently secure communication
between A and B becomes impossible.

In order to keep secure communication alive, A and B use an alternate communication path
somewhere outside the QKD network. The only question remaining is how to secure this link,
if there is no way to generate new key material. The straight forward solution is to use the
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QKD-Network
(Fibre-Network)

Emergency Communication

Fig. 3. Usage of the proposed scheme

remaining key material as keys for classical symmetric encryption (e.g. AES). Note that this is
exactly the way, some commercial products like Cerberis (ID Quantique ID Quantique (2011))
use to exchange keys for classical symmetric encryption by means of OTP-protected links.

When using such a hybrid scheme of QKD and symmetric encryption, we should keep in
mind that the strongest assumption on the attacker is, that he knows the protocol, the cipher,
the block length and the key length. Hence, if the attacker gets hold of transmitted ciphertexts,
he can (at least) start a brute force attack to find the key. If the attacker can insert some plaintext
into the encryption system, he can start a known plaintext attack as well. After retrieving the
key, all messages encrypted with this key can be decrypted. Hence, the key has to be changed
quite often if we want to keep the damage low in case of a successful attack on the key.

If we want the attacker to face a harder problem, the idea is to hide essential parameters from
the attacker (but assume that the employed protocols and algorithms are still known). In
case of symmetric encryption (like AES) there is nothing to hide except the key length (128,
192, or 256 bit). All other parameters (like block length) are fixed. In order to overcome this
drawback, the scheme proposed by Schartner & Rass (2010) uses a hybrid encryption system
which consists of three layers (also see Figure 4):

1. QKD is used to establich OTP in connected nodes. These OTPs are used to encrypt
parameters of a public key encryption scheme (message c1).

2. The public key encryption scheme is used to transmit the keys for the classical symmetric
encryption (message ¢).

3. Finally the (fast) symmetric encryption scheme secures the transmitted messages m to m;,
(ciphertexts c31 to c3;,).

The best attacking method on RSA, known by now, is factorizing the modulus and deriving
the private key from the public key. If the attacker never sees the modulus (as it is encrypted
by use of an OTP), he has no chance to factorize it. And if the attacker retrieves the primes of
the modulus by other means, he is still missing the public key (which is also transmitted
encrypted by use of an OTP). For assessing how hard these problems really are, and an
alternative that replaces RSA and AES by ECC, we refer the reader to Schartner & Rass (2010).

It is clear, that the key for the symmetric encryption has to be changed quite frequently (as
mentioned above). But now, this does not cost valuable QKD key material.
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Fig. 4. A three step hybrid system: QKD+RSA+AES

Note that this special mode of operation of the QKD nodes may be used during the
maintenance of QKD links as well.

4. Risk management in a quantum network

It is well-known that quantum key distribution is limited in terms of distance and that it
can create cryptographically strong keys between directly connected peers. Also, most plain
QKD protocols are intended for two-party key-exchange. The problem of quantum conference
keying has been studied and some interesting solutions were proposed by Jin et al. (2006)
and Hwang et al. (2007). However, we will confine ourselves to the simpler two-party
point-to-point key-exchange here. The problem of achieving end-to-end security from this
kind of point-to-point security is nontrivial, and several solution proposals to overcome the
distance limitation exist. Among the most important are the following:

* Quantum repeater
* Trusted relay

* Multipath transmission

The well-known no-cloning theorem due to Wootters & Zurek (1982) rules out the possibility
of copying photons in a similar manner as electrical signals can be reproduced for
amplification. Hence, a quantum repeater appears impossible at first glance. Fortunately,
however, entanglement of photons can be exploited to achieve almost the same effect as a
(classical electrical) repeater would have. This concept is known as quantum repeater. The
theory behind this is much beyond the scope of this chapter and the interested reader is
referred to the work of Diir et al. (1999) and Yuan et al. (2008) for a theoretical as well as
practical introduction. Here, we will confine ourselves to conveying the underlying ideas.
Unfortunately, however, quantum repeaters have not yet reached a level of maturity beyond
experimental implementations in the laboratory.

Roughly speaking, the idea behind a quantum repeater is to create a chain of entangled
photons. That is, one starts with a single pair of entangled photons ¢, ¢,, and creates
another pair of photons ¢3, ¢4 such that ¢, is in addition entangled to ¢3. Hence, the states
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Fig. 5. One-time pad based single path transmission with two intermediate nodes

of ¢ and ¢, are entangled, meaning that information can be transported from ¢; to ¢a.
This idea can be repeated (endlessly) to bridge arbitrary distances. It goes without saying
that practical implementations are far more complex than this simple sketch. For instance,
entanglement purification (a highly nontrivial process on its own) are crucial ingredients to
avoid the entanglement becoming "messed up" with noise. Nevertheless, various approaches
and implementations exist in the lab, and future networks might employ such technology
SOON.

Trusted relay is the simple concept of having each intermediate node along a lengthy chain
re-encrypt its incoming payload before forwarding it to the next hop. This comes at the
price of each intermediate node getting to see the message. Figure 5 illustrates the problem.
Still, this transmission paradigm finds itself implemented in various quantum demonstration
networks, such as the SECOQC network (cf. Peev et al. (2009)) or the DARPA network
(cf. Elliott (2007)). From a risk manager’s perspective, such trust assumptions are rather
undesirable, since it is difficult to quantify the risk and hence to meaningfully relate it to
business assets (confidential information) that are communicated over the quantum network.
Multipath transmission is a straightforward remedy to relieve the stringent assumptions that
trusted relay requires, and to avoid complex technologies like the quantum repeater. Hence,
we describe this third paradigm in more detail now. As usual in quantum cryptography, we
consider a computationally unbounded adversary. The only constraint that we require is his
incapability of compromising more than a fixed portion of the network. That is, we cannot
allow the adversary to conquer arbitrary large parts in the network, for otherwise we would
have a classical person-in-the-middle situation. In the absence of end-to-end shared secrets,
confidential communication is impossible in this situation (for obvious reasons).

Consider the well-known polynomial (k,n)-secret-sharing due to Shamir (1979) as a
motivating example, and let the adversary’s threshold be t, i.e. no more than ¢ nodes in
the network can be compromised. Furthermore, assume that the network topology (graph)
G connecting Alice and Bob admits » node-disjoint paths between them. Obviously, if r > ¢,
then we transmit a secret message in a perfectly secure manner as follows:

1. Choose a set of at least k out of r > t node-disjoint paths for transmission (a simple choice
is k = n so that the adversary is forced to intercept all n paths, which is impossible if t < n.
However, more careful choices of k < n can yield to protocols with less overhead but no
loss of security).

2. Decompose the secret message into k shares traveling over the k paths from Alice to Bob.
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3 Bob
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Fig. 6. Example network topology

3. Let the receiver reconstruct the secret from the received shares, possibly invoking an error
correction algorithm (perhaps the one devised by Berlekamp & Welch (1986)) to recover
from corrupted shares.

This is the rough skeleton that many protocols for multipath transmission embody. Moreover,
it constitutes a necessity for perfectly secure communication, as has rigorously been proven
by Wang & Desmedt (2008), Fitzi et al. (2007) and Ashwin Kumar et al. (2002). The remaining
problem with these results still is their limited applicability in real-life networks, as many
known criteria for perfectly secure communication impose strong requirements on the graph’s
(vertex) connectivity. We shall not go into details about this, and confine ourselves to the
following simple observation:

Provided that r > ¢, it is easy to see that even if k < t, we still have some chance to have
chosen paths that the adversary has not yet intercepted. In other words, as long as he cannot
have all paths under his control, we have some chance of at least partially circumventing the
adversary. Now, the problem has changed into finding a clever way of choosing these paths. It
is trivial to enumerate all possible choices, along with all possibly compromised sets of nodes.
Having these lists, we can set up a matrix whose entries contain either zero if the transmission
failed, or 1 if the transmission was successful. At this point, we can invoke game-theory to
provide us with the best way of choosing among our options (paths). A full discussion of this
idea is given by Rass & Schartner (2010b), and we will use a simple example to illustrate the
idea here.

Suppose Alice and Bob being interconnected through the simple network depicted in
Figure 6. Implementing the above skeleton, they use multipath transmission based on
a (2,2)-sum-sharing of the form m = sy @ sy, where m is the secret message and & is
the bitwise exclusive-or. This scheme directly resembles a one-time pad encryption and is
therefore information-theoretically secure, as Shannon (1949) has proved. For illustration, let
the adversary have the assumed threshold t = 2. Call PS; the list of all selections of two
disjoint paths, and write PS; to denote the list of all nodes that are possibly compromised
(two-element subsets of V = {1,2,...,7}). Let S; and S; be the set of probability distributions
over PSq, PSy, respectively. For each scenario (sq,sp) € PS1 x PSy, we decide about success for
Alice and Bob (outcome 1) or failure (outcome 0). Collect all these in a matrix A € {0,1}""™.
Let 6; € S; be the probability distribution from which Alice and Bob draw their paths
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(randomized routing), and let 6, describe the probabilities for certain subsets of nodes to be
compromised. Then, the bilinear form ;T A6, is the long-run average success-rate, or in other
words the probability for Alice and Bob being successful. Presuming the adversary having
precisely opposite intentions than Alice and Bob have, we can set up a zero-sum competition
giving the best strategy of path selection and the strongest strategy for attacking. Formally,
this is the Nash-equilibrium of the game induced by A. Its average outcome is the value v(A)
of the game, and defined as
v(A) = max min 0,7 A6,
01€51 6,€85;

because Alice and Bob try to maximize their success-rate, while the adversary tries to
minimize it (thus maximizing his chances of eavesdropping).

Observe that 61TA92 is just the expected value of the random variable selecting an entry
from the matrix A, if the rows and columns are chosen according to the distributions 6; and
6. Because A is set up over the set {0,1}, this is essentially the expectation of an indicator
variable, and therefore nothing else than a probability. By construction, we therefore have

P (successful transmission) = v(A), (1)

assuming a zero-sum competition. In case that the adversary does not play a zero-sum
regime, the equality changes into a lower-bound to the probability (this can be proven by
twice-exploitation of the saddle-point property of the Nash-equilibrium; cf. Rass & Schartner
(2010b)).

Carrying out the above sketched method for all path selections and possibly compromised
nodes, we end up with a 34 x 21-matrix. In doing so, we notice that some rows are
element-wise greater or equal than others, so we can delete the respective "smaller" rows,
because these are obviously suboptimal strategies (as the alternative will give better revenue
in every case). Such a uniformly better strategy is said to dominate the other one. Analogously,
from the adversary’s point of view, we can delete all columns for which another column
gives less utility in every row, because the latter strategy is obviously a better way of
attacking. Repeating this reduction, we end up with a 5 x 6-matrix and corresponding
strategies as shown in Figure 7. The core concept introduced by Rass & Schartner (2010b)
is the vulnerability, defined as the difference between the maximum possible outcome and the
average outcome. Formally, the vulnerability p(A) := 1 —v(A) for a (zeros-sum) game-matrix
A € {0,1}"""™. Based on this quantity, the following result has been obtained. Notice that
Theorem 4.1 does not assume a zero-sum competition, i.e. the adversary is not bound to behave
according to a Nash-equilibrium.
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Theorem 4.1 (Rass & Schartner (2010b)). Let Alice and Bob set up their matrix (game) with binary
entries a;; € {0,1}, where a;; = 1 if and only if a message can securely be delivered by choosing the

i-th (set of) paths, and the adversary uses his j-th strategy of attacking. Then p(A) € [0,1], and

1. if p(A) < 1, then a protocol exists upon which Alice and Bob can secretly communicate with an
eavesdropping probability of at most ¢ for any € > 0 (arbitrarily small).

2. if p(A) = 1, then the probability of the message becoming extracted by the adversary is 1.

Summarizing this result, we can say that perfectly secure transmission is possible if and only
if v(A) > 0 for a game-matrix A modeling the underlying multipath transmission scenario.
Notice that this generalizes previous results due to Ashwin Kumar et al. (2002) and Wang &
Desmedt (2008) along these lines.

Generalized risk management

If we work through the above arguments carefully, we observe that neither the theory nor its
results hinge on the binary scale for setting up the game-matrices. It turns out that we can
fill in any meaningful number in the slots of the game-matrix. Hence, we can use discrete
scales modeling nominal valuation of messages, say a classification in terms of "public"
(i.e. no particular protection required), "confidential" (protection is required) or "top secret"
(eavesdropping would have devastating consequences). Also, one can use a continuous scale
[a,b] with a,b > 0 to directly associate the monetary loss suffered from a message that falls
into the adversary’s hands. In other words, we can equally well set up the game with a
utility functional that gives the monetary value of a secretly delivered message, or 0 otherwise
(in case of eavesdropping). The vulnerability in this case is the monetary loss suffered when
communicating valuable data over the network. Rephrasing this differently, the vulnerability
directly equals the decision-theoretic risk.

A valuable application of such quantitative risk assessment is the design of quantum
networks. As the technology has reached a state of maturity that permits thinking about
globally spanning networks, a considerable number of research articles (Alleaume et al. (2009);
Dianati et al. (2008); Elliott et al. (2005); Fernandez et al. (2007); Kumavor et al. (2006); Le et al.
(2008); Rass & Schartner (2009); Tang et al. (2006) and many more), as well as several patents
(by Elliott (2008a) and Elliott (2008b) among others) have arisen. An economic implementation
of such networks can be tackled from various directions. One approach is presented by
Alleaume et al. (2009), where the network topology is optimized to provide best performance,
assuming that security is retained by secure point-to-point connections. In particular, this
article employs the trusted node relay and optimizes the costs for building a secure network
on this paradigm. In contrast to this, the approach presented by Rass & Schartner (2009)
aims at squeezing out a maximal level of secrecy, assuming that point-to-point connections
are perfectly secure. This approach is more focused on maximizing security with given
environmental constraints. We believe that a successful roll-out of such networks amounts
to a highly constrained optimization problem that has to account for both, topological aspects
(to be tackled with stochastic geometry, such as done by Alleaume et al. (2009)), as well as
taking security not for granted by QKD itself, such as posed by Rass & Schartner (2009).

5. Authentication with and without pre-shared keys

It is easy to see that a quantum channel is only as secure as it is authentic. For otherwise,
an adversary may easily become the person-in-the-middle acting as a proxy and reading
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all the traffic through his node in plain text. Quantum cryptography is therefore often
misunderstood as a method of creating a key "from nothing", while it is actually a
method of "expanding" an already existing shared key. This pre-shared secret is required
for authentication purposes, and the most common way of authenticating the channel
is authenticating each message flowing over it. This approach is known as continuous
authentication. Key-management for this form of authentication is involved, as the amount
of produced key-material has to exceed the respective expenditure for authentication. Hence,
the actual amount of key-material that is consumed for creating authentication tags crucially
depends on the specific QKD protocol in charge. Gilbert & Hamrick (2000) provide a
full-detailed discussion of the key-consumption for the BB84 and related protocols. The
calculations are a matter of simple yet messy algebra. We leave this to the interested
reader consulting the work of Gilbert & Hamrick (2000) for details. In the following, we
shall sketch an alternative way of authentication that is compatible with the game-theoretic
risk-management approach sketched in Section 4.

The idea of PGP’s web-of-trust can be rephrased into setting up a threshold authentication
scheme based on shared secrets between adjacent nodes and not requiring any end-to-end
shared secrets (cf. Rass & Schartner (2010a)). If Alice wishes to authenticate a message for
Bob, without having a secret in common with him, she may use her current or past direct
neighbors to prove her reputation. Notice that this scheme is easily transferred to a wireless
setting too: suppose that Alice’s neighborhood looks as sketched in Figure 8. Because she
does not have any secret with Bob in common, her only way of proving her reputation to Bob
is by having her neighbors confirm her identity to Bob. Let a general message authentication
code be given by a mapping MAC : {0,1}* x {0,1}* — {0,1}" that takes a message m of
arbitrary length and a key of length /1, returning a MAC of length /. We denote the MAC for
m with key s by MAC(m, s). Furthermore, let H : {0,1}* — {0, 1}l3 be any collision-resistant
cryptographic hash function (e.g. SHA-256).

To let Alice’s neighbors confirm her identity without telling them the message m that is
intended for Bob, Alice authenticates the hash-value H(m) instead of m, so that Bob can
present H(m) to the neighbors to let them check the MACs that he received from Alice. The
verification is done over disjoint paths, and he accepts if and only if all verifications come back
positive.

Security

We assume the hash-function H collision-resistant, as well as the MAC to be secure in the
sense of permitting a negligible chance of forgery, if we choose a universal hash-family for
both purposes. Appropriate constructions are given by Krawczyk (1994), Shoup (1996) and
Bierbrauer (1998) for instance. We therefore focus on the threshold property, taking the
threshold ¢ of the adversary into account. Let Alice have attached kK MACs for her message. It
is easy to see that if t > k, then the adversary can conquer and control all of Alice’s neighbors
thus successfully fooling Bob into thinking a forged message is authentic. On the other hand,
if t < k, then at least one verification will reveal the impersonation, and Bob will reject the
message as not coming from Alice.

Similarly as for a multipath transmission scenario, we require node-disjoint paths here too.
Alas, graphs with sufficiently strong connectivity are rarely found in real-life infrastructures.
At this point, we can re-use the ideas described in Section 4: just as for multipath transmission,
it is equally trivial to set up a similar matrix over {0,1}, storing a "1" for a successful
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Initialization:
Alice shares secrets sy, . .., sy with her neighboring nodes Ny, ..., Ni.
Protocol:
1. Alice — Bob (m, MAC(H(m),s1), MAC(H(m),sz) ..., MAC(H(m),si))
2. Bob = N; (H(m), MAC(H(m),s1))
Bob — N> (H(m), MAC(H(m),s2))
Bob — Nj (H(m), MAC(H(m),sx))

3. Ni,..., Ny — Bob each neighbor responds with either "OK" or failure ("NOK")
Bob accepts if all verifications come back OK

Fig. 8. Threshold authentication protocol and example

authentication and "0" for a successful impersonation attack. An analogue result as Theorem
4.1 can be stated for this kind of authentication too:

Theorem 5.1 (Rass & Schartner (2010a)). Let A denote the matrix, modeling the authentication
game as described above, and let Alice share secrets of length | with n > 1 neighbors of hers, but no
secret with Bob is shared. If p(A) < 1, then Alice can transmit a message to Bob in an authentic
manner, where the probability of forgery is less than 27!, If p(A) = 1, then the adversary can forge
messages with probability 1.

We draw almost an analogous conclusion as before: perfectly secure authentication is possible,
if and only if v(A) > 0 for the game-matrix A modeling the authentication in the way as
described above.

6. Outlook: Towards mobile and Ad-hoc QKD networks

The question, regarding the possibility of mobile or ad-hoc quantum networking, is perhaps
the most promising one, which if it can be answered positively, would drastically increase the
call for QKD in daily work environments. Sheikh et al. (2006) discuss various QKD-algorithms
in terms of their applicability in a wireless setting. In particular, they consider attenuation
and losses in the atmosphere, and report on various environmental influences that free-space
QKD may suffer from. Interestingly, the first demonstration of QKD has been using a wireless
channel with about 30 cm distance between the sender and the receiver. Using strongly
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2nd
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mirror

Fig. 9. Table-mounted omnidirectional Receiver

attenuated laser pulses, distances of 500 m have been bridged, as reported by Weier et al.
(2006). Hughes et al. (2002) described experiments over a distance of 10 km at daylight and at
night, and Kurtsiefer et al. (2002) demonstrated the possibility of globally spanning networks.
Studies regarding QKD between a terrestrial station and an orbit satellite have been conducted
by Rarity et al. (2002) and Pfennigbauer & Leeb (2003). Experimental implementations
covering a distance of about 144 km have been reported by Schmitt-Manderbach et al. (2007).

Free-Space QKD in the standard form requires a straight line of sight connection. It is thus fair
to assume that the connection may be temporarily unavailable and in possible misalignment
for short periods of time, particularly in a mobile ad-hoc environment. We could therefore
focus on wireless networks with (almost) static participants. Such peers naturally arise in
any environment where environmental conditions disallow using cables of any kind. Newly
created networks within buildings, within or between cities or spanning mountainous terrain
are only some examples, not to mention communication among geostationary satellites.
Transferring the techniques to a mobile environment, however, is indeed possible, as the
key-establishment can run entirely decoupled from the encryption process. A simple
approach is loading a mobile device with key material for subsequent encryption, and then
cut the quantum channel. Kollmitzer & Pivk (2010) further elaborate on this. A much simpler
application of QKD in an in-door environment, the receiver that might be placed in the middle
of a conference table (Figure 9) could be built similar to an omnidirectional (surveillance)
camera. This could make QKD feasible even in a wireless setting within buildings.

7. Conclusion

Quantum key distribution has reached a level of maturity that renders a vast range of
applications in sight. However, while the basic technology has been studied extensively,
most solutions remain focused on perfect point-to-point security. Careful management of keys
created by QKD is vital to any application, building upon a quantum network infrastructure,
because end-to-end security, authenticity and availability cannot be assured by QKD alone.
Here, we surveyed a selection of ideas related to the management of quantum networks,
covering various topics such as failure and recovery management, general end-to-end security
and risk-management, as well as authentication and possible applications in the wireless
setting. Quantum key distribution is for sure a promising direction of research, in fact a key
technology of upcoming decades. Nevertheless, it is only another brick in the wall which
cannot by itself do all the protection. It is the combination of mechanisms (and QKD is only
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one of them), that makes the defense against an adversary strong. Key-management is another
often neglected but nevertheless important building block for a successful defense. In the
public-key domain, its importance has been widely recognized. In the quantum domain,
the issue remains equally important, but seemingly has not yet received the full amount of
attention that it deserves.
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