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1. Introduction

With the rapid growth of wireless applications and services in the recent decade, spectrum
resources are facing huge demands. Traditionally, the frequency spectrum is licensed to
users by government agencies in a rigid manner where the licensee has the exclusive right to
access the allocated band. Recent measurements by Spectrum Policy Task Force (SPTF)
within the FCC indicate that, the allocated spectrums are vastly underutilized sporadically
and geographically with a high variance in time (McHenry, 2005). There are increasing
interests in increasing the spectrum efficiency. The exciting findings shed light on the
problem of spectrum scarcity and motivate a new direction to solve the conflicts between
spectrum scarcity and spectrum under-utilization.

Cognitive radio (CR) enables much higher spectrum efficiency by dynamic spectrum access
(Mitola & Maguire, 1999). Therefore, it is a potential technique for future wireless
communications to mitigate the spectrum scarcity issue. CR implementations face many
technical challenges, including spectrum sensing, dynamic frequency selection, adaptive
modulation, and wideband frequency-agile RF front-end circuitry. These challenges are
compounded by the inherent transmission impairments of wireless links, user mobility, non
uniform legacy radio resource allocation policies, and wuser dependent economic
considerations.

Obviously, spectrum sensing is a critical functionality of CR networks, it allows cognitive
users to detect spectral holes and to opportunistically use under-utilized frequency bands
without causing harmful interference to legacy systems.

In cognitive radio system, when cognitive users are sensing the channel, the sampled

received signal of cognitive users has two hypotheses. Hypothesis /1, denotes the primary

user is active, and hypothesis /, denotes the primary user is inactive.

Hy < y() = b s(k) + (k)
H, y(k) = n(k) M
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38 Cognitive Radio Systems

where y(k) is the signal received by cognitive user, s(k)is the transmitted signal of the

primary user. The signal s(k) is distorted by the channel gain/, which is assumed to be
constant during the detection interval, and is further corrupted by the zero-mean additive
white Gaussian noise n(k) with the variance o> . Without loss of generality, s(k) and

n(k)are assumed to be independent of each other. r = |]’l|2 E. /o, denotes the signal-to-

noise ratio, where E| is the signal energy of the primary user.

Given a single frequency band, the first challenge for CR is to reliably detect the existence of
primary user to minimize the interference to existing communications. A number of
different methods are proposed for identifying the presence of signal transmission, such as
matched filter detection, energy detection, feature detection techniques and wavelet
approach (Arslan & Yucek, 2007).

However, the hidden terminal problem occurs when cognitive user is shadowed, in severe
multipath fading or inside buildings with high penetration loss while primary user is
operating in the vicinity. Due to the hidden terminal problem, the sensing performance for
one cognitive user will be degraded.

To prevent the hidden terminal problem, the CR network could fuse the sensing results of
multiple cognitive users and exploit spatial diversity among distributed cognitive users to
enhance the sensing reliability.

In this way, a network of spatially distributed cognitive users, which experience different
channel conditions from the target, would have a better chance of detecting the primary
user by exchanging sensing information. Therefore, collaborative spectrum sensing can
alleviate the problem of corrupted detection by exploiting the built-in spatial diversity to
reduce the probability of interfering with primary users.

Since collaborative sensing is generally coordinated over a reporting channel, efficient
cooperation schemes should be investigated to reduce bandwidth and power requirements
while optimizing the sensing reliability. Important design considerations include the
overhead reduction associated with sensing information exchange and the feasibility issue
of reporting channels. In general, operating characteristics (such as false alarm versus
detection probabilities) of the detector should be selected by considering the achievable
opportunistic throughput of cognitive users and the probability of no colliding with primary
user.

2. Classification of Cooperative Spectrum Sensing

Cooperative sensing can be implemented in two fashions: centralized or distributed
(Akyildiz et al, 2006). These two fashions will be explained in the following sections.

2.1 Centralized Sensing
In centralized sensing, a fusion centre collects sensing information from cognitive users. The
fusion centre identifies the available spectrum, and broadcasts the fused result to other
cognitive users or directly controls cognitive user’s traffic. According to whether cognitive
users exchange sensing information themselves, the centralized sensing fashion can also be
divided to two categories.
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A Partially Cooperative Network

Each of CR users detects the spectrum independently and directly transmits its sensing

information to the fusion centre.

Fusion center

-
-

Primary
user

Cognitive user

Fig. 1. Scheme of the partially cooperative network

B Totally Cooperative Network

Cognitive users cooperatively transmit each others sensing information, and then send

sensing information to the fusion centre.

Fusion center

Primary
user

Cognitive user

Fig. 2. Scheme of the totally cooperative network
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2.2 Distributed Sensing

In the case of distributed sensing, cognitive users share information among each other but
they make their own decisions as to which part of the spectrum they can use. Distributed
sensing is more advantageous in the sense that there is no need for a backbone
infrastructure.

Primary
user
Cognitive user

Fig. 3. Scheme of the distributed sensing

We focus on centralized sensing in the following sections.

3. The Fusion Rules

The cognitive users collaborate by reporting their local observations to the fusion centre,
which makes the final decision on whether H, or H, is true. Due to bandwidth and other

practical constraints, the cognitive users may report only quantized observations. Here, two
classes of fusion algorithms, hard information-combining and soft information-combining
algorithm, are considered. In the former, each cognitive user i performs a local hypothesis

test and reports a binary variable Bi=1 if it believes H, is true, and Bi=0 otherwise. In the

latter, each user reports the full observation to the fusion centre. The sensing performance of
cooperative spectrum sensing is related to the local observations and the fusion rules.

3.1 Hard-decision Fusion Rules

One of the simplest suboptimal solutions to the data fusion problem is the Counting Rule
(Aalo & Viswanathan, 1992) (also referred to as the Voting Rule), which counts the number
of cognitive users that vote for the presence of the signal and compares it against a given
threshold. Equivalently, the decision is based solely on the type of the received vector of
bits. Based on voting rules, in (Ghasemi & Sousa, 2005), a fusion rule known as the OR logic
operation was used to combine decisions from several cognitive users, the sensing
performance is given as follows:
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N
PORfD :l_H(l_PDi)
i=1

N
PORfF :l_H(l_PFi)
i=1

where N is the number of cognitive users, P_Di and P_Fi are the probability of the detection
and false alarm.

In (Visotsky et al, 2005), hard decision with the AND logic operation was proposed, the
sensing performance is given as follows,

— 1=

PANDiD = P

i=1

N @)
PAND_F = HPFi

A general suboptimal solution to the fusion problem was given in (Unnikrishnan &
Veeravalli, 2008) when the signal received by cognitive users are correlated. This solution
uses partial statistical knowledge and gives better performance than the one obtained by
ignoring the correlation information completely.

An optimum data fusion structure has been derived in (Chair & Varshney, 1986) which
combines the decisions from the individual detectors while minimizing the overall
probability of error. Individual decisions are weighted according to their reliability, that is,
the weights are a function of the probability of detection and false alarm of the individual
user. The fusion and decision rule is as follow.

N
o, + Z au, 0 (4)
i=1

T AV X

0

where u, is the local decision of the i th cognitive user,the weighting factor «; is defined as

follows.

P

log—-, i=0
F,

a, =1log bi | u, =+l )
Fi

1-P.

log—, u, =-1
1-P,
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3.2 Soft-decision Fusion Rules

If the channel which cognitive users report the sensing results to the fusion centre is not
limited by bandwidth, each cognitive user can report sensing information without any
compression. Then the performance of collaborative spectrum sensing will be greatly
enhanced. In (Visotsky et al.,, 2005), both soft information-combining strategy and hard
information-combining strategy are introduced to detect the primary user. It was shown that
the soft information-combining strategy has better detecting performance.

When cognitive users did not know any prior knowledge of the primary user, energy fusion
method is the optimal fusion of the detection statistics. The test statistic for energy detector is

2u
0= Z| y(k)|2 , where u is the time-bandwidth product. Given an instantaneous 7", @ follows
k=1

the distribution ( Visotsky et al., 2007).

1@l ~{ 6)

where 7 is exponentially distributed with the mean value r, uis the time-bandwidth

product of the energy detector, X represents a central chi-square distribution

with 2u degrees of freedom, and x;,(2r) represents a non-central chi-square distribution

with 2u degrees of freedom and a non-centrality parameter 2r .

If cognitive users know the prior knowledge of the primary users, soft decision using the
likelihood ratio test (LRT) is optimal. The LRT-based optimal fusion rule (Lim et al., 2008)
involves a quadratic form as a result of high computational complexity. The closed
expressions of detection probability and false alarm probability can not be derived.

The optimal linear framework for cooperative spectrum sensing in cognitive radio networks
is proposed in (Quan et al., 2008). The proposed methods optimize the detection performance
by operating over a linear combination of local test statistics from individual cognitive users,
which combats the destructive channel effects between the target primary user and the
opportunistic cognitive users.

1 —- - -

—aplimal lnear algarithm
« gnergy fusian algarthm
~=distribuded algonthm
- [FE-035
o4 08 0.8 1
<

Fig. 4. ROC of DS-CSS
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The optimal linear detection provides performance comparable to that achievable by the
optimal LRT-based fusion in many situations. But the fusion centre needs to know the prior
knowledge of the primary user and all cognitive users.

In order to efficiently detect the licensed users under prior knowledge constraints in the
fusion centre, a novel cooperative spectrum sensing algorithm based on Dempster-Shafer
theory (DS-CSS) is proposed in (Zheng et al, 2008). In this novel algorithm, the credibility
and uncertainty are calculated based on the local sensing result of cognitive users, then
fused at the fusion centre using Dempster-Shafer theory. Fig.4 shows that the performance
of the novel algorithm is better than energy fusion method.

4. Network Overhead Reduction

Except the sensing performance, network overhead for cooperation is also important for the
cooperative spectrum sensing. At present, there are mainly two ways to reduce the network
overhead. One is to reduce the sensing information which cognitive users send to the fusion
centre. Another is to reduce the number of reporting cognitive radios.

4.1 Compression of Sensing information

Usually, the first way to reduce the network overhead is to reduce the amount of
information which each cognitive user transmits through the reporting channel, that is, the
results of the local perception compression to achieve the purpose of network overhead
reduction.

At present most of the hard-information combination algorithms fall into this category, such
as the AND criteria, OR criteria K/M criteria and so on.

0.95 /Y

0.9 7/
o.és / / /

0.75 7( / /
—8&— Soft-decision(unquantization)
0.7 / / / —e— Soft-decision(L=2)
4 —*— Soft-decision(L=4)
065 j / / / —— Soft-decision(L=8)
06 / / / / —&— Soft-decision(L=16)
—6—CCSS(M=2)
0.55 / [// / / —x—CCSS(M=3)
—— CCSS(unquantization)
03, -6 -5 -4 -3 -2 -1 0 1
SNR

Fig. 5. The sensing performance of CCSS algorithm
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Quantization of the local sensing information is another way to reduce the amount of the
reporting information. The quantization in signal detection problems were studied in
(Hashlamoun & Varshney, 1996) (Helstrom, 1988) ( Chamberland & Veeravalli, 2004)( Blum,
1999). The influence of the number of quantization bits were studied in (Kaligineedi et al.,
2008) ( Taherpour et al., 2007). A new softened hard combination scheme with two-bit
overhead for each user is proposed in (Ma et al., 2008), and this scheme can achieve a good
tradeoff between sensing performance and complexity.

To reduce the network overhead of soft information-combining strategy with little expense
of performance loss, a novel credible cooperative spectrum sensing (CCSS) algorithm was
given in (Zheng et al., 2009). We considered the potential of using the reliability of cognitive
users for cooperative spectrum sensing in cognitive radio systems. Analysis showed that it
was possible to achieve high probabilities of detection as soft information-combining
strategy by proper fusion of the cognitive users’ decisions. In particular, the close-form
expressions for probabilities of detection and false-alarm were derived for novel algorithm,
and expression for average overhead used for cooperation was given. The threshold
designing method for the algorithm was also discussed. Fig.5 and Fig.6 show that the novel
algorithm can perform as well as soft information-combining strategy and its overhead was
much less than soft information-combining strategy (W in Fig. 6).

12
——O0R

—©-CCSS M=3
—5—Soft-decision L=2

10

Fig. 6. The overhead of CCSS algorithm

4.2 sensor selection
Except compressing the sensing information of cognitive users, another method of network
overhead reduction for cooperative spectrum sensing is to reduce the number of reporting
cognitive users. For hard and soft information-combining algorithms, the sensor selection
methods are different.
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A Hard information-combining algorithms

Firstly, for hard information-combining algorithm, there are some topics about it. In
( Edward & Liang, 2007), when cooperative spectrum sensing algorithms use AND and OR
fusion schemes with energy detector, the optimum probabilities of detection and false alarm
can be achieved by cooperating a certain number of users with the highest primary user’s
signal to noise ratio rather than cooperating all the users within the network. In ( Zhang et
al., 2008), the performance of cooperative spectrum sensing in cognitive radio networks
have been studied. It has been found that the optimal decision fusion rule to minimize the
total error probability is the half-voting rule. Moreover, the optimal detection threshold of
energy detection is determined numerically. In particular, an efficient spectrum sensing
algorithm has been proposed which requires fewer than the total number of cognitive radios
in cooperative spectrum sensing while satisfying a given error bound.

In (Sun et al., 2008), a novel sensing user selection scheme is proposed. The optimal data
fusion rule is used to simulate the sensing performance before and after the sensing nodes
selection. Analysis and simulation results suggest that this method can reduce the number
of sensing users remarkably and effectively without degrading the performance of sensing
system obviously. Compared to the censoring method with quantization, this scheme can
also reduce the performance deterioration when there are many cognitive users experience
the same shadowing effects.

B Soft information-combining algorithms

Generally, when the fusion rule is soft information-combining rule, the sensing performance
is best when all cognitive user in cognitive radio system participate cooperative spectrum
sensing. However, the network overhead is the most in that situation. Considering the
sensing performance and network overhead, the optimum number of cognitive users in
collaborative spectrum sensing is derived in (Chen, 2008) for lognormal shadowing
channels, static additive white Gaussian noise channels and Rayleigh fading channels, when
the efficiency of resources usage is considered in the system design.

When there are N cognitive users, the network efficiency is

N-n
N

n(n) = 7)

The optimal number of cognitive radios is defined by weighting the sensing performance
and the network efficiency in a target function

J(n)=(1-a)-P,(n)+a-n(n) (8)
where J (n) is the target function, « is the impact factor, P, (n) is the probability of

detection, where 7 is the number of cognitive users participate in cooperative sensing.

P,(n)=P(H )(1-0 )+ P(H,)1-0,) 9)

Q ,and Q,, are the probability of false alarm and miss detection respectively.
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{Qf =P(H,|[H,)
(10)

Q,=PH,[H,)

5. Sensing Information Transmission

Most present researches on cooperative spectrum sensing are based on the following
assumptions: the reporting channel between the fusion centre and cognitive users is an ideal
error-free transmission channel. But sometimes it is very difficult in practice to achieve the
above-mentioned transmission conditions, the cognitive user’s distance from the fusion
centre may be far away, or there are obstacles in the transmission block, then the sensing
information transmission are likely to be wrong.

When there exist reporting errors, the upper and lower limits of the false alarm probability
was given in (Sun et al., 2007), but the solutions were not given. When the fusion rules are
AND and OR logical operation, the probability of false alarm and miss detection are

N
P =1-T1[ (=P, ) (1=~ )+ P, P, ]

AND __ = _ _
;T H[(l P/'J)PeJ Py, (1 Pe,,ﬂ

i=l1
QNP = l—lﬁ[[(l—PmJ)(I—Pe’,.)+PmJPeJ
i=l

Suppose that the local spectrum sensing conducted by cognitive user i results in P,, =P,
and P,, =P, , for all i=1,2,.,K, and that the probabilities of reporting errors are

identical for all CRs P,; = P,, then the probability of false alarm and miss detection can be
bounded by

OR 5 ) A i
) /R 2 Q‘/' :}}TOQ/' T 1—(1—P@) ~ NP, (13)
0"20,%1m0, =1-(1-P,)" = NP, 14

It has been shown that using multiple cognitive users may improve the detection probability
over realistic sensing and reporting channels. But the performance is limited by the
probability of reporting error P, which is due to imperfect reporting channels.

In (Ganesan & Li, 2008), two schemes have been analyzed considering sensing and reporting
at the same time. The schemes employ the Amplify-and-forward (AF) cooperation protocol
to reduce the detection time. It was shown that cooperation between cognitive users
increases the overall agility of the network.
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Cooperative spectrum sensing taking into account the Decode-and-forward (DF)
cooperation protocol on the decision reporting is studied in (Zhang & Letaief, 2008). A
transmit diversity method is given which applies some existing space-time (ST) coding and
space-frequency (SF) coding for multiple antennas systems to the CR network by viewing
cognitive users as distributed antenna arrays. It was found that cooperative spectrum
sensing with DF cooperation protocol could increase the detection probability with
reporting errors.

Space-time coding can be used for cooperative spectrum sensing but the performance is
constrained because the information exchange between cognitive users may not be correctly
performed. Network coding (NC) admits a larger rate region than routing at polynomial
complexity. We propose a novel cooperative spectrum sensing algorithm based on network
coding (NC-CSS) by considering the use of network coding for such information exchanges.
The simulation results show that the performance of the NC-CSS algorithm is better than the
above cooperative spectrum sensing algorithm based on space-time coding (ST-CSS), and
the novel algorithm can meet the situation when there exist destroyed reporting paths.
When there exists one destroyed reporting path, cooperative spectrum sensing with
network coding can achieve better sensing performance, as in Fig.7.

Ty W WO
0.9
0.8
0.7-
Qd
06
05
0.4
|%-NC-CSS
0.3 =f-without cooperation
-8-8T-CSS
0.2 . . |"©-without reporting error |
10° 10°* 10° 107 10" 10°
Qr

Fig. 7. ROC of NC-CSS algorithm
At present, there are still many issues unresolved in non-ideal reporting channel conditions,

how to consider the synergy of the design spectrum sensing algorithm is particularly
important.
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6. Conclusion

With the increasing demand for radio spectrum on one hand and inefficient usage of the
licensed bands on the other, cognitive radio can efficiently utilize the spectrum holes of the
licensed channels in different locations and times. To detect the spectrum holes accurately
and quickly, spectrum sensing is a critical component in cognitive radio systems. By
allowing a number of cognitive users to perform local spectrum sensing independently and
fusing their local decision results together at the fusion centre, the spectrum sensing
performance can be greatly enhanced.

In this chapter we investigate the main issues associated with the design of cooperative
spectrum sensing functionality for cognitive radio system. Sensing performance is decided
by the local decisions and fusion rules in the fusion centre. The network overhead for
cooperation is also important for cooperative spectrum sensing, a good cooperative
spectrum sensing algorithm should have better sensing performance with less network
overhead. Cooperative spectrum sensing algorithms using space-time coding and network
coding are also discussed when the reporting channel is imperfect.

An important venue for further research is the design of cooperative spectrum sensing
considering the positions and mobility of cognitive users. Further research on cooperative
spectrum sensing can be envisioned on wideband sensing.
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