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Chapter

Analyses of Open Security Issues
for Smart Home and Sensor
Network Based on Internet of
Things

Jung Tae (Steve) Kim

Abstract

A lot of communication are developed and advanced with different and hetero-
geneous communication techniques by integration of wireless and wire connection.
Conventional technology is mainly focus on information technology based on com-
puter techniques in the field of industry, manufacture and automation fields. It
consists of individual skill and technique. As new technologies are developed and
enhanced with conventional techniques, a lot of new application is emerged and
merged with previous mechanism and skills. The representative application is
internet of things services and applications. Internet of things is breakthrough
technologies and one of the innovation industries which are called 4 generation
industry revolution. Many different types of object and devices are embedded in
sensor node. They are inter-connected with optimized open system interconnection
protocol over internet, wireless and wire medium. Most of communication is fully
inter-connected with conventional techniques at point to point and end to applica-
tion in general. Most of information in internet of things is weak against attack. This
may induce vulnerable features to unauthorized and outside attacker over internet
protocol, Bluetooth, Wi-Fi, and so forth. As high and low efficient equipment are
merged into heterogeneous infrastructure, IoT communication surroundings has
become more complex, Due to limited resources in IoT such as small memory, low
power and computing power, IoT devices are vulnerable and disclosed with security
problems. In this chapter, we analyzed security challenges and threats based on
smart home network under IoT service.

Keywords: Security issues, Vulnerability, Attack model, Internet of Things

1. Introduction

IoT (The Internet of Things) is widespread, ubiquitous and becoming realized in
the real world. Recently, a lot of smart sensor nodes and objects are interconnected
and co-operated via the Internet protocol. The Internet of things, its devices and
objects are regarded as a global network infrastructure by linking physical and
virtual objects. It is implemented by the merging of data capture and communica-
tion capabilities in sensor node. IoT is used for connecting devices and sensors with
small and limited resources devices to detect a lot of different devices. These kinds
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Figure 1.
Evolution of trend of IoT based on development of technology.

of infrastructures and connectivity include existing and involving embedded sensor
networks via Internet and network [1]. Recently, advanced technologies in the
semiconductor enable cost effective solutions to integrate wireless sensor network
and connect application with embedded processors and sensors [2]. Previous works
are focused on the security mechanism and data transmission in wire and wireless
sensor network. Most of the Internet of Things consist of with RFID (Radio fre-
quency identification), sensor devices, WSN (Wireless sensor network), internet
and other network, etc. Information security issues are occurred during transmis-
sion. It becomes more complicated, critical and essential problems. With a number
of things, objects, sensors and actuators which is connected to the Internet, a
massive and real-time data flow can be automatically connected with different
protocols. Most of papers are focus on in the field of efficient and reliable mecha-
nism of security engines. It includes many applications such as sensing, privacy,
tracking, services, data modeling and protocols. The main and issues are security
field because the conventional security algorithm and mechanism are not used and
suitable for its application with restricted resources. To apply enhanced security and
privacy, constrained devices and light-weight cryptography is required for optimal
security mechanisms. Therefore, cryptography mechanisms and security protocols
should be optimized to adapt constrained devices and objects or new design method
to be applicable and integrating into related IoT system. Many researchers enhance
try to enhance the security mechanism and schemes. They also tend to improve and
develop security protocol with high speed hardware regardless of limited condition
[3]. Y. W. Lim et al. proposed reduced hardware architecture and system-on-chip
targeting sensor node to achieve energy efficient on the IoT healthcare sensor node.
They focused on reduced hardware architecture including sensor node’s power
consumption and cost [4]. In addition, lightweight cryptography make an alterna-
tive idea to implement light-weight security algorithm with low computational and
small capabilities. In general, IoT system should be analyzed by its original require-
ments such as heterogeneous, resource constraints and dynamic environment. It
provides its requirement in the field of network, cloud, user, attacker, platform and
service. Evolution of IoT based on development of technology is shown in Figure 1.
This paper is mainly summarized and contributed as follows. First, we introduce
and discuss the concept. There is an overview and trend of the related works in the
second section. In the third section, we provided requirement and consideration of
security issues for IoT System. In the fourth section, open security issues of smart
home network are analyzed. Lastly, we concluded in section five.

2. Related works

Security requirements for IoT application will be emphasized on the importance
of formulated, implemented, and enforced security policies by their needs. Christof
Paar et al. proposed described detailed analysis and method to be applicable for
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embedded security aspect concerning to IoT application. Regarding to traditional
security solution, a lot of researcher and works have done and realized to provide
embedded security system with small hardware resources such memory and low
computation ability [5]. Jorge Granjal et al. surveyed and analyzed existing pro-
tocols and mechanisms for open research field. They analyzed that how existing
approaches can be ensure fundamental security requirements and protect data in
the field of IoT application. They also summarized the open challenges and strate-
gies for the future work in this field [6]. Most security protocols which is used for
network and internet security cannot be implemented with smart home systems
related because they are low security complexity and vulnerable in smart home
applications for the wireless sensor nodes. The major security issues for smart home
systems are initial session key establishment between the wireless nodes and gate-
way or control box in smart home system. Yue Li proposed and analyzed a sort of
lightweight key establishment protocol for home energy management systems. He
presented an example of implementation and protocol in detail [7]. Kozlov et al.
discussed about threats for privacy and security at a different architectural level of
the smart home. They especially advertised to analyze privacy risk levels for privacy
control mechanisms, methods, and energy aspects concerning to security, privacy,
and trust. They are also evaluated an energy consumption in entire smart home
infrastructure [8]. The security matters of information and network should be
considered with representatives of properties such as identification, confidentiality,
authentication, integrality and repudiation. In spite of a different requirement on
Internet, IoT system will be applicable to the crucial and critical areas such as
medical and health care, home, energy, intelligent transportation, smart factory and
so on. Therefore, security needs in the IoT are more necessary and indispensable in
availability and dependability. Generally speaking, the IoT can be divided into four
layers [9]. The representative architecture and its configuration is described in
Figure 2 [10]. The structures of IoT are generally divided and classify into three
layers. It consists of perception layer, application layer and network layer. Jeong Gi
Lee et al. analyzed a current research and development trend. The main idea is that
how integrated platform can be implemented with data security between different
smart home nodes and devices. They implemented integration platform based on
android to provide with simple development and scalability. It can be easy to access
for authorized user. Smart home network based on related sensor products have a
different ways of the data exchange. Its platform can be integrated easily and
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Figure 2.
Basic architecture of IoT services.
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connected by heterogeneous network products and external transmission security
processing for data communication. It can be supported to enable the integration of
sensors [11]. Freddy K Santoso et al. proposed the implementation and design for
IoT smart home system with embedded Wi-Fi system. It includes gateway to enable
and activate secure communication between IoT sensor devices and control system.
It allows user to control, access and configure related devices. It can be realized by
smart phone and mobile devices to interface external communication and control
devices [12]. Himanshu Gupta et al. presented a security framework for IoT appli-
cations using block chain technology and technique. It provided many unique
characteristics such as better privacy, manageability, fault tolerance and scalability
[13]. Musa G Samaila et al. proposed the IoT hardware platform security advisor. It
provides three functionality features such as security requirement elicitation, secu-
rity best practice guidelines. They also gave a guideline for lightweight cryptogra-
phy design and implementation consideration. It includes a summary of the
cryptographic algorithm [14]. Nikos Komninos et al. surveyed smart home security
based on issues, challenges and countermeasures in smart grid application. They
analyzed the most representative threats to smart grid environment and smart
home system based on a lot of scenarios. They summarized a review of security
countermeasures related to smart home as follows [15].

1. Confidentiality and privacy: Symmetric/Asymmetric encryption algorithms,
zero knowledge proof systems and data obfuscation

2.Integrity: Cryptographic hashing techniques, digital watermarking,
timestamps, session keys and sequence numbers.

3. Authenticity: Keyed cryptographic hash function, hash based authentication
codes and MAC-attached messages

4.Non Repudiation: Mutual inspection with smart meters and unique keys for
customer-AMI communication and AMI transaction logging

5.Availability: Alternative frequency channels according to hardcoded sequence,
anomaly based IDSs and specification based IDSs

6. Authorization: Attribute based encryption, attribute certificates and attribute
based access control system

Abdullahi Arabo analyzed cyber security challenges with the connected home
ecosystem. He presented related background, motivation, development and
demand for inter-connecting of different devices. The smart phone or mobile agent
is used to provide a variety of function and capability to users [16]. Md. Mahmud
Hossain et al. analyzed a detailed analysis of IoT system. It includes threat models,
security issues, challenges and many attack models [17]. They provided a sort of
open problems and issues in IoT security and privacy problems. This makes
researchers to guide and solve the most critical and open problems. Pranay P.
Gaikwad et al. surveyed these applications based on smart homes systems using
internet of things [18]. They presented the problems and challenges which is
occurred in IoT and smart homes application based on IoT system. Some solutions
they proposed overcome some problems and challenges. We summarized the recent
and breakthrough works in the field of security problems and privacy issues related
to smart home application. A more extensive and detailed of related works have
been published [19]. Monammed Ali Al-Garadi et al. surveyed of machine and deep
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learning (ML/DL) methods for IoT security. They also define thematic taxonomy of
ML/DL for IoT security [20].

3. Requirement and consideration of security issues for IoT system
3.1 Basic concept of IoT

The domain of smart home environments is regarded and considered as a major
factor and element for the future Internet. As a lot of homes are becoming smarter
and smarter by using sensor and technology based on IoT, we can improve home
security, energy efficiency, availability and comfortability. Consequently, to realize
the future technology applicable to the smart home, we have to consider and treat
with privacy into IoT environments. It can be identified and regarded as one of the
major barriers and flaws. Because of the nature of the IoT environment, the appro-
priate security functions for secure and trustworthy smart home service would be
applied extensively and considered importantly because the security threats will be
increased and impact of security threats will be likely expanded. Jin-Hee Han et al.
analyzed the requirement of security consideration for enhanced security and trust-
worthy mechanism in smart home system based on IoT environment [21]. As sensor
nodes are widespread and utilized under ubiquitous environment, the security
attacks on embedded device is increasing. The major factors include in the field of
attacks such as crypto-analysis, physical, side channel, environmental, software and
networks. Vijay Sivaraman et al. illustrated network-level security and privacy con-
trol for devices in smart home based on IoT. They proposed that software defined
networking technology would be used to dynamically block and quarantine devices.
It is based on their network activity [22]. The major security concerns for IoT system
are summarized and included factors such as user identification, tamper resistant,
secure S/W execution, secure content, secure data communications, identity man-
agement and secure storage. As a results of a risk and security analysis for a smart
home automation system, it can be developed in collaboration with new schemes for
leading industrial factors. They summarized the first steps and models of privacy and
security for smart home applications. It is regarded as support and necessity for
enforcing system security and user privacy, and it can help to realize the potential
power in smart home environments. The typical architecture in IoT application can
be divided and classify into three layers as following description [23]:

1.Perception Layer: In this layer, it collects, acquire and process the information
from physical world. It is made up with two part to communicate with sensor
devices and wire and wireless sensor network

2. Transmission Layer: In this layer, it transfers information in a large or long
distance area. To connect and integrate information in perception layer, the
information can transfer by using mobile, Wi-Fi and other communication
media

3. Application Layer: In this area, it can process and service the information
which is included in the layer.

Many applications provide middleware technology, computing technology and
network processing in each layer. The main devices in perception layer include
RFID, Zigbee and all kinds of sensors. Basic architecture of IoT service is shown
Figure 2.
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They are highly vulnerable to attacks. Several common attacks are included node
capture, fake node and malicious data, denial of service attack, timing attack,
routing threats, reply attack, side channel attack and mass node authentication
problem. Network layer security problems have critical problems such as traditional
security problem, compatibility problem, cluster security problems and privacy
disclosure. In application layer, its security issues are different and more complex
because of different industry or environment. The following elements should be
solved with data access control, identification, data protection and recovery,
authentication, ability of dealing with mass-data and software vulnerabilities in
application layer. The IoT system has a particular restriction, constraints and limi-
tation in terms of computational power, small memory and power. It makes signif-
icantly different from existing distributed systems. It can be recognized in real
world that the existence of tiny computing devices is very much vulnerable to
different security attacks as mentioned above. Security in level and requirement is
shown in Figure 3.

Sye Loong Keoh et al. gave an overview of the efforts and demands in the IEFT
(Internet Engineering Task Force) to standardize security solutions for IoT ecosys-
tem. They provided a detailed review with communication security solutions for
IoT. Especially, they used to conjunct with standard security protocols to be applied
in the CoAP (Constrained Application Protocol), and application protocol to adapt
the constraints IoT devices [24]. Pranay P. Gaikwad et al. presented the architecture
of IoT related to attacks model. Smart home network can be operated with house-
hold devices and home appliances. It could monitor and control remotely with
different connection and control ways. When these kinds of household devices in
smart homes are connected with wire or wireless Internet under standard protocols.
The whole system is so called as smart home network and can be realized in loT
environment or smart homes based on IoT devices. They presented the problems
and challenges which is occurred in 10T and smart home applications. Some solu-
tions that they proposed overcome and solve some problems and challenges in real
solution matters [25]. The security design can be adapted with these kinds of
diverse deployment scenarios. The representative ideas have a concise set of cryp-
tographic, single security policy framework, security mechanisms, and configura-
tion parameters with policy-dependent. These kinds of requirement and
consideration in terms of system perspectives should take into account for entire
system. In spite of IoT devices are constrained with limited resources, it can be
deployed with easy steps and still has a vulnerability problem. Therefore, the tradi-
tional and conventional security mechanism and algorithms cannot be straightfor-
ward realized in smart things and sensor nodes. The major and representative
limitation and constraints are shown in Table 1 [26].

Security Threat Requirement
L . - Replay attack - Smart authentication technology
Application Security [> - Data modification [> - Privacy and protection technology
- Availability - Security solution technology
. - IP spoofing, Side channel attack ) Securg gateway. .
Network Security - DDoS, Vulnerability of protocol - Intrusion detection and protection technology
- Vulnerability of control node - Remote control for management and control
——
. - Light-weight and | ti
- Identity loss, MITM attack igh W.ﬂgh and ‘oW POWET enctyphion
. . . - Encryption SoC for protecting
Device Security - Destruction of nodes - - .
. counterfeit and alteration of device
- Tamper with label content
- Secure OS
I
Figure 3.

Level and requirement for security.
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Hardware aspect Software aspect Network aspect

* Computational and energy ¢ Embedded software * Mobility, scalability, multiplicity

constraints constraint e Multiple medium of communication
* Memory constraint * Dynamic security e Multi-protocol networking
* Tamper resistant patch * Dynamic and stable network topology
Table 1.

Major security constraints of IoT devices.

Security Sef:urlty Sensor protocol 1SO 7 layers
components requirement stack
Secure aggregation Application <:| Application
. Secure location -
Security Presentation
applications Authentication
Secure routing Session
Security Key management Middleware Transport
Services Access control P
Cryptography Network
- Cryptanalysis
Security 0s Data Link
Primitives Protection of attacks
Cryptanalysis Physical Physical

Figure 4.
Basic component of security architecture.

We analyzed the key element of security architecture with relation to sensor
protocol, security demands and ISO7 layer as shown in Figure 4. There are many
application layer protocol such as CoAP (Constrained Application Protocol), XMPP
(Extensible Message and Presence Protocol) and MQTT (Message Que. Telemetry
Transport), AMOP (Advance Message Queuing Protocol) [27]. Hee-jeong Kim and
Jeong Nyeo Kim proposed end-to-end message security protocol based on ultra-
weight cipher algorithm. This algorithm can increase security level and lower
security overhead in resource limited communication [28].

3.2 Application of IoT services

The representative issues and services are included a lot of mechanisms. The
main topics consist of end-to-end security, fault tolerance, key management,
energy efficient security, trust management, IoT big data and it’s forensic and so on.
We also presented requirements of IoT System including basic principles as well as
challenges and barriers.

a. Basic Principles

* Use standard and its application protocols.

* Detail protection and defense from malicious attacks.

* Secure algorithm is embedded in the system and realized with lightweight
Algorithm.
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* All code is implemented by authentic and trusted techniques.

* All protocols and communication is implemented by encrypted and
authenticated techniques.

o All access and control to resources should be authenticated and authorized.
b. Challenges and Barriers

* Secure hardware platform is required and exploited.

Complicated security design can be solved a cheap and mass production
in silicon devices.

A lot of vulnerable devices are revealed and plethora in the real world.

Individual and collective risk can be monitored and assessed.

Shared and distributed framework can be formulized and analyzed by
decision making technique.

Self-validating framework for monitoring and reasoning.
3.3 Security and privacy issues

The implementation of protocols with constrained networks should be dealt
with some open problems. It is induced and related to the nature and feature of the
physical devices. The features are included a limited computational capacity, a low
amount of memory, and a limitation on energy computation, it makes the design of
these protocols too hard and complicated in nature. We give some requirements and
summarize for security and privacy issues related to IoT services as follows [29-30].

a. What we need to secure

Access to sensors, devices and objects.

Where the IoT network is located and inter-connected.

What kind of data is generated and communicated.

Whether the data which is produced is in active or at rest.

A measured temperature is moderate to devices and sensors.

Different secure complexity and level in each devices and objects.

Suitable gateway system for multi-function is available.
b. Threat modeling for IoT

* Complex and large system is needed to guarantee and protect the attack
model
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* Unattended devices is produced and is exclusive.

* Public internet is connected and established.

* Many different threats should be considered.

* Broad and wide spectrum of countermeasures is required.

c. IoT Security Model

Devices are small and scale down.

¢ Resources cannot be intensive and compact.

A numbers of devices are required.

Performance should be considered.

Comprehensibility, manageability and availabilities.

Different risk profiles are induced.

One size does not fit all and complex and complicated techniques are
necessary.

d. IoT Gateway

Adaptation and extensible platform can be utilized.

* Rapid customization using adaptors can be easy implemented.

* Multi-vendor with different standards & protocols can support.
* Common gateway platform is essential and vital in secure.

* Proxy system for device management can be used.

* Gateway is made up with data and control channels,
configuration, status monitoring, and device registration and
inventory, etc.

* Security and access control is embedded in gateway engine.

One of the major problems related with IoT is the heterogeneous nature of
devices. Shachar Siboni et al. analyzed several specific IoT testing scenarios based
on different IoT devices [31]. Daewon Kim et al. present common security require-
ment for IoT device identification system. The requirements are more important
when the identification information is used as the sensitive data such as authenti-
cation [32]. Franco Loi et al. developed a systematic and optimized method to
identify and evaluate the security and privacy on various IoT devices. They catego-
rize the threats along four dimensions such as confidentiality, integrity, access
control and reflective attacks [33].
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3.4 Model of attacks and threats based on IoT devices

There are a various of vulnerable attacks in sensor nodes, RFID and its applica-
tion because of its restricted resources. Security threats and vulnerability to sensor
protocols and nodes can be classified by strong and weak attacks. Weak attacks are
practical and threats by observing and manipulating the communication channel to
acquire the data between a server and device tags. Replay attacks and interleaving
attacks are representative examples of weak attacks model. Strong attacks are fea-
sible threats and means for an attacker to be compromised and acquired a data on
target tag. A memory of sensor is very vulnerable to be compromised and have a
small resource. It can be easily attacked by side channel effect because the low cost
and capability tag is unlikely to be tamper-proof. The major strong attacks are
included forward traceability, backward traceability, and server impersonation and
described in Ref. [34].

It is possible to identify and realized with five distinct technology and trends in
the future of IT, As many devices are widespread and ubiquitous with explosion. The
tuture of IoT will be faced with representative characteristics as follows [35-37].

1.Data deluge: Amount of data is exploded and collected and exchanged through
different networks. Forecasts indicate that more than several thousands of
sensors and objects will be stored and integrated in the near future. Novel and
unique techniques are needed to transmit, find and fetch the data in safe.

2.Miniaturization of devices: To realize the compact and small sensor, devices
will be increasingly smaller and smaller.

3.Little energy consumption: the devices and system have to reorganize its own
energy or self-organization to get a power.

4. Autonomic management: the devices or systems have to control its system and
have a function for self-management and self-configuration capabilities.

5.IPv6 as an integration layer: It will provide nature network.

IoT application can be realized when we have a connectivity for anything from
any time, any place connectivity for anyone. The enabling of technologies and
realization of IoT application should be combined with RFID, NFC, sensor, smart
technology and nano-technology. The characteristics of enabling technologies are
summarized [9]. Internet of things’ enablers should have characteristics as follows.

1.Energy: Energy harvesting technology and low-power chipsets are critical
problem to develop and evolve IoT applications.

2.Intelligence: Devices should have a capability to reform and improve for
self-organization and inter-machine communication, etc.

3.Communication: As the communication technology and means enables
the devices to communicate with inter-networking. New materials and
Integrated on-chip technology and smart multi-band frequency antennas are
required.

4.Integration: Integration of smart devices into packaging and the products can
be fabricated on-chip level.

10
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5.1t saves a significant cost and increase the applicable and friendly for the

products and objects.

6.Interoperability: Protocols for inter-operability have to be customized for

standardization.

7.Standards: Open standards mainly play an import role in the success of the IoT.

In general, energy-efficient communication standards, strategy of security and

privacy should be considered into interest and needs. Compatible or identical
protocols at the different frequencies are needed [30]. The function of sensor IoT is
described in Table 2.

The hardware based issues related to sensors and objects should be dealt with in

politics and laws. Enablers and objects of Internet of Things have a features as
following description [38].

* Manufacturing, logistics and retail sectors: Next-generation industrial artificial

intelligence, smart grid, supply chain, block chain, smart factory and inventory
management, remoting control maintenance, anti-counterfeiting, and so on.

* Energy and utilities sectors: Smart inspection in electricity and energy,

efficient energy and consumption mechanism, smart grid in transmission, real-
time operation and monitoring system, smart grid in IoT connection and so
forth.

* Artificial intelligent transportation support: Telematics, GPS and wireless

networks, use of in-vehicle sensor networks, collaborative road safety and
efficiency technology, vehicle tracking, developing smart vehicles and traffic
data collection mechanism, etc.

* Environment monitoring systems: Remote inspection and control system for

monitor the behavior on wireless sensor nodes such as environment condition,
monitoring of weather, detection of soil condition, etc.

* Home management and monitoring: Smart sensor nodes, secure home gateway

connected to security engines, electrical appliances, smart energy control, etc.

Example of IoT based on network topology is shown in Figure 5. To connect

sensor networks with traditional communication networks to other networks, IoT

Sensors Function
RFID/NFC To identify and track the sensor, object and so on.
Sensor To collect and process the data flow

To detect the changes and moving in the physical status of things and objects

Smart technology To enhance the power of the network
It is developing processing capabilities

Nano technology To make the smaller and smaller things
The ability to connect and interact in small area. It can be fabricated on chip
with CMOS process

Table 2.
Function of sensor IoT.
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Application of IoT service [29].

gateway can provide the function of protocol conversion and device management.
As a general gateway, IoT gateway has characteristics and features such as access
capability with a wide range, manageability for easy, interworking protocol for
efficient topology [39]. Based on the home network application, secure gateway
should provide and gather internal data to collaborate and aggregate in wireless
sensor networks, and data transmission among Internet, high-speed, 5G networks,
DSL networks, and other network interfaces. The system requirements of IoT
gateway system should be considered by employing, protocol conversion, data
forwarding and management and control [36]. Example of IoT system based on
network topology is shown in Figure 6.

To analyze the performance and security analysis of IoT architecture, we can
estimate the performance analysis such as computational cost, storage requirement
and communication cost and security analysis. The security elements are included
factors such as data confidentiality, tag anonymity, mutual authentication, data
integrity, relay attacks and forward security. The representative attack and solu-
tions are reviewed in Figure 7. We analyzed reusable security requirement and used
them as examples of reusable security requirements. The attacks on IoT system are
included denial of service attack, physical attack, tags cloning attacks,

Thieat Home
Gateway

e Rk

{¢=————— Conventional algorithm I Light-weight algorithm —————y

Figure 6.
Example of 10T system based on network topology.
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Figure 7.
Characteristics of authentication method and security mechanism.

impersonation attack, replay attack and tags tracking. Pranay P. Gaikwad et al.
presented open problems and challenges [40]. Denning et al. surveyed the security
and privacy matters in IoT based smart homes, and provided a strategy for reason-
ing about security needs. They mentioned how to conduct an attack to avoid and
have a feasibility in attack model. The attractive point they propose is that the
system compromise a platform and attack model caused by damage [41]. In gener-
ally speaking, smart home system can be organized and configured as shown in
Figure 7. Smart home system consists of home gateway, home server, and smart
home sensor and devices. To enhance security complexity, we should take into
consideration basic security functions for the smart home system. Security func-
tions are against security vulnerabilities and security flaws caused by device
resources issues, attacks, etc. The necessity and requirement of security in authen-
tication level can be classified by authentication and authorization level. The
representative characteristics and features are shown in Figure 7.

Computing service with confidentiality and threat factors under ubiquitous
surrounding should be regarded as vulnerable attacks and insecure services
viewpoints. The major factors to be considered are as follows [42].

* Confidentiality for secure data

Authentication and access control for authorized a user

Integrity and non-repudiation for reliable data

Availability and survivability for fusibility

Privacy and authority control for authorization
Also, threat factors and features can be considered as follows.

¢ Sensor node attack

13
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* Eavesdropping
* Sensing data privacy
e DOS (Denial of service)

A brief of characteristics and features of smart home network is depicted as
follows.

* Home network may not be isolated in sub-network and inter-connected for
operability.

* Wi-Fi and PLC signals may propagate and be widespread to the next door. It
can be exposed.

* Different network and addressing scheme are required.

* IP address, group and node ID is required in separated.

* Many devices have a low computational power and small memory capability.
* No public key cryptography is required. It uses a symmetry algorithm.

To enhance advanced and high complexity security, we have to take into
account for intrusion protection and detection mechanism in sensor network.
Especially, home gateway should be required enhanced security framework, autho-
rized control, privacy and resilience of survival, etc. The security issues with het-
erogeneous connection between devices under IoT application cannot be solved
with conventional cryptography techniques. Many works have done and cannot
utilize existing PKI (Public key infrastructure) and lightweight schemes. Some
researchers have evolved new scheme with ultra-lightweight algorithm. It has still
unsolved problems. Many researcher and works tend to focus on following tech-
niques relating to smart home network security.

Integration of security on middleware is realized.

* New security function and schemes beyond security function of middleware
are utilized.

Safety about middleware security function can be analyzed.

Lightweight algorithm is developed and can be suitable for its system.

* User’s convenience can be provided with simple algorithm

4. Open security issues for smart home network

We analyzed and discussed the critical and essential issues for open solution of
IoT related to smart home network. It mainly focuses on challenges and mechanism
in application field. Example of IoT based network topology and attack model on
home network is shown in Figure 8. We can estimate the security requirements for
smart home network. It consists of device authentication, network monitoring,
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Smart Home Network based on loT

Do3 . : y
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Eavesdropping | Eavt_asdropping
Traffic analyses llegal attack
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Message/Contents Message/Contents Virus attack E
Countereit | Counterfeit Interruption of I
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VPN Physical Security
Service Firewall Non-Repudiation
Provider Intrusion inm:tmu
Content Filtering Sensor Network llegal access
Security Mapagement Virus attack
Machine & Ddep learning | Eavesdropping Interuption of
1 Traffic analyses sewicg i
Mesgzs;i{;::;[tlenls llegal service Security sensor
Replay attack Context-aware Security device
Disguise Sensor Network Security
Interruption of Biometric Authentication -
semvice Device Authentication S

Authorization
Physical Security

Figure 8.
Example of topology for attack model on smart home network.

secure session key management, physical protection, information security, and user
authentication [43]. Andreas Jacobsson et al. reviewed a risk analysis related to
smart home automation and control system [23].

The reviewed and related works presented have included risk analysis based
approaches, security based approaches, privacy based approaches and industry
based approaches. Chakib Bekara analyzed security matters and challenges for the
[oT based on smart grid [44]. He considered security issues as a cyber and physical
system, the IoT based smart grid will be faced with several security issues such as
impersonation, eavesdropping, data tampering, authorization, control access, pri-
vacy issue, malicious code, availability and DoS issues. When dealing with security
algorithms, several challenges should be considered with scalability, mobility,
deployment, legacy systems, constraints resources, heterogeneity, interoperability,
bootstrapping, trust management and latency and time constraints. Noy Hadar et al.
proposed an innovative and creative cloud-based framework to protect attacks and
threats on IoT devices. It can be applicable to cost effective solution [45].

Sensors Function

Device security Insecurity due to device category and capability

Software and firmware security

Storage security

Communication security Security service security

Network service security

Cryptographic security

Security service Native service security

Cloud service security

Partner cloud service security

Table 3.
Critical security weakness of IoT system.
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To understand IoT security issues, we should investigate the characteristics of
component for the IoT sensor and network among them. It consists of sensors in

home network, sensor bridge network such as home gateway and cloud. Md.

Mahmud Hossain et al. analyzed critical security weakness [17]. The security

characteristics of sensors are shown in Table 3 [46].

The security challenge of devices and sensors should be solved and included as

follows. We analyzed the following issues.

a. Devices are not connected and reachable

Most of the time, device is not connected

b. Devices can be stolen and lost

It makes security difficult and uncountable when the device is not attached

and connected

c. Devices are not included crypto-engines

Strong security is difficult to solve the problem without high-speed

processing power

d. Devices have finite life

Devices have small power and needs for self-organization and recharge

mechanism

Physical attacks

‘ Network attacks \I:>
Software attack \[>

Encryption attacks |:>
Figure 9.

Attacks model and its charvacteristics.

16

- Node manipulation

- RFID interference

- WSN node jamming

- Malicious node injection
- Physical damage

- Traffic analysis

- RFID Spoofing and duplication
- NFC, RFID unauthorized access
- Sink hole

- Man in middle attack

- Denial of service

- Routing information attack

- Malicious attack

- Phishing attack

- Malicious virus, worm, spyware, malware
- Malicious script

- Denial of service

- Injecting fake information

- Side channel attack
- Encryption analysis
- Main in the middle attack
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Figure 10.
A variety of attacks on smart home network.

e. Devices are transportable

Will cross borders

f. Devices can be recognized and detected by many readers

What data is exposed and disclosed to reader?

Characteristics of attacks and model are shown in Figure 8. The gateway can
provide secure communication for authentication, secure session key exchange and
monitoring between devices and gateway [47]. The attacks model and its
characteristics are shown in Figure 9.

We also described the challenges of open issues for IoT’s development. Trade-off
between hardware, software and co-design method is needed for security framework
and architecture for IoT system. We have to focus on delivering the creative and
unique solutions for the state-of-the-art and innovative mechanism. It includes IoT
security controls, optimized mechanisms for the new skills and extremely complex
embedded applications. Example of IoT based on smart home network topology is
shown in Figure 8. Example of attack model on home network is analyzed in litera-
ture [48]. Recent DDos (Distributed denial of service) attack and technology are
developing with recent techniques and cause a high vulnerability on IoT system. It
focuses on the requirement of scalable and optimized security solution. Ellia and
Nayeem described common internet things and vulnerabilities [49]. A variety of
attacks on smart home network is shown in Figure 10.

5. Conclusion

Internet of Things is used in many applications in different areas. 10T has been
already designed for industrial wireless sensor network in many applications. It can
be developed for smart homes system in the near future. Architecture of loT and
smart homes based on 10T are analyzed in this review paper. In spites of many
opportunities and recent technologies, many challenges and issues are produced by a
lot of attacks which is addressed in IoT. It will inherit the drawbacks of the internet
used in nowadays. We discussed about security mechanisms, we also point out that
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the challenges of open issues for IoT’s development. Hardware and software co-
design methodology is needed to fit into security framework and architecture for IoT
system. We have to focus on delivering the current state-of-the-art IT security con-
trols, optimized mechanisms for Internet of things and objects in the future works.
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