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Abstract

Alan Turing’s article, “Computation and intelligence”, gives the preamble of the char-
acteristics of guessing if it is a machine or another human being. Currently, the use of
ubiquitous technologies, such as the use of firmware, allows direct access to analog data,
however, we must find a way to secure the information. Analyzing cryptographic algo-
rithms for the transfer of multimedia information. Raise the use of cryptarithmetic. Finite
automata will be developed that will govern the logic of the cryptographic algorithms to
be integrated into Firmware, performance tests and controls will be carried out to deter-
mine the best strategies for their performance and algorithmic complexity. Technologies
are expressed that allow the creation of learning environments, such as neural networks,
that support other processes as the recognition of patterns on images.

Keywords: cryptarithmetic, cryptographic algorithms, firmware, HPC

1. Introduction

In this research, it is revealed how algorithms are integrated into different representations of
the data, information seen as signals, images, video and text.
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1.1. Turing machines

Alan Turing’s test, proposed in 1950, was designed to provide an operational and satisfactory
definition of intelligence.

He suggested a test based on the inability to differentiate between indisputable intelligent
entities and human beings.

The computer should have the following capabilities
* Natural language processing, which allows you to communicate in English.
* Representation of knowledge, to store what is known or felt.

* Automatic reasoning, to use stored information to answer questions and draw new
conclusions.

* Machine learning, to adapt to new circumstances and to detect and extrapolate patterns.
e Computational vision, to perceive objects.
* Robotics, to manipulate and move objects.

These six disciplines cover most of the Artificial Intelligence (AlI), in reference [1, 2].

1.2. Artificial intelligence and the cryptarithmetic

The Artificial Intelligence is the study of how to make computer do things which, at the
moment, people do better, in Ref. [2].

1.2.1. cryptarithmetic

It considers high order constraints which can be represented as a collection dev binary options
F <> T, in Ref. [3].

1.3. Automata design

An automaton is a graphic representation of a process, which simulates a sequential process,
by means of a deterministic finite automaton, the use of a regular expression can be modeled,
and this, in turn, can be evaluated by algorithmic complexity.

There is a counterpart which obeys different inputs at the beginning and consequently can
represent several outputs, so we proceed by means of a mechanism to migrate them as a finite
deterministic automaton, similarities with neural networks in terms of structure, but not func-
tioning because they pursue different aspect.

Regarding its sequential form, it can be simulated by means of a flow diagram as a graphic
form, however, in its parallel form, it must be used either an activity diagram or a Petri net,
which can model the concurrent behavior, in reference [4].

Because the keys are usually registered by characters of the ASCII code, they can be validated
by regular expressions and this in turn then recreating validation controls by deterministic
finite automata.
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When a possible entry is described under this form, then we are in the presence of an entry
control but not access.

For access, we search for a match of a stored key to managing access to the data, if the pass-
word is treated by a cryptographic system then the entry and access controls do not change
their form, but the time of computation to corroborate its degree of efficiency.

By having access control list (ACL), the restrictions are carried out through the management
of routing tables and entry rules.

The use of ACL increases the level of security in information systems.
The use of Firewalls allows having an accurate strategy as if it were a blog.

Cryptographic systems have been implemented to treat various types of data and signals such
as multimedia so that not only text can be treated.

In this way its study is of interest because in applications oriented to the control and automation
of signals in greenhouses, home automation, automation, automation and control, information
security in closed or public environments, the integration of microcontrollers is intended which
can supply to a large extent, restrictive measures which make their assurance slow.

In this research, it is revealed how algorithms are integrated into the different representations
of the data, information seen as signals, images, video, and text.

The signals are presented in the form of a 1D dimension, two 2D dimensions, and three 3D
dimensions. It is important to understand that as the degree of complexity is advanced, it
increases as the subject deserves or intends for an even more exhaustive study.

This research does not intend to venture to deny or violate systems, but as a form of preven-
tion, to continue with research studies, still need to specify the cryptanalysis for each system,
only the studies discussed so far are presented.

1.4. Computer legislation and regulations

The use of technology in today’s world is inevitable. Whether it is making reservations on our
smartphones, or checking emails, or checking in for flights, usage of technology is present.
Whilst its benefits cannot be questioned, unfortunately, the increase of our reliance on tech-
nology implies that we are at higher risk of attack and breaches — cyber-attacks. Responding
to this current scenario, current trends of governments protecting their critical infrastructures
is the implementation of cybersecurity standards to their critical sectors, in reference [5]. The
Global Risk 2014 by World Economic Forum (WEF) shows the “cyber-attacks’ listed in the top
5 global risks, highlighting that the dependency on technology by economies and societies is
inevitable, in reference [6].

The implementation of cybersecurity standards is by no means a silver bullet in critical
infrastructure protection. However, its implementation can establish a set of controls that
contribute and build better resiliency. The cybersecurity standards may support the capa-
bilities of preparing, protecting, responding and recovering from cyber-attacks. Some of
the common cybersecurity-related standards being implemented globally include the fol-
lowing (not exhaustive): ISO/IEC 27032:2012. Information technology — Security techniques

103



104  Artificial Intelligence - Emerging Trends and Applications

— Guidelines for cybersecurity. ISO/IEC 27001 Information technology — Security techniques —
Information security managementsystems-Requirements.ISO22301 Societal security —Business
continuity management systems-Requirements. ISO/IEC 15408 Information technology -
Security techniques — Evaluation criteria for IT security. ISO/IEC 27035 Information tech-
nology — Security techniques — Information security incident management. ISO/IEC 27005
Information technology — Security techniques — Information security risk management.
FIPS 140-1: Security Requirements for Cryptographic Modules. FIPS 186-3: Digital Signature
Standard, in reference [5].

Countries take different approaches towards implementing cybersecurity standards in the
efforts of protecting their critical infrastructures. Some countries implement cybersecurity stan-
dards through mandatory requirements, whilst others provide guidelines and frameworks, in
reference [5].

The United Kingdom’s priorities for action is to model the best practice on cyber security in
the government systems which will set the standard for suppliers to government to raise the
bar on cybersecurity requirement.

Due to this:

1. UK has enforced compliance to the Network Interoperability Consultative Committee
(NICC) Minimum Security Standards (ND 1643) through the Communications Act 2003 to
the Communications Sector,

2. UK has developed the cyber security and information assurance standards — Information
Assurance Maturity Model (IAMM) incorporating the requirements from the Security
Policy Framework (SPF),

3. SPF recognizes and has aligned its principles to the ISO/IEC 27001 and the Business Conti-
nuity Management (BCM) standards (BS 25999/ISO 22301), and.

4. The application of standards is promoted through the establishment of national-level cer-
tification schemes for the following standards such as the ISO/IEC 15408, ISO/IEC 27001,
ISO/IEC 20000, BS 25999 and ISO 22301, in Ref. [5].

Australia’s cybersecurity standards compliance implementation is supported by the coun-
try’s Cybersecurity Strategy 2009 highlighting the need for a consistent and integrated frame-
work of policies, procedures and standards to protect its government’s systems, as well as
the other interconnected systems. Australia’s security measures are: (1) the development and
enforcement of the Protective Security Policy Framework (PSPF) to the government agencies
through a Directive by the Attorney-General Department (AGD), (2) Australian government
has enforced the ISO/IEC 15408 for procurement of products with security functions in the
Government Sector, and (3) standards implemented voluntarily and adopted by critical infra-
structure organizations are the American National Standard Institute/International Society of
Automation (ANSI/ISA)-99, Industrial Automation and Control Systems Security and ISO27799
Health Informatics — Information security management in health using ISO/IEC 27002.

United States of America (USA) has developed various national strategies on cyber security: (1)
The Comprehensive National Cybersecurity Initiative (CNCI) will evolve to become the key
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element of a broader updated national USA cyber security strategy, (2) standards mandated
to the Energy and Dams sectors are the Reliability Standards Critical Infrastructure Protection
(CIP) 002-009 through the Code of Laws of the United States of America (U.S.C)Title 16 —
Conservation, Section 8240 — Electric Reliability (16 U.S.C 8240), (3) the standards mandated for
the Government Sector is the Federal Information Processing Standards (FIPS) through Federal
Information Security Management Act 2002 (FISMA), (4) other standards in the critical sectors
are ISO 27799, ISO/IEC 27010 Information technology — Security techniques — Information secu-
rity management for inter-sector and inter-organizational communications as well as ISO/IEC
27011 Information technology — Security techniques — Information security management guide-
lines for telecommunications organizations based on ISO/IEC 27002 for Telecommunications
and ISO/ IECTR 27015 Information technology — Security techniques — Information security
management guidelines for financial services for Financial Services, and (5) the government
promotes the application of cyber security standards via establishment of national-level cer-
tification schemes for the following standards such as ISO/IEC 27001, ISO/IEC 27005, ISO/IEC
27006, ISO/IEC 20000, and ISO 22301, in reference [5].

The different approaches that countries take to cybersecurity standard compliance show that
cybersecurity standards whether implemented mandatorily or voluntarily is a measure to
enhance the protection of the critical infrastructure. Enforcing cybersecurity standards com-
pliance may bring about a positive outcome to the overall cybersecurity management of a
country, and not just the organizations implementing them, in reference [5].

1.5. Mexico rules and regulation

In Mexico, computer legislation is distributed in different rules and laws because the way in
which it is pursued depends on the nature of the crime, then a list of some of the most common:
show in Table 1.

1.6. E-government (eGov)

The year 2015 marked a milestone in efforts to eradicate poverty and promote prosperity for
all people on a safe planet. With the adoption of the 2030 Agenda for Sustainable Development
and other major international commitments. The 2030 Agenda is centered on a set of far-
reaching and people-centered universal Sustainable Development Goals (SDGs). Reaching
these goals in all countries and creating peaceful, just and inclusive societies will be extremely
difficult in the absence of effective, accountable and inclusive institutions. Institutions need to
be capable and equipped to adapt the Agenda to the national situation.

They need to be able to mobilize the society and the private sector in implementing the SDGs.
Capacities and innovation will be required to promote policy integration, enhance public
accountability, promote participation for more inclusive societies as well as ensure equitable
and effective public services for all, particularly for the poorest and most vulnerable groups.
Information and Communication Technology (ICT) and e-government are important tools to
realize these objectives, in reference [8].

The 2030 Agenda itself recognized that “the spread of information and communications tech-
nology and global interconnectedness has great potential to accelerate human progress, to
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1. E-commerce

2. Electronic signature

3. Personal data protection

4. Right to the information

5. Violation of correspondence

6. Revelation of secrets

7. Illicit access to computer systems
and equipment

8. Copyright

9. Industrial property
10. Stock market

11. Telecommunication

Procurement Law, leases and public sector services (Ley de adquisiciones,
arrendamientos y servicios del sector ptblico)

Commercial code (Codigo de comercio)
Federal civil code (Cédigo civil federal)

Federal Law for Protection of the Consumer (Ley federal de proteccion al
consumidor)

Federal Law of Administrative Procedure (Ley Federal de Procedimiento
Administrativo)

Law of Investment Funds (Ley de Fondos de Inversion)

Federation fiscal Code (Cddigo Fiscal de la Federacion)

Social Security Law (Ley del Seguro Social)

Advanced Electronic Signature Law (Ley de Firma Electrénica Avanzada)

Law of the Tax Administration Service (Ley del Servicio de Administracion
Tributaria)

Law of Investment Funds (Ley de Fondos de Inversion)

Federal Law on Protection of Personal Data in Possession of Individuals (Ley
Federal de Proteccidon de Datos Personales en Posesion de los Particulares)

Article 6 Constitutional (Articulo 6° Constitucional)

General Law of Transparency (Ley General de Transparencia)
Access to public information (Acceso a la Informacion Pablica)
Federal Transparency Law (Ley Federal de Transparencia)
Access to public information (Acceso a la Informacién Publica)

Article 173 to 177 of the Federal Criminal Code (Articulo 173 al 177 del
Cédigo Penal Federal)

Article 210 to 211 Bis of the Federal Penal Code (Articulo 210 al 211 Bis del
Coddigo Penal Federal)

Articles from 211 bis 1 to 211 bis 7 of the Federal Criminal Code. (Articulos
del 211 bis 1 al 211 bis 7 del Cédigo Penal Federal).

Articles from 424 to 429 of the Federal Penal Code (Articulos del 424 al 429
del Codigo Penal Federal).

Industrial property law (Ley de la propiedad industrial).
Law of the marketc of values (Ley del mercado de valores).

Federal Law on Telecommunications and Broadcasting (Ley Federal de
Telecomunicaciones y Radiodifusion)

Federal Criminal Code and Political Constitution of the United Mexican
States (Codigo Penal Federal y Constitucion Politica de los Estados Unidos
Mexicanos)

In Ref. [7].

Table 1. Mexico rules and regulation.
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bridge the digital divide and to develop knowledge societies, as does scientific and techno-
logical innovation across areas as diverse as medicine and energy”, in reference [8].

The General Assembly has recognized on several occasions the role of information and com-
munications technology in promoting sustainable development and supporting public policies
and service delivery. It has underscored that ICT have enabled breakthroughs “in Government
and the provision of public services, education, healthcare and employment, as well as in busi-
ness, agriculture and science, with greater numbers of people having access to services and
data that might previously been out of reach or unaffordable”. The General Assembly has also
specifically affirmed the “potential of e-government in promoting transparency, accountability,
efficiency and citizen engagement in public service delivery”, in reference [8].

There are several definitions in circulation which differ as to the meaning or scope of the term
“eGov”. Next definitions illustrate different scope or stress in the understanding of what eGov
is: (A) United Nations: the employment of the Internet and the world-wide-web for delivering
government information and services to the citizens, (B) The World Wide Web Consortium
says that is the use of the Web and other information technologies by governments to interact
with the citizenry, between departments and divisions, and with other governments. (C) The
Organization for Economic Co-operation and Development focuses on the use of new infor-
mation and communication technologies (ICTs) by governments as applied to the full range
of government functions. In particular, the networking potential offered by the Internet and
related technologies has the potential to transform the structures and operation of government,
in reference [9].

From the business perspective, eGov is a way of introducing new channels of interaction
between government and consumers of its services, in order to make this interaction more
convenient to the consumers and cheaper for the provider of the services, these business ben-
efits, including the following

* Facilitating access to government data and processes to all types of consumers of these
services, be it general public, business, government agencies or their employees, or other
governments.

* Improving operational characteristics of government, including: (1) decreasing the cost to
government of providing quality services to their consumers, (2) decreasing the load on the
office workers by making at least some types of data or some of business processes directly
available to service consumers.

* The reach of eGov services can be widened from initialized specialized groups to all con-
sumers that have a need and a right for using the service without incurring substantial
additional costs, in reference [9].

1.6.1. International and national standards in information security

The International Organization for Standardization (ISO) has the ISO/IEC 27000 family of
standards, which aims to help in the management of asset security such as financial informa-
tion, intellectual property and confidential information of employees or third parties.
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Both ISO (the International Organization for Standardization) and IEC (International Electro-
technical Commission) make up the specialized system for global standardization, in Ref.
[10].

The implementation of this system aims to preserve the confidentiality, integrity and avail-
ability of the information, through the application of a risk management process, which gives
certainty to the interested parties that the risk has been adequately managed. They are con-
sidered best practices and are not considered mandatory as mentioned on their website, in
Ref. [11].

In North America, there is NIST (National Institute of Standard Technology) of the United
States Department of Commerce. This Institute handles issues of cybersecurity and privacy
through the application of standards and best practices, including the ISO/IEC 27000 stan-
dards, in order to help organizations, manage the risk of cybersecurity within of a framework,
in Ref. [12]. This framework includes physical, cybernetic and people security, applicable
to organizations dependent on technology, such as industrial control systems, Information
Technologies, cyber-physical systems, or connected devices, this includes the IoT (Internet of
Things), in Ref. [13].

NIST has the National Cybersecurity Improvement Commission that is looking for:

* Awareness and protection at all levels of government, business and society to protect
privacy,

¢ Guarantee public security and national economic security.
* Empower the Americans to have better control of their digital security.

Within NIST is the NC Coe (National Cybersecurity Center of Excellence), which are agree-
ments with industry and institutions that participate in projects related to the topic of cyber-
security, in Ref. [14]. When information security is implemented, and the rules related to
the country and form of government are respected, then its regulation must be followed to
concretize the integration of the strategies involved. Such as applicable international norms
and standards for their protection. Within the IT Audit is made aware of the use of controls
for each aspect that involves the transfer of information, such as access control, entry control,
communication control, etc.

A control is a procedure that verifies another procedure.

Therefore, control must be implemented that has not been violated, so its internal study is
important.

The use of aspects such as high computing performance, infrastructure characteristics, is an
important reason. Because there is no supercomputer, we opt for the design of a group of
nodes that allows its gradual growth until it arrives as an operation to count on the perfor-
mance of the supercomputers.

A network of computers has precisely the vision of the distributed and parallel system, how-
ever, care must be taken in the construction and operation thereof.
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2. High performance in technology

There is an international body that measures the capacity in supercomputing performance,
within its schemes contemplated for most of its platforms the use of Linux, within the archi-
tecture is appreciated the use of MPP and the cluster, where you can appreciate the acceptable
capabilities both work and performance. With this, it is possible to detect the speeds that are
presented internationally. (e.g. Table 2, Figure 1).

The TOP500 project ranks and details the 500 most powerful don’t distribute computer sys-
tems in the world, in reference [15].

The following graphs are presented in terms of performance and shared systems on an inter-
national scale, information retrieved from top500.org, in Ref. [15] (e.g. Table 3, Figure 2).

Mexico only occupies 0.2% of System share, it is for this reason that it is necessary to learn
from the superpowers because it seems that the power of the supercomputing is wasted. (e.g.
Table 4, Figure 3).

In which of the registered systems it can be noticed that Asia occupies the first place in the use
of shared systems in High performance in computing.

2.1. High performance in computation

One of the first programs to verify the performance of the processes and programs was the
task manager because it allows us to measure the performance by means of metrics to support
the resources of a computer system such as our computer.

HPC stands for High-performance computing

By computation is processing, which has been attributed to thinking carefully about the hard-
ware or a physical infrastructure, however, it should be distinguished in that the computation
is also given by logic. It continued with the Table 5. Performance metric.

The use of cluster implies simultaneously using concurrent technology, in the concurrent
model contains the following components

Structure (static/dynamic)

Granularity (nested/plane)

Initialization (Thick/Fine Ending)

* Representation (parent/child or guardian/dependent)

Architecture System share (%)
Cluster 87.4
MPP 12.6

Table 2. Architecture.
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System share (%)

m Cluster = MPP

Figure 1. Architecture.

This systematic develop; consist in the use of the concurrent engineering by the design of
components assembler. As show at the Figure 4.

By the moment these techniques have been studied at the final of Computer Sciences: the
development of Systems in Real Time, the Recognition of Patterns, Semi-Intelligent Agents,
the Computer Security as Cryptography and Crypto Analysis, the Information Systems
based in knowledge, and Signs processing, are some cases for we appreciate this trouble, in
reference [16].

Performance tests applied to cryptographic algorithms are abduction (statistics) and
stress-based.

Continents Performance
Other 0.70
Americas 30.20

Asia 48.70
Europe 20.40

Table 3. Continents.
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Performance

Molie BAmencs B bsia B Eufapes

Figure 2. Performance.

Continents System share (%)
Africa 0.2

Americas 29.8

Asia 50.4

Europe 18.6

Oceania 1

Table 4. Continents.

System Share (%)

B africa MAmericas Basia ® Europe B 0cesnia

Figure 3. System share.
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Metric Load balance
Runtime
Communication volume
Computing time

Metrics for multidimensional optimization Cluster vs. Supercomputer
Fiedler vector or spectral clustering
Minimum normalized cut
Connectors to eigenvectors
Clustering by k means
Restrictions in two dimensions

Fourier modal analysis

Table 5. Performance metric.

. Enable P
time out
I
Active Active Active
Object Object Object
1 ) 3 Final time
———

Figure 4. Petri net, model of concurrent active object.

3. Cryptographic algorithms

It can be implemented at any time, its operation involves calculating the key from the calcula-
tion of two keys that are presented with prime numbers.

The microchip company announced a microcontroller that has the ability to operate with
most of the cryptographic algorithms, however, now it is worth thinking, what is it that is
intended to ensure?

3.1. Cryptographic algorithms in IoT

Operating system being responsible for the management and control of all computer hardware
resources, the security involves a multi-user and multi-programming environment where the
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primary goals include the prevention of any unauthorized access to data stored within the sys-
tem, the safeguarding of users from undesirable results triggered by their own actions, the assur-
ance that various user programs will not interfere with one another, and the ability of different
users to have different rights and abilities to cooperate with each other. The issues which deal
with him are critical and far reaching, for this reason, they are of vital importance for both its
own and its applications’ sakes, in reference [17].

Achieving security in operating systems depends on the security goals one has. These goals
will typically include goals related to confidentiality, integrity, and availability. In any given
system, the more detailed particulars of these security goals vary, which implies that different
systems will have different security policies intended to help them meet their specific security
goals, in reference [18].

Network security threats are also an operating system responsibility since a computer net-
work is usually a rather large, single system which has been created from numerous indi-
vidual computer systems. The data processing functions must now be distributed among a set
of distinct systems thus decentralizing the control of data storage and processing. In addition,
information which must be transmitted between the various computers within the network
is subject to exposure. Forged user identification and unauthorized access to stored data by
legitimate users are also problems which plague a multi-user, multi-resource environment.
Consequently, these factors combine to complicate the problem of ensuring a high degree of
security within the network and may present formidable pitfalls, in Ref. [17].

A good cryptographic system must have several characteristics: Small variations of plain
texts: large variations of encrypted texts, the sizes of the flat texts must be comparable with
the ciphers, the ciphered texts must be calculated efficiently from the planes, and the relation-
ship between plain and ciphered texts should be unpredictable. A bad cryptographic system
is characterized because: It appears a random relationship between planes and ciphers, but in
reality, it is not, it is susceptible to elementary cryptanalysis, the calculation of ciphers is inef-
ficient in time and space, and is vulnerable to its own manufacturers, in Ref. [19].

In the past, protection against the monitoring of communication lines was guaranteed by the
use of physically secure lines. This technique, however, proved to be extremely expensive
and, often times, impractical. Since that time, it has been discovered that data encryption
may be used as a viable alternative to secure lines, in Ref. [17]. Cryptographic technology is,
therefore, a relatively inexpensive and highly effective process by which sensitive data may
be protected against disclosure, in reference [17].

Android includes cryptography to protect their information, many of the applications that
are installed in a cell phone with an operating system have already cryptographic features to
protect the information that the cell phone itself has. Each of the applications that have a cell
phone, both those that have the factory and those that are installed after having purchased the
cell phone, are handled in layers, where each of them uses services offered by the previous ones
and offers the same to layers superiors All applications use the services, application interfaces
and libraries of the previous layers. This structure facilitates the development of cryptographic
applications in this operating system, but there is the disadvantage that the execution of cryp-
tographic algorithms becomes more expensive as their complexity and strength increase, in
Ref. [20]. Linux has a kernel crypto API that offers a rich set of cryptographic ciphers as well
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as other data transformation mechanisms and methods to invoke these. The kernel crypto API
serves the following entity types: (a) consumers requesting cryptographic services and (b) data
transformation implementations (typically ciphers) that can be called by consumers using the
kernel crypto API, in Ref. [21].

Apple Inc. has a variety of cryptographic technologies around of all their products.

App Transport Security (ATS) ATS establishes best-practice policies for secure network com-
munications using Apple platforms, employing Transport Layer Security (TLS) version.

3.2. Forward secrecy and strong cryptography

Secure Transport API. Use Apple’s secure transport API to employ current versions of the
Secure Sockets Layer (SSL), Transport Layer Security (TLS), and Datagram Transport Layer
Security (DTLS) cryptographic protocols for network communications.

Supported Algorithms. With i0OS 10 and macOS v10. 12, the RC4 cipher suite is now disabled
by default. In addition, Apple recommends that you upgrade your servers to use certificates
signed with the SHA-2 cryptographic function.

Cryptographic Signing. If distributing your Mac app outside of the Mac App Store, use crypto-
graphic signing with Developer ID to certify that your app is genuine.

CryptoTokenKit for Smart Card Support. The CryptoTokenKit framework provides first-class
access for working with smart cards and other cryptographic devices in macOS, in refer-
ence [22].

Microsoft shows in its web site the Cryptography API: Next Generation (CNG) that is the
long-term replacement for the CryptoAPI. CNG is designed to be extensible at many levels
and cryptography agnostic in behavior. Some of its features are listed next: Cryptographic
Agility, Certification and Compliance, Suite B Support, Legacy Support, Kernel Mode
Support, Auditing and Replaceable Random Number Generators, in reference [23].

According to the list dictated by top500.org, the best platforms in HPC are presented below
(e.g. Figure 5).

3.3. Public key cryptography

The data that has been monitored by telepathic systems arises from information related to
greenhouses, they are perhaps only data that support a part of a process in agronomy, how-
ever, they are important for their better interpretation.

JELAP is software for experimenting with formal languages topics including nondetermin-
istic finite automata, nondeterministic pushdown automata, multi-tape Turing machines,
several types of grammars, parsing, and L-systems, by the University Duke, in Ref. [24]
(e.g. Figure 6).
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Figure 5. Histogram of platforms.
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The type of applications that generally work with sophisticated equipment such as the
supercomputer or cluster, is one that presents complexity in it is development, develop-
ment, those that consume more massive storage capacity and require speeds appropriate
to their way of being. While social networks currently involve more data consumption, it
is important to recognize that so are the applications that generate scientific researchers by
searching for new solutions to real-world problems or that are analogous to their area of
expertise. The aim of the following scheme is precise to make known part of the advances
that we as a research team have. We do not express all theories or investigations, it’s just a
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preamble of what these systems can be capable of doing in relation to what they are capable
of doing. The use of state machines is important in the design of logical machines because
they allow deducing the logic of their operation. That is to say, the following is the use of a
simple machine that allows to deduce chains of 0 and 1, in such a way accept words of 0 and
1s, like prime numbers.

For the generation of keys, it is necessary to design an algorithm that allows the generation
of random numbers, below is an algorithm that supports the generation of pseudorandom
numbers, in reference [25].

Show in notation with Henon Map, this is a method chaotic map, and it is employed in

dynamic systems to discrete process (e.g. Figure 7).

3.3.1. Encryption in one dimension (1D) flow

Used the RSA Algorithm to prove of text [26] (e.g. Figure 8).

3.3.2. Encryption in two dimension (2D) flow

The tent map, like various chaotic maps, as pseudorandom sequence generator, in Ref. [27]

(e.g. Figures 9 and 10).

Figure 7. Pseudorandom by Henon map.
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Figure 8. Algorithm by RSA.

These algorithms applied to images allow to know the range of operations necessary to work
together, however, it is important to emphasize the moment in which the integration of the
cryptographic algorithms must be perfected to the process involved.

3.3.3. Encryption in 3D flow

The reading of information generated by the stereo vision allow to get hard acquisition data,
as the focal lens adjust. It proposes the tracking of systems at real time uses with the transfor-
mation Census. it is left for future work.

Real Time Stereo Vision with a modified Census transform and fast tracking in FPGA, in
Ref. [28].
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[
" °
f 1.97; /
[ :". {  numbers through
' xe, / % Tent map
clec; clear all;

% Defining the parameters
X1(1) = x0 u=1.87;
n=1847;

%x=linspace(0,1,n) ;
. . x0=input ('Value to x0: ((where x<1)
{ 1', x1(1)=x0;

f A
{3

% ROUTINE BEGINNING

% Program that demonstrates the generation of Pseudo-random

U

fprintf ('U= %i\n',u); (E}. i i
fprintf('n= %i\n',n); + ien fzx
tic i W
for i=1:n % interactions ' TENT map
if (x1(i)< 0.5) /“\r
x1 (i+1)=u*x1 (i) ; e
one (i) =x1 (1) ; ~F
regs=rem(i,2); TYATErT
if res==0
()=t (3 §
x(i)=x1(i-1);
end
else
if 21(1) s=0.5
x1(i41)=u* (1-x1(i));
one (i)=x1(1i);
res=rem(i,2) ;
if res==
yiiy=1(1);
x(i)=x1(i-1);
x2 (1)=x(1i)*1000000;
yv2(1)=y(i)*1000000;
end
end
end
end
Figure 9. Algorithm by tent map.
=3 ¢lg; Elead all;
@ a=0.9;
‘ b=-0.6013;
oo c=2.0;
b=-0.6013; d=0.50;
e=2.0; X0=-0.72;
d=0.,50z y0=_0‘64:
x0=-0.72; n=input (max number of iteration = ');
yO0=-0.64, x(l) =x0’_
n
x'H)exU: y(l).=y0; . .
y (1) =y0s fprintf('a= %i\nb= %i\n',a,b);
fprintf('c= %$i\nd= %i\n',c,d);
‘ _ iprintf ('X0= %i\nY0= %i\n',x0,y0);
=1 ic

for 1=1t1:0

= i<n o

-

[ x(1+1)=(x(1).%2)-
4:q<dq.luunwuﬂm (Y(i)-A2)+(a*x(i))+(b*Y(i))i
s o LR y (1+41)=2% (x (1) *y (1)) + (c*x (1)) + (d*y (1)) ;

Figure 10. Algorithm by tent map.
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4. Conclusions

4.1. Operative systems and cryptography

Security is a priority since the operative systems are responsible to manage a multi-user and
multi-programing environment. Complexity around these tasks involve goals for prevent-
ing unauthorized access, safeguarding users from undesirable results by their own actions,
managing rights and abilities to cooperate, they also implies confidentiality, integrity and
availability. Another thing to take on account is the network security which is responsible to
protect the information that is exposed when it is transmitted between various computers.
A solution for these problems have been tackled through hardware solutions however these
solutions have proved to be expensive and, often times, impractical. Data encryption is a
viable alternative solution to secure the information because cryptographic technology is, a
relatively inexpensive and highly effective process to protect sensitive data against disclosure.
By default, popular operative systems like Android, Linux, Mac OS and Microsoft Windows
have cryptography technologies for enhancing their security systems in the way to protect
sensible data, even some of the share their APIs with the objective to give tools for reducing
risks related with data security.

4.2. Operative systems

Countries around the world like United Kingdom, Australia and United States of America
are making respectable efforts directed specifically in the cyber security infrastructures. Most
of them adopted international security standards of which stand out ISO/IEC 27032:2012,
ISO/IEC 27001, ISO 22301, ISO/IEC 15408, 15027799, ISO/IEC 27010 and they also have its
own intern standards and specialized organizations as is the case of United Kingdom with
the Network Interoperability Consultative Committee (NICC) and the Information Assurance
Maturity Model (IAMM).

In the case of Mexico, the government has not adopted international standards yet and the
legislation is distributed in different laws and norms because the way in which it is pursued
depends on the nature of the crime. Regulations consider crimes like: separated into differ-
ent laws like electronic commerce, electronic signature, personal data protection, right to the
information, revelation of secrets, industrial property among others. This weakens people,
companies and the government itself when they are the victims of an attack which has as a
target the security of their data.

It is necessary to prepare the relevant technology for the cryptographic algorithms that work with
Linux, in the Cluster infrastructure, to make the most of the benefits related to a complete infor-
mation processing. While it is necessary to have logical security, you only need to work on the
integration of technologies in schemes at the level nodes of the net, as is the case with the Internet
of things (IoT) thus ensuring all kinds of information such as multimedia can be operated.
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