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Abstract

Government digital agendas worldwide go hand in hand with the digital transfor-
mation in businesses and public administrations as well as the digital changes taking
place in society. Information security (IS) and awareness (ISA) must be an integrated
part of these agendas. The goal of IS is to protect information of all types and origins.
Here, the employees play a necessary and significant role in the success of IS, and the
entire staff of an institution need to know about their specific roles and be aware of
the information security management system (ISMS). As there are still fundamental
strategic deficiencies in the institutions themselves, humans should not be called “the
weakest link” in the security chain. Rather, sustainable awareness-raising and train-
ing for people should be established in the institutions using interactive, authentic,
and game-based learning methods. Psychological studies show the great importance
of emotionalization when communicating IS knowledge and the reliable exchange of
experience about IS. However, in many institutions, a change in culture is becoming
necessary. IS must be integrated into all (business) processes and projects, and viable
safeguards must be included. This chapter summarizes the most important scientific
findings and transfers them to the practice of public administrations in Germany.
Moreover, it shows examples of learning methods and provides practical assistance
for IS sensitization and training.

Keywords: digitalization, threats and vulnerabilities, information security (IS), data
protection, IT security, cybersecurity (CS), cyberattacks, sensitization, information
security awareness (ISA), security culture, knowledge —attitude —behavior, information
security awareness training (ISAT) design, lifelong learning (LLL), learning and
teaching methods, authentic learning (AL), game-based learning (GBL), problem-based
learning (PBL), success factors, information security management system (ISMS), risk
management and safeguards
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1. Introduction: A talk about security

Public administrations have always been information-processing organizations, and nowa-
days government digital agendas around the world (see, for example, the Federal Government
of Germany or—at the European level —the European Digital Agenda [1]) are seeking to keep
abreast of digital networking and the digital changes in society based on information technol-
ogy (IT). However, ever-increasing digitalization is leading to fundamental changes in business
processes in public administrations as they try to offer customer-friendly services to citizens
and businesses. In light of this, new safeguards must be implemented in the form of continu-
ous information security (IS) and legally compliant data protection. “No one in industry, com-
merce and administration would any longer dispute the need for adequate protection of their
IT environment. IT security incidents can have far-reaching repercussions that harm business
or interfere with the performance of tasks and thus result in high costs being incurred” [20:5].
Digitization affects almost all areas of life in an increasingly rapid way, and the underlying
information communication technology (ICT) transmits, electronically processes, and stores
large amounts of data and a wide variety of information [2]. In his guest contribution to a
special publication of the Handelsblatt (November 27, 2017) on the topic of cybersecurity and
privacy, the president of the German Federal Office for the Protection of the Constitution,
Dr. Hans-Georg Maafien, explains, “It is a commonplace platitude: the more we network with
the outside world, the more we connect not only with opportunities and potentials but also
with risks and dangers” [3]. One should be aware of the distinction between the terms “safety”
and “security” in English-speaking countries. “The term ‘safety” refers to the functional safety
of the machine or plant and thus addresses the protection of the environment against abnor-
mal operation. The term ‘security’ describes the protection of IT-supported systems against
deliberate or undesired errors. Safety systems must also be protected against attacks” [76:10].

As the president of the Federal Office for Information Security (BSI) pointed out at the 14th
German IT Security Conference [4], the potential for digitization offers a highly developed
form of industrialization of the kind that Germany cannot do without—but at the same time
cybersecurity is creating new challenges. The term IS, as used in (inter)national standards,
consists of more than just IT security. The goal of IS is to protect information of all types and
origins, regardless of whether they are stored on paper, in computers, or in the employees’
minds [2]. In contrast, IT security is specifically oriented toward the protection of information
processed and stored electronically. Nowadays, the term cybersecurity (CS) is often used. CS
deals with all aspects of security in information and communication technology. The field of
action of classic IT security will be extended to the entire cyberspace. This includes all infor-
mation technology connected to the Internet and comparable networks and involves commu-
nication, applications, processes, and processed data or information based thereon [5]. In this
chapter, the term IS is used as the general term including IT security as well as CS.

One of the relevant standards for IS is 27001 “Information Security Management Systems”
(ISMS) of the International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC) [6]. An ISMS includes four components: management
principles, resources, the IS process, and the people (personnel) [20:14]. The IS process itself
includes an IS policy, in which the IS objectives and strategies for their implementation are
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documented, an IS concept, and the developed IS organization of the institution. When an
ISMS is implemented, it is crucially important that the information and data protection are
properly handled and the employees are fully aware of the consequences of misusing sensi-
tive data [7]. In Germany, ISO/IEC 27001 IS protection certificates have been available since
2006 combined with the IT-Grundschutz as best practices [8]. The responsible public admin-
istration is thus the BSI as the national CS authority that “shapes information security in digi-
tization through prevention, detection, and reaction for government, business, and society”
[9]. The employees of an institution are a necessary and significant factor in successfully and
efficiently realizing IS within an institution [10]. Therefore, all employees of the institution
need to know about their specific roles and be aware of the information security management
(ISM). According to the BSI [10], all employees need to know the security objectives of the
institution and understand the security measures, as well as being willing to support these
effectively. In particular, they must know what is expected from them in terms of IS and how
they should respond in security-critical situations [10].

According to the IT-Grundschutz glossary of the BSI, IT security is “a state in which the risks
posed by the use of IT due to the threats presented are limited to an acceptable level through
adequate safeguards” [2]. Technical solutions for IS are necessary to address certain vulner-
abilities such as viruses, denial of service attacks, etc. Nevertheless, IS as well as IT and CS are
about more than technology [11], because information systems involve human beings, and
users do not always act the way they are supposed to [12]. This is why human beings are often
characterized as the “critical factor” within the reports and literature on IS processes. However,
nowadays, there is a rethinking of this characterization of people [13], because there are fun-
damental strategic deficits in institutions themselves, as shown by several reports and studies:

* Less than 50% of organizations have an IT security and training program for employees
[14] —meaning that at the time of the study, more than 50% did not train and educate their
employees in IS.

* 46% of all companies believe that they have a critical shortage in terms of their cybersecu-
rity skills [15].

¢ Only 63% of respondents in Germany take measures to raise awareness of information secu-
rity and 40.5% of these organizations do not measure the effectiveness of their training [16].

* Not even half of the (surveyed) companies in Germany are sufficiently prepared for a cy-
berattack. Moreover, only four out of 10 companies have emergency/continuity manage-
ment (43%) [17].

* 74% of security incidents remain undetected for more than 6 months [18].

* Managers prefer to pay ransom than invest in new protection features—a big risk, because
ransom payments are usually six-figure amounts [19].

Technology solutions alone are not sufficient to ensure IS countermeasures. These address
the challenges of IS management (ISM) in institutions, because management and behavioral
aspects are pivotal to building an ISMS in organizations [20, 21]. To protect the organizational
assets, including user information and systems, the human side of security should also be
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managed [22-24], as is particularly evident in social engineering (SE) attacks [24]. The human
element plays a significant role in the successful delivery of IS in today’s organizations, and
security behavior is greatly influenced by employees’ personal perceptions of risk. However,
these perceptions can be changed [25] through awareness-raising and IS trainings. Therefore,
the tasks and duties of the management of an institution play an important role [20:18]. First
of all, the topmost management level has overall responsibility for the correct functioning of
the institution and for IS too. IS must be integrated into all the institutional processes—“and
for that the management has the responsibility. The management level must actively initiate,
manage and supervise the security process” —as an important point, sufficient resources must
be made available [20:18]. Moreover, as studies confirm [26], the management has the func-
tion of a role model, must set achievable goals within the institution’s IS, and should set up/
initiate efficient communication and effective documentation. “One of the most difficult tasks
is weighing up the costs of IS against the benefits and risks” —however, “experience shows
that the most effective measures are not always the most expensive” [20:19].

The aim of this chapter is to summarize current science-based findings in the area of ISA
and to merge them with the requirements of the IS standards to derive practical benefits
for awareness-raising and trainings in public administrations. The structure of the chapter
is as follows: section two summarizes the current scientific findings concerning ISA (sub-
Section 2.1), learning methods (sub-Section 2.2), and organizational culture (sub-Section 2.3).
In Section 3, these ideas are transferred into the practice of public administrations. This means
a focus on information security (awareness) trainings (ISAT) in general (sub-Section 3.1), as
they relate to the IT-Grundschutz (sub-Section 3.2), and with regard to cultural aspects (sub-
Section 3.3). Section 4 provides a summary and outlook. This is followed by the acknowledg-
ments and references at the end.

2. Current findings from scientific literature review and research

2.1. Information security awareness (ISA)

A constant analysis of threats that companies face is essential to understanding how the strate-
gies of attackers evolve and to building more reliable defenses. The summary of all the reports
investigated reveals that cyberattacks target people not technologies [13]. The question is “why?”
One main finding, by Solmes, is that Internet- and web-based systems have been introduced for
millions of customers without adequate IS [27]. One direct result of this has been that criminals
have shifted their attention to the end user under their new motto: “Do not try to hack into the
company’s IT systems; it may be very difficult—go for the naive end user!” [27].

“"

The idea of considering the user as the “weakest link” in IS can be found in the large
volume of studies that try to explain employee adherence to or noncompliance with
IS. Companies’ information security efforts are often threatened by employee negligence
and insider breaches [29]. The lack of ISA, ignorance, negligence, apathy, mischief, and
resistance are at the root of user mistakes [30]. Herath and Rao found that employees in
their sample underestimate the probability of security breaches [31]. Pattinson et al. (2016)
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found a strong ISA correlation for the measure relating to the three behaviors “Internet use,”
“mobile computing,” and “email use,” while the other four behaviors investigated were
not significantly correlated (“password management,” “

/AT 4

social networking,” “information
handling,” “incident reporting”) [32]. Moreover, how “dangerous” an employee is for his
company is also determined by his age [18]. According to the study, 51- to 69-year-old peo-
ple are particularly easy to fool —they are most likely to fall for phishing attacks and social
engineering, but otherwise stick to the guidelines [18]. The middle group, on the other hand,
is more arrogant: the group of 35- to 50-year-olds is most likely to ignore well-known rules
[18]. However, in the study, the millennials age group (18-35) is—with 64% —the riskiest
group: while they are less prone to fraud and arrogance, they use all sorts of technologies,
such as unauthorized third-party apps and third-party mobile devices at work, and this
results in a loss of control for the central IT [18]. However, it is important to bear in mind
that if a single user action can compromise an entire security program, the problem is the
security program itself [33].

According to the Federal Office for Information Security in Germany (BSI), the risk situation
in the area of ISA is characterized by the following specific threats and vulnerabilities [10]:

¢ Insufficient knowledge of regulations

Just setting information security regulations does not guarantee that they will be respected.
All employees must also be aware of the applicable regulations. Vulnerabilities due to
insufficient knowledge of the regulations can compromise the confidentiality, availability,
and integrity of information [10:2].

¢ Insufficient awareness of information security (ISA)

Experience shows that it is not enough just to implement certain security measures. Without
an understanding of the reasons for the measures and their purpose, they are often inef-
fective or ignored. The security culture, the security goals, and the security strategy of the
institution must be understood in the real world of work, otherwise this leads to a lack of
acceptance of IS measures [10:2].

* Carelessness in handling information

It is frequently observed that despite a variety of organizational and technical security pro-
cedures, an institution’s security requirements often go unheeded. When employees deal
carelessly with information, established processes of information security become ineffec-
tive. Economic espionage can also take place [10:3].

But what is ISA actually? Our comprehensive review of leading academic journals shows that
there is no uniform and binding definition of ISA [13]. Many theories build on the background
of the scientific literature. A number of articles in the international scientific literature are
based on the KAB model —knowledge, attitude, and behavior—and show that user knowl-
edge of, or education about, IS is a basis for reflecting on their own attitudes. The overall goal
of scientific literature in this research field is to get a better understanding of people’s behav-
ior and to develop it in the proper way [13]. Therefore, a large spectrum of theories has been
consulted in this context to gain knowledge of actual security behavior and the factors that
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influence it. The theories that are most applied as a means to explain IS behavior are the Theory
of Planned Behavior (TPB), the General Deterrence Theory (GDT), the Compliance Theory
(CT), the Protection Motivation Theory (PMT), the Technology Acceptance Model (TAM), the
Theory of Reasoned Action (TRA), the Social Bond Theory (SBT), and, as a final example, the
Involvement Theory (InvT) (see also tables in [34]. For example, Briggs et al. (2017) provide a
historical overview of Protection Motivation Theory (PMT) and apply it to cybersecurity [35]).

Applying the Fogg Behavior Model (FBM) [36], we can identify a wide range of factors that
can affect motivation and the ability to adopt secure behaviors. The FBM [37] asserts that for
a person to perform a target behavior, he or she must (a) be sufficiently motivated, (b) have
the ability to perform the behavior, and (c) be triggered to perform the behavior. Fogg further
introduced the notion of kairos—the idea that the trigger needs to be present at an opportune
moment to succeed. Fogg defines that moment as “any time motivation and ability put people
above the behavior activation threshold” [37]. The investigations in [36] —based on the FBM
and in-store interviews with 85 customers across 4 branches of a major UK retailer —showed
that low motivation and ability among the customers questioned are, for example, combined
with the attitude that because risky activities are avoided, no security is required. In contrast,
high motivation and high ability among customers are not only coupled with technical affin-
ity and the implementation of security advice but also with the desire to keep children safe
and protect work files [36]. This suggests that those customers have a sense of responsibility
and take social considerations into account.

One increasing threat is the human social engineering (SE) attack as a first step for further
cyberattacks on institutions. SE has increasingly become a standard tool for criminals—the
prospects of success are high and the awareness rate is low [38]. In SE, one is—to different
degrees, depending on the perspective —perpetrator and victim at the same time: perpetrator,
because one may have made a mistake and violated the security policy of one’s own orga-
nization (e.g., as a result of disclosing confidential information to the attacker), and victim,
because such a disclosure is always achieved as a result of deception or manipulation [38].
From the point of view of communication and psychology, a person directly affected by SE
is, in any case, always a victim —the fact that someone, possibly because of “reckless” behav-
ior, has “fallen for” an SE attack does not make him or her a culprit and, from the perspec-
tive of the social sciences, only to some extent an accomplice. And even the security experts
should not view “social weaknesses” as connivance but should treat the victims as victims
and therefore see them as important witnesses who contribute to the investigation of white-
collar crime. However, such an attitude is not found in many organizations, and, where this
is lacking, companies rarely have full access to the valuable feedback they could receive [38].

All in all, there are gaps between human knowledge and human attitudes as well as between
human attitudes and real human behavior. Psychological factors, subjective norms, and the
sociocultural, gender, and age background in nonlinear and complex interactions have a major
influence on human ISA and IS behavior [13]. A main problem for human beings seems to be the
application of IS knowledge in real-world situations [39]. But this—the concrete application of IS
knowledge and situation-appropriate behavior —is necessary in real time for each employee in
an organization. Employees themselves must decide how to implement IS in their own specific
work contexts, and this needs higher-level ISA skills and intention as a motivational factor.
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2.2. Learning methods for ISA

Learning methods for ISA should clarify threats, vulnerabilities, attacks, and possible dam-
age as well as the main values of IS and data protection. The three basic values of IS used by
the BSI in the IT-Grundschutz as well as in the international standard family ISO/IEC 2700x
are confidentiality, integrity, and availability. Confidentiality requires protection against the
unauthorized access to and disclosure of information. Confidential information should only
be accessible to authorized persons and those using the permitted access methods. A situation
in which unauthorized persons have access to data is referred to as a loss of confidential-
ity [2:22]. Integrity refers, on the one hand, to ensuring the correctness (uncorruptedness)
of data and, on the other, to the correct operation of systems. A violation of the integrity
of information takes place when the data itself—as well as other specifications relating to
this data (metadata) —are changed without permission or are incomplete. Falsified data can
lead to poor decisions and incorrect evaluations and can have serious consequences [2:22].
Availability means that services, the functions of an IT system, IT applications, IT networks, or
even information are available and can be utilized as intended by the users at any time [2:22].

Additional values include authentication, commitment, and reliability. Authentication refers
to the function that guarantees that a person, an IT component, or an application is actu-
ally the person or object it is presenting itself to be. Authenticating information is a means
of ensuring that it was generated by the specific source [2:22]. Commitment combines the
value of authenticity with one additional value, non-repudiation. When transmitting informa-
tion, this means that the sender has provided verification of its identity and that the recipient
is unable to deny having received the message [2:22]. Organizational commitment can be
defined as follows: “In organizational behavior and industrial and organizational psychol-
ogy, organizational commitment is the individual’s psychological attachment to the organiza-
tion” [40]. The reliability (also called dependability) of IT components is determined by their
quality in terms of correctness, robustness, and fail-proofness so that their typical functions
can be executed with the necessary precision and during the normal period of use [2:22].

In many organizations, ISA and the training of corresponding competences (ISAT) are limited
to knowledge-transfer measures. For example, trainings with appropriate presentations sup-
ported by flyers, posters, brochures, or web-based trainings (WBT) are often used as an aware-
ness campaign, which the employees can or must complete at a particular place and at a time
of their choosing. Notwithstanding the benefits of WBT, studies show that approaches that
focus only on knowledge transfer do not generate any lasting safety/security awareness among
employees [41-44]. We call these ways of raising ISA “1.0 Learning Theoretical Approaches”
(see Figure 1) [45]. Based on these empirical findings and in addition to knowledge transfer,
some awareness-raising activities include marketing elements, which capture the attention of
the addressees and emotionalize them on the subject of IS—“2.0 Advertising Approaches,”
according to our classification (see Figure 1) [45]. However, psychologically based research
[38, 39, 42, 46, 47] shows that in addition to the theoretical approach to knowledge transfer and
the marketing-oriented approach of emotionalizing, a more comprehensive systemic approach
with emotions and social participation in the team as well as personal communication and
interaction in actionable scenarios is needed to create lasting sensitization to IS and promote
security-related behaviors [41, 46, 48]. This is why the learning methodology for ISA should be
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Systemic Approaches
(team-oriented
application)

Promotional
Approaches

Theoretical Learning (Erieteel

Approaches
(know-how)

Figure 1.IAS needs learning 3.0, meaning a systemic approach that includes not only knowledge transfer and
emotionalization but also interactivity with team-oriented exchange.

“3.0 Systemic Approaches” (see Figure 1) [45], which were implemented at the Technical
University of Applied Sciences (TUAS) Wildau [49-51]. Here, at a research university with a
strong practical emphasis, a consistent combination of research and teaching not only serves
to meet future challenges but is also crucial for starting a career. The education of students as
future employees should therefore be based on the current state of science and on practical
requirements in companies, administrations, and institutions. This includes building knowledge
to engender a holistic understanding of technology and develop sensitivity to IS issues. This
applies, above all, to less technology-related courses such as business and administrative studies
because awareness of and competence in IS cannot be delegated only to IT professionals. Instead,
every employee must contribute to IS and is responsible for it in his or her specific environment.

The project “Information Security Awareness for Job Beginners” (SecAware4job) at the TUAS
Wildau, which was funded by the Horst Gortz Foundation in the period from September 1,
2015, to August 31, 2017 [50], set out to sensitize students as future employees (especially those
doing nontechnical courses) to the day-to-day challenges involved in creating IS and pro-
tecting digital infrastructure. With SecAware4job, a job-oriented additional qualification for
students has been created in the past 2 years in the form of an innovative training with certifi-
cation to increase ISA and competencies in IS. Specifically, the additional qualification should
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develop the competencies in IS required for starting a career,

* encourage and support changes in consciousness and behavior,

facilitate risk assessment and decision making, and

* provide traceable, certified qualifications for entry into the profession [50].

In order to convey the abstract and complex topic of IS with all its facets (legal framework,
standards, protective measures, security concepts, etc.) to the students in an easily comprehen-
sible and tangible way, a methodical approach to the additional qualification was chosen that
includes as many creative and interactive teaching and learning methods as possible. Based
on current research findings on the effectiveness of awareness-raising measures, analog and
digital game-based learning (GBL) scenarios were developed and tested according to the GBL
approach [49]. Ten stations in the “Security Arena,” which had been procured via the former
third-party project “IT-Security@SME” in the period 2013/14 and adapted with the project
partner known_sense, are now focused on the new target group (students) and also trans-
lated into English (see Figure 2) [50]. In addition, five analog GBL scenarios have been rede-
signed and implemented, including a new board game “Keep your data private. Every day.”
(see Figure 3) and a social engineering role-playing game, which are two very comprehensive
game developments in the research project SecAware4job [50]. To supplement and complete
the analog learning scenarios, eight digital GBL scenarios were conceived and programmed:
these can be retrieved via the SecAware4job website [52] and used free of charge [50].

The additional qualification that had been developed was tested in three rounds as a (compul-
sory) module “Sensitization for IS”. The accompanying scientific research on the effectiveness
of the additional qualification and the learning scenarios developed show that the students
are very satisfied with the methodological approach. In terms of an authentic learning (AL)
approach, adaptations of GBL scenarios to the specific target group and their real references are
of great importance for learning success. Further teaching and learning methods have already
been compiled in the former European project “Community of Integrated Blended Learning in
Europe” (COMBLE) [53] as Methopedia [54]. Moreover, by discussing current public security
incidents, the problem-based learning (PBL) method has been introduced into the classroom
too. So, the challenge of the general learning approach for ISA is to combine AL with GBL
and PBL in a smart way. In addition to the specification of content, cultural and linguistic
aspects must be taken into account. In the project SecAware4job, English-language learning sta-
tions were designed and tested and will now be available in international degree courses like
European Management. Moreover, in this winter semester (WS 2017/18), the master’s degree
course European Management (EMM17) developed new ideas for GBL scenarios relating to
the European Union’s new General Data Protection Regulation (GDPR) as pilot games. The
student project teams presented three analog games and one digital App game in January 2018
(see Figure 4), which will be tested in the coming months with other target groups.

Overall, the application of materials and methods to ISA in many other events and with other
target groups like employees and guests at the TUAS always leads to very positive feed-
back. The challenges in developing the IS learning scenarios lie in a good didactical structure
as well as in simplifying complexity and limiting the content to the essentials. The strength
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Figure 2. Adapted, analog game-based learning scenarios in the English-speaking “Security Arena” as final results of the
project “SecAware4job” [50]. The games can be purchased through our project and cooperation partner, the Cologne-

based company known_sense.
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Figure 3. Newly developed analog game-based learning scenarios (in German) relating to Internet services and data
protection as a final result of the project “SecAware4job” [50]. The game can be purchased through our project and
cooperation partner, the Cologne-based company known_sense.

of the analog games is in the necessary systemic approach with emotionalization and the
exchange of peoples” experiences. As part of the “Security Arena,” most games are designed
to be completed and discussed in less than 15 minutes. They can also be used very well as
team circuit training, which can also be set up as a competition. The goal of the digital learn-
ing scenarios, which can be completed alone and irrespective of time and place, is to expand,
deepen, and sustainably anchor individual knowledge. However, this alone would not help
to raise ISA. We need a smart combination (Figure 5).

2.3. Information security awareness culture in an organization

As the BSI points out in all standard documents, IS concerns all personnel without excep-
tion. By acting responsibly and with quality awareness, every individual can avoid caus-
ing damage and contribute to success. Increasing ISA and providing appropriate training
for staff members and all management personnel are therefore fundamental prerequisites
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Figure 4. Newly developed ideas for game-based learning scenarios (A, B, C analog; D digital) focused on the General
Data Protection Regulation (EU), generated by the student group EMM17 in WS 17/18.

for IS. In order to be able to implement security measures as planned, personnel must have
the necessary basic skills to do so [20:24]. Here, the top management has responsibility as a
role model. The management must play a proactive role in shaping employee compliance
with IS behavior [26]. Advice should be seen as an enabler that supports the organization’s
goals [25]. In addition to knowledge about how security mechanisms must be operated, this
also involves an understanding of the spirit and purpose of security measures. The work
atmosphere, common ideals, and the commitment of personnel are all factors that decisively
influence IS. If new personnel are taken on or existing ones are given new tasks, they must be
provided with thorough training so that they can adjust to the new situation. This must also
involve teaching them about the security-related aspects of their job. If personnel leave the
institution or their responsibilities change, this process must be accompanied by appropri-
ate security safeguards (e.g., the withdrawal of authorization or the returning of keys and
identity cards) [20:24].

Employees must be made aware of relevant hazards and know how they can affect their
institution. The better the employees know the risk situation, the sooner the corresponding
security measures will be accepted. Employees must have the necessary knowledge to be able
to understand and apply measures correctly. For this, there must be an awareness of security
and a safety culture can be set up and designed [10]. Although there are many sanctions avail-
able in dealing with disregard of the rules, employees will not be rewarded if they comply
with the IS security policy [55]. While many organizations are aware that this “comply or die”
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Figure 5. Integrative usage of analog and digital game-based learning (GBL), combined with problem-based learning
(PBL) and authentic learning (AL) for sensitization and to mimic real situations in the workplace and private life as well
as interactive learning methods with emotionalization through user experience, team exchange, and storytelling as a
means to raise information security awareness (ISA).

approach does not work for modern enterprises where employees collaborate, share, and
show initiative, they do not have an alternative approach to fostering secure behavior [56].
“Countermeasure awareness was shown to be a significant indicator of the perceived need
for digital IS. This implies that increasing users’ security awareness level through education
and training may be an effective way to encourage the adoption of security tools that leads to
safer technology use” [57]. It seems that attitudes toward compliance with IS organizational
policies also have a significant effect on behavioral intention with regard to IS compliance,
whereby the policies must be livable. Tsohou et al. argue that ISA processes are associated
with interrelated changes that occur at the organizational, technological, and individual level
[58]. As a result of this, an organization needs to roll out a series of ISA programs oriented
toward perception, comprehension, and projection [23].

As summarized in [13], for organizations it is important to realize that

* creating an effective ISA program requires targeted communication and training that ca-
ters to specific employee groups;

* for proper commitment to security, the optimal IS culture must be carefully defined in each
case; and

* the top management must be a role model and give advice—they should be seen as an
enabler supporting the organization’s goals.

In light of the gaps between IS knowledge, attitudes, and real behavior and the fact that act-
ing in real-life situations is very important for an appropriate security level in institutions,
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trainings for ISA should be a continuous IS factor. Moreover, the emotional level should be
explicitly addressed, because social participation in a communicative team process is a key
component in awareness-raising activities based on psychological theories [45, 51]. Learners
must directly see/feel the consequences of their actions and should get a sense of their knowl-
edge level in dialog. Therefore, sensitization for ISA and trainings of IS should use the smart
combination of GBL plus PBL plus AL based on real-life situations.

3. Transference to practice and public administrations

The improvement of perception and comprehension vis-a-vis IS can advance a person’s abil-
ity to project real-life situations if there is an overall exchange in the institution. Moreover,
it seems that the constructs of organizational impact and attacker assessment have a stron-
ger influence on the ISA than technical knowledge. Management and employees need to
understand the pivotal role they play for the IS of an organization [13]. The learning pro-
cess in organizations must be based on the user-centered approach, which pays attention
to target groups, gender, and culture, based on individual knowledge and skills as well as
on concrete workplace needs and contexts. The user-centered approach should also allow
staff exchanges regarding IS along the business process chain. The integration of formal and
informal mechanisms—initiated by the management—can enhance the important exchange
and interaction between employees and could be a stabilizing factor in raising ISA in the
institution. Frequent interaction is the basis for the formation of interpersonal relationships
and psychological attachment to the organization. Since threat analysis, self-efficacy, and
response effectiveness have a significant impact on the intention to comply with IS guide-
lines, such aspects of emotionalization and motivation should be incorporated into the sen-
sitization to and training of ISA [13].

In Germany, with its federal structure, public administrations are very differently positioned
in respect of IS. Large federal agencies are often at the forefront of many current topics, such
as legislation (IT security law, e-government law, and the digital agenda) or application con-
tent like big data analysis or IS. For example, almost two-thirds of the administrations cur-
rently surveyed continue to see issues of data security and privacy as a key challenge in using
big data analytics [59]. Only one-third believe that a company’s own staff has the skills and
knowledge to continually drive the administration through data analytics [59]. However, only
37% invest sufficiently in appropriate education and training [59].

If we take a closer look at IS, my experience as a BAK6V qualification center [60] is that it
is very difficult for small and medium-sized enterprises (SME) and small municipalities to
build up a corresponding IS know-how and general training program in their organization.
Instead, the training program for the “IT Security Officer in Public Administration” (ITSO)
has been established in the federal administration for a decade and is increasingly being used
by medium-sized and large state administrations during an annual three-week summer acad-
emy in Briihl (Germany). Since 2007, the modular training course for ITSO has been devel-
oped and offered by the BakoV in coordination with the BSI acting internally for the federal
agencies. Besides knowledge transfer in 5-15 days, it includes an IS-relevant written project
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submission and a two-hour exam on a personal computer (PC) program. A form with 120
questions must be filled out with a score higher than 75% —successful students are awarded a
certificate valid for 5 years. A total of approximately 600 certificates have been awarded so far
[62]. In addition, there are other certified training courses at federal level —e.g., for the data
protection and emergency officer. Moreover, there are a wide range of e-learning courses for
the employees of the federal authorities. Nevertheless, the development of procedures and
models for measuring and assessing the level of IS in federal agencies remains a challenge.

The literature review reveals a general lack of trainings, which is cited as a top reason why
contingency and response plans are not effective [22]. In particular, it seems that over the past
15 years institutions have not put their main focus on developing ISA and ISAT-responsible
information users [61]. In Germany, after the establishment of the federal project “Security
wins!” in 2010, about 80,000 employees from 143 federal authorities were sensitized to IS in
the workplace prior to 2017 [62]. The insight from this federal ISA campaign with interac-
tive methods and GBL scenarios is, on the one hand, that raising awareness is an issue that
needs to be revisited again and again. On the other hand, the central control system of the
federal agencies has proven itself with framework agreements and decentralized imple-
mentations and adjustments. For the federal administrations, very valuable materials have
been compiled as a so-called “toolbox”: flyers and posters, moderation cards, and a CD
about live hacking, which is very popular. Hacker’s live shows in particular demonstrate
how well emotionalization can lead to concern and attention. Moreover, they also show
the importance of awareness in thinking about or pointing out the role of the aggressor—a
possibility which should be incorporated into awareness-raising and trainings that include
psychological aspects [38, 39, 42, 46, 47]. Nevertheless, this campaign is just a drop in the
ocean when we consider the entire group of employees. It should be noted that it is the
Lander and Kommunen that represent the main proportion of employees in Germany’s
public administration; the proportion constituted by the federal government is only about
one-eighth of the total number of employees. Moreover, public administrations are also
responsible to their citizens, and the question arises as to whether information campaigns
on IS in public places should not also be part of urban and regional planning [34].

3.1. Information security (awareness) trainings (ISAT)

Although scientific research indicates a general need for (cyberthreat) education, trainings,
and awareness [22, 63, 64], our review of the scientific literature [13, 65] shows that the design
of the ISA trainings has not been the subject of significant research. Only a few studies from
the literary field of knowledge, attitude, and behavior give (general) recommendations on the
design of training measures (see [66, 67]). As mentioned above, it should be a user-centered
approach and “awareness campaigns should be tailored to employees” needs” [25]. The BSI
training describes in general how to set up and maintain an (effective) awareness-raising and
training program for IS [10]. The aim of such programs is for employees to perceive safety-crit-
ical situations and mitigate their impact, while also providing the necessary knowledge and
skills for safety-conscious behavior [10]. In particular, the module “ORP.3 Sensitization and
Training” describes the procedural, technical, methodological, and organizational require-
ments for awareness-raising and IS training [10]:
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* Few successful awareness-raising and training activities

The activities carried out for ISAT are not always as successful as desired. The causes for
this can be lack of management support, unclear goals, bad planning, lack of success con-
trol, lack of continuity, or too few financial and human resources. If no appropriate mea-
sures are taken to ensure the success of the activities carried out, the goal of the respective
training activity can often not be achieved. If the institution has insufficient activities to
raise awareness and train employees, IS can be at risk, which leads directly to restrictions
on task performance [10:2].

* Inadequate training of staff on security functionalities

Employees often do not apply newly introduced security programs and features, because
they do not know how to operate them, and because they are considered time-consuming
in their day-to-day work. In addition, the lack of ISAT after the introduction of new soft-
ware can lead to unintentional operating errors or incorrect configurations and to errors in
the operation and delays in work processes. Therefore, the procurement and installation
of (security) software is not enough. In critical IT systems and applications, misuse can
threaten the very existence of the business [10:3].

* Risk that security incidents will not be identified

The daily operation of IT and ITC components can cause many failures and errors.
There is a risk that security incidents will not be identified as such by staff and that
cybersecurity attacks or attempted attacks go undetected. Security incidents and techni-
cal errors are sometimes not easy to distinguish. If users and administrators are not spe-
cifically trained and sensitized, vulnerabilities can go undetected and may be exploited.
If security incidents are not detected in time or are completely missed, full counter-
measures cannot be taken in time. Small security loopholes in the institution may be
exacerbated and become critical threats to integrity, confidentiality, and availability.
This can hinder business processes, cause financial damage, or lead to regulatory and
legal sanctions [10:3].

* Understanding and accepting safeguards

Technical security safeguards often lead to less user-friendly IT. Users will only accept
such safeguards when they understand why the restrictions—for example, for surfing, for
sending and receiving e-mails, or for password usage —are necessary [2:204]. Employees
are only able to actually follow the security policies that have been decided upon when
they know how to handle the IT securely and confidently [10:3]. Insufficient acceptance of
IS must be corrected.

Neither the BSI training description [10] nor the BAk6V manual [2] describes specific learning
and teaching methods in detail but only refers to the possible content of training courses and
potential confounding factors. Tsohou et al. conclude from recent global security surveys that
ISAT are not currently working [68] and the question is, why have mainstream ISA techniques
tailed for so long? The following aspects are likely to play a role:
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* One aspect might be a “technocratic” view of risk communication, meaning the tendency
for technical experts to tell people what they think and ought to know [69]. This is funda-
mentally flawed and has been strongly criticized by experts in safety risk communications as
ineffective and inefficient [69]. However, providing simple advice directly to nonexperts is no
trivial matter, and even experts can disagree about what is important [70]. Moreover, it might
disregard the daily mix and overlap between work and home, and therefore ignore an insight
from practice—as stated by Ian Kilpatrick, chairman of the Wick Hill Group— “If you don’t
change home security behavior, it is hugely more difficult to effect change in the office” [71].

* A second aspect might be in policies “ending up as long lists of dos and don’ts located
on web pages most employees only access when they have to complete their mandatory
annual ‘security training” and which has little to no effect on their security behavior” [56].
Maybe there is also a “proxy agency effect” [36], where a person defers to experts to ensure
that they themselves can still do the things they want to do [28]. Forget et al. [72] consider
that users may “disengage” from security if they have already transferred the responsibil-
ity to somebody else. Moreover, employees may look for routines to prevent life from “tip-
ping into chaos” and to give them “the confidence to go about their daily activities” [73].

* A third aspect relating to IS campaigns is that a training aimed at addressing security
awareness gaps cannot be sufficient to ensure compliance with a security culture [74]. The
necessary cultural change in institutions must go hand in hand with a mutual learning pro-
cess between the top-down requirements of the management and the bottom-up activities
of the employees—described as a “spiral of transformative interaction” [13, 34].

In the design of ISAT, emotionalization—as mentioned above—is extremely important for
the motivation of employees. Emotionalization must address people’s specific concerns, be
it at work or at home —including aggressor thinking—to create PBL and AL scenarios for
ISAT. Psychological studies [38, 39] show that people have to “understand” —through emo-
tional engagement—that they are themselves affected. GBL is increasingly viewed as an effec-
tive method for teaching and learning in education. It is especially effective as a means to
stimulate motivation and change behavior and should be explicitly used for ISAT. With the
learning approach 3.0 (see Section 2.2), learners can directly see the consequences of their
actions and get a sense of their knowledge level in dialog. The integrated AL/PBL scenario
development and usage of interactive analog/digital GBL also support IS abilities, which we
increasingly need in daily life and in the workplace—for example, communication, coop-
eration, social interaction, and creativity [49-51]. The emotional level should be explicitly
addressed, because social participation in a communicative team process is a key compo-
nent in this third stage of awareness-raising activities based on psychological theories [45].
Integrated analog and digital game-based ISAT with interactive elements lead to the further
involvement of human actors.

3.2. Content of ISAT and institutional programs

The “IT-Grundschutz catalogs” published by the BSI [8] provide a summary of the elementary
hazards that are important for ISA and ISAT. Institutions and employees should be aware of
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cyber espionage, which can cause considerable damage. In addition, the disclosure of informa-
tion that is meant to be protected, identity theft, abuse of personal data, abuse of permissions,
and social engineering in general are growing threats. If aggressors are able to infiltrate the
institution, it is possible that equipment or data carriers may be destroyed or that unauthor-
ized persons use or get administrator access to devices and systems. Lower levels of knowl-
edge and awareness among employees could lead to the incorrect use or administration of
devices and systems, data loss, and the loss of integrity of sensitive information. As stipulated
in the EU’s new GDPR, the violation of laws or regulations can result in huge damage claims.
Moreover, without a good work atmosphere, employees may deny having made a mistake,
and there is also the potential for insider threats to arise. All these elementary hazards must be
addressed in any case in an ISAT oriented to the target group.

The following are specific requirements for ISAT set out by the BSI. The ITSO —nowadays also
called Information Security Officer (ISB in German)—is responsible for meeting these require-
ments. Deviations should be mentioned separately in an institution’s requirement guidelines.
The ITSO/ISB of an institution should always be involved in all processes and also in strategic
decisions. Besides that, the ITSO/ISB is responsible for ensuring that all requirements are met
in accordance with the security policy that has been defined and then checked [10]. The BSI
differentiates between basic requirements for ISAT, which must be met by institutions in any
case, and standard requirements, which should be met in principle [10]. In addition, exem-
plary proposals are made for requirements that should be taken into account when there is
increased need for an institution to be protected. Here, the concrete determination takes place
within the framework of a separate risk analysis [10]. It should be clear which basic values are
given priority by the requirement.

The basic requirements are as follows [10]:

* The institution’s top management MUST actively support security campaigns and train-
ings for its employees. Therefore, before the start of ISAT and the IS program, the support
of the management must be ensured. The management must be sufficiently sensitized to
security issues. All supervisors must support IS by setting a good example. Managers must
enforce security standards and alert their employees to compliance [10:4].

* There MUST be contact persons (ITSO/ISB) for security issues who can answer both seem-
ingly simple and complex or technical questions. The contact persons MUST be known to
all employees of the institution. This information must be easily accessible and available to
everyone in the institution [10:4].

* All employees and external users who use the ICT and IoT components MUST be trained
and sensitized, inasmuch as this is relevant for their work. To this end, the organization
must have binding, understandable, current, and available guidelines specifying the use of
the respective components. If ICT or IoT systems or services are used in a way that is in the
interests of a competitor institution, this must be communicated [10:5].

Contrary to the findings from the research, the BSI sees the gearing of ISAT and the program
to the respective target groups only as a SHOULD in the standard requirements [10]. An
audience analysis should be carried out so that action is based on specific requirements. The
program can then be created in response to different background needs. It should be regularly
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reviewed and updated. However, it should be noted that, according to the research findings,
a target group and needs analysis should be mandatory to ensure the success of the action.
Moreover, according to BSI [10:5], the training of all employees with regard to their respon-
sibilities for information security issues is also only a SHOULD. Sensitization and training
programs SHOULD be regularly checked to ensure that they are up-to-date and adjusted
and further developed as necessary [10:5]. Security officers SHOULD be familiar with the
IT-Grundschutz methodology and for that, an appropriate IT-Grundschutz training course
should be planned on the basis of practical examples [10:5]. The learning success in the field
of information security SHOULD be measured and evaluated according to the target group
to determine to what extent the objectives described in the awareness-raising and training
programs are reached. The measurements should include both quantitative and qualitative
aspects and the results should be used to enhance sensitization and improve the appropriate
training courses [10:5]. Further requirements may be necessary to increase the protection of
any exposed institutions or organizational areas. Particularly exposed persons such as man-
agers and security workers SHOULD undertake in-depth training with regard to possible
hazards and appropriate behaviors and precautions [10:6].

Since 2007, the BakoV training course for the ITSO of federal agencies [2] has recommended
that security officers initiate and establish the sensitization and training of employees in a
modular manner. The course content is grouped into the following 13 training areas, which
are in turn assigned to six defined target groups (see Table 1). Of course, not all target groups
need all the training modules, so some can be used optionally or are not needed at all.

BAKkGV training modules [2] Target group/function

A B C D E F
1. Basic concepts of information security (IS) X X X X X X
2.1S in the workspace X X X X X X
3. Laws and regulations X X X X
4. The organization’s security concept X X X X X
5. Risk management X X X
6. (Information) security management X 0
7.IT systems X X
8. Operational area X X
9. Technical implementation of security safeguards X X
10. Emergency management X X X
11. New developments in the IT sector o X X X
12. The business management side of IS X X 0
13. Infrastructure security X X o

Recommendation of training modules and target groups from the BAkoV [2: 207] (x: the module is recommended, o: the
module is optional). Six examples of defined target groups (A: supervisor, B: security management, C: data protection officer,
D: infrastructure security officer, E: users, F: administrators). In order to clarify that this assignment is only meant to serve
as an example and must be adapted concretely to the particular institution, undefined target groups are listed here as... .

Table 1. BAkOV matrix.
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3.3. Measurements of ISA and compliance for information security

To support organizations in discovering the evaluation methods and metrics that meet their
individual needs, an overview of current measures for assessing effectiveness was given in
[65]. The advantages, disadvantages, and appropriate application of methods like monitoring
security procedures, surveys, and security benchmarks are discussed [65]. While the num-
ber of firms that apply such measures is increasing, surveys of corporations show that it is
unusual for these measures to be accompanied by specific in-depth evaluations of their effec-
tiveness. The literature review reveals that only a few organizations use different metrics for
deeper and continuous measurement of their awareness program [65]. However, ISAT should
be ongoing as the organization changes and employees move into and across roles, with a
focus on what is necessary for their jobs [75]. Therefore, ISAT should not overwhelm employ-
ees with information or take up excessive paid work time [76]. As a consequence, security
officers should specifically adapt the above BAkOV matrix (Section 3.2) to their institution,
to their content, and to their target groups. Rather than relying on generalized computer-
based packages, IS training should be geared to the specific work environment. IS officers
should carefully analyze the concrete situation in the institution: for example, if factors such
as noncompliance with security measures, poor acceptance, or social engineering are present,
as described in the BSI training [10]. In addition, they should determine which IS core values
are particularly at risk in which processes, at which locations, and at which times. Since these
awareness-raising measures demand resources such as time, money, and the willingness of
employees, every institution should have an interest in assessing their effectiveness [65].

The developed spiral of transformative interaction between an organization and its staff
with regard to (IS) learning processes [13] shows the interaction between top-down speci-
fications and individual bottom-up influences on the establishment of a modern, future-
oriented organizational security culture. We seek to implement and test our conceptual
project design on the transformative interaction between human-based and organizational
(IS) learning processes and to promote in-depth ISA measurement in game-based learning
environments. Situational and specific ISAT combined with IS awareness-raising measures
and evaluation should be an indispensable part of today’s organizations with livable IS and
policies [34].

4. Summary and outlook

In a general way, ISA programs and ISATs may generate a false sense of security, as taking
part in ISA programs reduces perceptions of vulnerability, while the intentions for compliant
security behavior are not affected [77]. Information and IT security awareness-raising mea-
sures and the evaluation of these measures are an indispensable part of today’s information
and knowledge society [65]. This assumes that—according to the BSI concept [8, 10, 20, 78]
—the relevant IS issues must be regularly trained in accordance with institutional require-
ments and the necessary sensitization created [10]. Moreover, it gives practical hints for the
efficient design of ISAT as a planned, cyclical, and organizational approach. In addition, the
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BakoV training program [2] gives suggestions for target-group-oriented themes, particularly
for the federal administration, which can be adjusted for the federal state and local public
administrations.

A lack of understanding of security issues coupled with the pervasive use of computers often
makes employees the “critical factor” in the IS equation. However, as Dark points out [79],
knowledgeable human beings are better at preventing IS breaches that occur due to negligence
or accident as well as those that stem from malicious activity and the anomalous behavior of
systems. They can efficiently and effectively respond to incidents by reporting them promptly,
quarantining problems, and diagnosing and treating these problems correctly [79]. We see an
increase in social engineering (SE), which is an attack on, and manipulation of, people to get
hold of sensitive information and protected data from the institution in preparation for attacks
that will not be carried out at once but rather later—e.g., advanced persistence threats (APT).
Attacks via SE are often multilevel. By the aggressor pretending to have insider knowledge
and at the same time appealing to people’s desire to help, he can expand his knowledge in a
series of further steps [10:4]. If employees are not adequately sensitized to attacks of this kind,
there is a risk that they can be manipulated through skillful communication so that they act
inappropriately. This can lead to internal information being passed on via malicious software
or even money transferred to alleged business partners. The subsequent worldwide dam-
ages can run into the billions [10:4]. Regulations can be more easily complied with, the more
informed the employees are about the facts and the better they understand the reasons. ISA is
necessary for successful digitization: this requires an organizational strategy, the guarantee of
an appropriate IT security level, sufficiently qualified personnel, and a cultural change in the
organization, with ongoing, target-group-oriented training for all employees.

However, there is no simple linear cause-and-effect relationship between institutional safe-
guards and knowledge, attitudes, and real behavior. Despite the increasing interest of
researchers in the topic, awareness remains a critical issue in IS [36]. To protect the organi-
zational assets, including user information and systems, the human side of security should
also be managed [22, 24], and this plays a significant role in the successful delivery of IS in
today’s organizations [25]. Therefore, ISAT and programs must be developed as a user-cen-
tered approach. Moreover, a clear set of IS principles needs to be identified and communicated
[56]. Learning in IS should be developed by integrating target-oriented, interactive analog/
digital GBL scenarios and team-oriented methods as an ongoing process. Depth psychological
studies [38, 47] show that emotionalization and motivation should be important factors in cre-
ating short-term scenarios in real-life situations using AL and PBL. Our own extensive experi-
ence with such learning materials and methods in projects and events suggests that ISA and
the knowledge associated with it could be improved in almost all participants and behavioral
changes triggered.

We know from our research, experience, and trainings that
¢ technical security alone is not enough;
¢ thereis still a lack of sensitivity in the business processes of companies and administrations;

* security behavior is necessary for all employees, and not only in the workplace; and
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¢ predefined regulations have to be lived, and this requires a cultural change in the
organizations.

Moreover, the author can enrich the current report results of [80] with her own experience
and findings for future activities in public administrations as well as in companies:

1. Strategically anchor digitization

Note: No digitization without IS; no IS without continuously increasing ISA and user-cen-
tered ISAT.

2. Create organizational units
Introduce ISMS for the institution. Create a position for the IS and introduce security officers.
3. Define responsibilities

Big institutions may consider whether a Chief Digital Officer makes sense nowadays.
Undoubtedly, all institutions today need IS officers plus a data protection officer and an emer-
gency officer—and they should think carefully about an awareness officer too.

4. Build up digital literacy

The knowledge assets of an institution and the value of IS are crucial factors in the success
of the digital transformation. The use of digital technologies requires new skills from the
employees and creates new job profiles. Such new job profiles should include awareness,
particularly ISA.

5. Distinguish business processes and models

Businesses should clearly distinguish between the digital strategy for business processes and
business models, because the transformation processes have different results to the goal and
require different approaches. Public administrations should think about new processes too,
combined, however, with IS and ISA.

According to [81], the six major digital trends (mobility, big data, social media, cloud comput-
ing, artificial intelligence, and robotics) primarily affect six areas in companies (business mod-
els, products and services, customer segments, channels, business processes, and workplaces).
The IS challenges will not diminish; attacks will become more diverse. Institutions must make
efforts to educate all employees not only in the work environment but also as a means to
safeguard their private lives and thus society. Game-based learning (GBL) is especially effec-
tive as a means to stimulate motivation and change behavior and should be explicitly used
for raising awareness. ISATs should combine GBL plus PBL plus AL in line with real-life
situations [51]. Because of complex nonlinear relations between knowledge of IS, attitudes,
and the secure behavior of human beings in day-to-day organizational work and in their
private lives, further scientific explorations of ISA and ISAT are needed in future. This further
research work can be carried out very well at the TUAS Wildau in a research and teaching
unit with practical relevance, since here studies for nontechnical public administration have
been offered for years, and in winter semester 2018/19 the degree program in administrative
computer science will be launched.
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