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Abstract

After a brief summary of the basic methods for secure transmission using optical chaos,
we report on most recent achievements, namely, on the comparison between the stan-
dard two-laser and the three-laser schemes and on the network architecture for multiuser
secure transmission. From our investigations, we found that while both the basic two-
laser and the three-laser schemes are suitable to secure data exchange, the three-laser
scheme offers a better level of privacy due to its symmetrical topology. Moreover, while
transmission based on optical chaos is usually restricted to point-to-point interconnec-
tions, a more advanced solution, derived from the well-known public key cryptography,
allows for private message transmission between any couple of subscribers in a network.

Keywords: chaos, cryptography, steganography, laser, telecommunications,
synchronization

1. Introduction

Chaos [1] is a widely studied regime of many nonlinear systems, which exhibit pseudorandom
oscillations, strongly depending on starting conditions and parameter values. Several chaotic
systems have been investigated and implemented in optics [2, 3]. For example, a semiconduc-
tor laser may be routed to chaos by injection from another source or simply by reflection or
diffusion from an external optical element. In the last years, several chaos applications have
been proposed in the telecommunication field. Among them, private communication using
chaotic waveforms fully exploits the characteristic of chaos of being deterministic, exhibiting,
however, a strong dependence on even minimal variations of the system parameters.

The basic approach to chaos secured data transmission consists in hiding or coding a message
into the very complex noise-like waveform generated by a chaotic laser [4, 5].
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238 Chaos Theory

In most schemes, chaos generation is based on delayed optical feedback, that is, on reflection
of a fraction of the laser emission back into its cavity by an external mirror or even from the
tip of the output fiber [4-7]. With this approach, we can select different chaos characteristics,
such as amplitude and bandwidth, by acting on the mirror or fiber position. Using standard
distributed feedback laser (DFB) telecommunication lasers, complex and robust chaotic wave-
forms can be generated, which modulate the laser on a large bandwidth, well in excess of its
relaxation frequency.

A suitable method of chaotic transmission consists of simply superposing chaos to the mes-
sage at the transmitter (Tx), in order to strongly reduce its signal-to-noise ratio (SNR). The
composite signal is transmitted through the fiber link, and if the message is small enough, it
is efficiently hidden both in the time and in the frequency domain. In well-designed systemes,
it cannot be extracted, neither by filtering nor by using a correlator.

In most cases, message recovery is performed by master/slave synchronization; at the receiver
(Rx), another laser (the slave, SL) is used, having parameters very well matched with those of
the transmitter laser (the master, MS). The waveform from the optical link (chaos + message)
is injected into the slave. Under proper operating conditions, the slave laser is forced to syn-
chronize to the chaos of the MS (i.e., the two devices generate almost exactly the same chaotic
waveform), without, however, synchronizing the message. In other words, the SL behaves as
a nonlinear “chaos-pass,” “message-stop,” filter. Thus, the message can be extracted by mak-
ing the difference between the received composite signal and the recovered chaotic waveform.

The degree of matching required between master and slave for efficient synchronization is
significantly high. A suitable pair of devices (“twins”) must be selected in close proximity
from the same wafer. This laser pair represents the (hardware) cryptographic key. Chaos
cryptography is compatible, and can be superposed, to standard algorithmic cryptography.

2. Chaos-protected transmission schemes

In Figure 1, we show a typical implementation of the chaos transmission scheme, which is
usually referred to as chaos masking (CM), since the message is added to the chaotic wave-
form, usually by an external amplitude modulator. Other schemes are possible [4, 5], which
are broadly referred to as “chaotic cryptography” in the literature, even though in most cases,
such as in Figure 1, the term “chaotic steganography” would better describe these methods.
For example, in chaos shift keying (CSK), the message directly modulates the pump current of
the transmitter laser, and in additive chaos masking (ACM), the message is applied by using
a third laser modulated in amplitude by the analog or digital message, whose output is then
combined with the chaotic waveform.

A large experimental and numerical work has been performed on such topic by different
authors. Numerical analysis is usually based on the Lang-Kobayashi (L-K) model [8], which
is generally accepted and has proven to correctly describe reflection-induced and injection
phenomena for different applications, including feedback interferometry [9, 10].
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Figure 1. Two-laser scheme of chaos secured transmission (from Annovazzi-Lodi et al. [27]).

Other methods are suitable for chaos generation and synchronization, for example, a two-
laser injection system [11, 12]. However, delayed optical feedback is used in virtually all
schemes of chaos generation, while direct injection of the master into the slave is preferred
for synchronization, since they are by far much easier to implement than other solutions pro-
posed in the literature.

Improved schemes have been also proposed, which use specific methods to better reject
eavesdropper attacks [13] or to improve SNR [14], also combining complete and generalized
synchronization [15].

Based on this method, data transmission on a metropolitan network [7] has been performed.
Several basic functional blocks have been already studied and experimentally demonstrated,
such as chaotic signal repeaters [16], subsystems for wavelength multiplexing [17] and for
wavelength conversion [18]. Moreover, integrated optics modules for chaotic transmitters and
receivers [19, 20] have been designed. A system, specifically designed for transmission on
free-space optics links (FSOL), has been presented [21]. Finally, methods to improve masking
efficiency [22, 23] and the statistical properties of chaos residual after synchronization, as well
as its impact on SNR, have been investigated [24].

Alternatives to the standard approach, still based on delayed optical feedback, have been
also studied, and a remarkably different one, using three lasers [25, 26], is shown in Figure 2.
Here, a common chaotic master laser (driver, DRV) injects two slave lasers (SL1, SL2), one at
the transmitter (Tx) and the other at the receiver (Rx). If the two slaves are “twins,” and both
synchronized to the driver, they produce the same chaos and the message can be hidden at
the transmitter and extracted at the receiver much as in the two-laser scheme.

The most important difference between the three-laser and the two-laser secure transmission
schemes is that in the three-laser scheme, both SLs are symmetrically injected by the third
laser and by their external mirrors, whereas in the two-laser scheme, the master is injected
by its own external mirror only, and the slave by its mirror and by the master. Thus, in this
second case, the twin devices work in different injection conditions.
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Figure 2. Three-laser scheme of chaos secured transmission (from Annovazzi-Lodi et al. [27]).

3. Comparison of two- and three-laser schemes

Since both the two- and the three-laser schemes have been proposed for secure transmission,
it is important to compare their performances [27]. To this end, the bit error rate (BER) and a
Q-factor of the optical link have been computed, in back-to-back conditions, as a function of
parameter mismatch between Rx and Tx lasers, with the aim of evaluating the quality of the
message retrieved by an eavesdropper, after the performance for the authorized sender and
recipient has been optimized. This analysis has been carried out by numerical simulations,
since selecting many laser pairs, with different combinations of parameters, would result in a
very hard experimental effort.

The two-laser scheme (Figure 1) and the three-laser scheme (Figure 2) have been modeled as
detailed in Ref. [27], and the L-K equations are shown below:

% _ %(1+ia)[G(t)_Tlp]E(t)+%E(t—T) exp(—iwr)+%E’(f—T> exp (—iwT) (1)
% - %1—%?—G(t)IE(t>l2 @

_ EN®O-N)
G = 1-el'|ED|? ©

In Egs. (1)-(3), E(t) is the slowly varying, complex electric field of the laser, N(t) the carrier den-
sity, G(t) the linear gain, I the pump current, e the electron charge, K is the feedback parameter
from MS and SL external mirrors. Other parameters are listed in Table 1.

The first term on the right hand side of Eq. (1) together with Egs. (2) and (3) describes the
solitary laser. By adding the second term of Eq. (1), we describe a laser with reflection from an
external mirror, that is, all lasers in Figures 2 and 3. By also adding the third term in Eq. (1),
we describe a laser subject to both reflection and injection from another source, such as the SL



Private Communications Using Optical Chaos
http://dx.doi.org/10.5772/intechopen.70896

Parameters Driver Twin Rx/Tx Unit
Linewidth enhancement factor a=2.8 a=3

Photon lifetime T, = 1.9 Tt =19 ps
Carrier lifetime t. =19 T, =2 ns
Gain coefficient E=7710"8 E=810" mds!
Carrier density at transparency N, =1.1610* N, =1.1010* m3
Threshold current [, =124 I, =11 mA
Laser cavity roundtrip time T, =8 T, =8 ps
Solitary laser pulsation w=12177 10" w=12177 10" s
External cavity roundtrip time =03 t=0.3 ns
Active region efficiency n=1 n=1

Active region volume V=8010" V=8010" m’
Nonlinear gain coefficient €=2510" e=25107% m?
Confinement factor I'=0.36 I'=0.36

Active medium refractive index n=3 n=3

Stimulated emission cross-section =1.0107% (=1.0107% m?

Table 1. Parameters used for numerical simulations.
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Figure 3. Message in clear (a), message hidden in chaos (b) and recovered message (c) (from Annovazzi-Lodi et al. [28]).

in Figure 1 and the two SLs in Figure 2. The injecting source is described by E’(t), whereas T and
K’ are the propagation delay time and the injection parameter between MS and SL, respectively.

In the previous equations, the electric fields are normalized in [m™®?] as usual, and the true
value of each electric field (in [V/m]) is given by:
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where Z =1/(¢g, c) is the vacuum impedance, ¢_ is the vacuum permittivity, h is the Planck’s
constant, and c is the speed of light.

In our simulations, we used the typical parameter values [27] shown in Table 1. For simplic-
ity, we have taken no propagation delay, T = 0. Langevin noise and photodetector noise (shot
noise and Johnson noise of a 50 Q load resistance) have been taken into account.

We started by assuming perfectly matched pairs for both schemes (i.e., twin MS and SL in
the two-laser scheme and twin SL1, SL2 in the three-laser scheme). After selecting a suit-
able working point, the same for the lasers of both schemes, the message amplitude has
been determined in order to get a BER = 10~ for a non-return to zero (NRZ) 2 Gb/s digital
signal. This data rate has been selected for the best message protection since the chaos had
a broad amplitude maximum at 2 GHz for our devices.

Then, the laser parameters of the L-K model, that is, linewidth enhancement factor a, photon
lifetime T, carrier lifetime T, gain coefficient £ and carrier density at transparency N, have
been varied by 1% steps, and BER and Q were computed again for all cases. In order to more
closely simulate a real experiment for each parameter set, synchronization has been opti-
mized by acting on the pump current of the Rx and on its injection from the MS or DRV laser.
This is what the authorized recipient can do to optimize the message quality. This is also what
an eavesdropper can do to try to force the cryptosystem.

For example, in Figure 3, a simulation of a digital message transmission is shown, assuming
a small mismatch (1%) between the parameters of the twin lasers.

In Figure 3, the first trace (a) is without both MS and SL external reflectors and represents a
measure of the channel transmission quality, which takes into account noise and bandwidth
limitations, for reference; the second trace (b) shows message + chaos, whereas trace (c) visu-
alizes the message extracted from chaos after synchronization. Some disturbances, mainly
due to residual chaos, are visible on the recovered digital message; however, the message
quality can be improved by suitable electronic processing, including filters and an amplitude
discriminator, possibly after integration over the bit time.

From numerical simulations, it has been found that the best pair for the three-laser scheme
is indeed the twin pair, as usually assumed in the literature, and that the BER rapidly drops
with parameter mismatch.

This can be appreciated from Figure 4, where we plot the BER and Q values obtained for dif-
ferent parameter mismatch.

In this figure, points are shown, each representing one of all different combinations of param-
eters. Some points represent laser pairs where all parameters have been changed as shown
on the abscissa; other points, pairs where only some parameters have been changed, while
other parameters keep their nominal values. The different curves connect BER (and Q) values
obtained for the same parameter combinations, with different mismatch amounts. It can be
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Figure 4. BER and Q as a function of laser parameter mismatch for the three-laser scheme (from Annovazzi-Lodi et al.
[28])-

concluded that a mismatch of about 3-4% is enough to strongly reduce the BER, which dem-
onstrates the high level of privacy of the three-laser scheme.

In practice, since it is virtually impossible to find a perfectly matched pair, even for the autho-
rized users, the signal must be somewhat increased to still get low BER even in the presence of
a small amount (1%) of mismatch. Alternatively, a somewhat higher transmission BER may be
accepted by the authorized sender and recipient, who can then improve the BER by a forward
error correction (FEC) algorithm. Since such algorithms usually have a threshold in terms of
BER, which is difficult to match by the eavesdropper, this results in better transmission privacy.

Different results have been found for the two-laser scheme. In this case, the optimal perfor-
mance was not obtained using the twin-pair, but, rather, with a pair where all parameters are
matched but one, that is, the photon lifetime (curve with the arrow in Figure 5), that must be
reduced in the SL with respect to the MS. We believe that the reason for this finding is the
asymmetry of the two-laser scheme, where the double injection of the slave (by its mirror and
by the master), must be compensated by larger cavity losses (i.e., shorter photon lifetime)
with respect to the master (being injected by its mirror only).

With our simulated lasers, a reduction of 7% (or 12%) offered the best performances. Thus, we
selected this laser pair (with 7% mismatch on photon lifetime) as the new reference and scaled
the message amplitude to have BER =10~ for this optimal pair. The results shown in Figure 5
for the BER as a function of parameter mismatch were finally obtained.

Figures 4 and 5 allow us to compare the two schemes in terms of privacy and of ease of
implementation.
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Figure 5. BER and Q as a function of parameter mismatch for the two-laser scheme (from Annovazzi-Lodi et al. [28]).

Since for the two-laser scheme, the authorized sender and recipient have to select a laser
with a proper mismatch, they have a more difficult task than with the three-laser scheme, for
which the twin pair can be usually found as close-proximity devices on the same wafer. On
the other hand, such parameter does not need to be accurately met, which partially simplifies
the job.

Once the optimal pair has been selected, the eavesdropper is in a slightly better situation
than with the three-laser scheme: s/he has to find a laser similar to another one, without
knowledge of its parameters; however, one of these parameters does not need to be accu-
rately matched.

If the authorized sender and recipient prefer to use a twin pair to avoid the problem of select-
ing the optimal pair, the eavesdropper has the opportunity to extract the message with the
same BER as the authorized users, or even better, in principle, if he gets the proper pair. This
is not an easy job, however, since an accurate matching of all parameters, but one, is required,
without the knowledge of their values. In practice, as it is usually assumed that the eaves-
dropper cannot match the laser parameters by better than 5%, it is virtually impossible for
him/her to extract the message in any case.

4. Chaos-protected network

A common feature of all methods for chaos-protected message transmission is that only
point-to-point interconnections between couples of users can be implemented, since a twin
pair of lasers is required, one device being used by the transmitter (Tx) and the other by the
receiver (Rx). Thus, to exchange data with other subscribers, every user must hold one pair
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of twin lasers for each possible correspondent. This is clearly unpractical, especially if the
number of users is large.

A more convenient approach [28], similar to public key cryptography, has been proposed
recently. By this method, we can build a network of subscribers, where all users can freely
exchange data. This configuration is shown in Figure 6. The network consists of number of
user nodes (US1, US2,...) and also includes a special provider node (PV), whose role is similar
to the certifying authority of public-key cryptography.

For each user node US, the network requires a pair of twin lasers. A device of such pair is used
by PV, whereas the other by US. The lasers are driven to chaos by a suitable method, such as
delayed optical feedback, as in Figures 1 and 2.

In Figure 6, US1 and US2 are two subscribers at specific network nodes. Each user and the
provider share a laser of a twin pair, L1 for US1 and L2 for US2.

If a user (e.g., US1) would like to send a message to another user (US2), s/he starts by sending
a message in clear to PV to ask him to create a chaos-protected link.

USI

Us2 m

Figure 6. Chaos-protected network. Tx and Rx are the transmitter and receiver blocks and Pij are photodetectors. PV
holds one laser for each user, but only L1 and L2 are shown (from Annovazzi-Lodi et al. [28]).

245



246 Chaos Theory

A secure connection from US1 to PV (A in Figure 6) is thus established by employing the
twin pair held by PV and US1 (L1 in Figure 6). This is done by using the standard two-laser
scheme, as exemplified in Figure 6, or by the three-laser or another suitable scheme.

Then, using the secure link A, US1 sends a message r to PV, asking to create a chaos-secured
connection between himself and US2.

After receiving the request of US1, PV sends the chaotic waveform produced by laser L2 to
user US1. US1 will use this chaotic carrier to transmit a message m to US2. S/he may use, for
example, CM modulation, as in Figure 6 path B, or another chaos-based transmission method.
Exchanged data are protected, since only US2 can extract this message from chaos, because
s/he is the only one to hold the required twin laser L2. Other subscribers, or an eavesdropper,
cannot retrieve the message.

The same procedure applies, for example, when US2 wants to send a message to US1. US2
first contacts PV in clear; then, using her/his laser L2, s/he asks the provider to route the suit-
able chaotic waveform (laser L1) to her/him. PV decodes the message by his laser L2 and
sends the required chaotic waveform to US2. Using this chaotic waveform, US2 can now send
the message, which US1 can decode using her/his laser L1. In the same way, chaos-secured
connections can be established between all pairs of users.

Lasers at the provider node are employed either to create a secure connection with a user
or to produce a chaotic waveform to be routed to a user to enable her/him to create a secure
connection with another user. Lasers at US nodes are used to create a secure connection with
the provider or to decode a message of another user. In the proposed network architecture,
the traffic between users does not pass by PV node. This is important to improve security and
avoid congestion.

The transmission link between two users is usually implemented by simply modulating the
chaotic waveform received by the provider, and in such case, only an amplitude modulator is
required in block Tx of Figure 6. However, if the distance between users, and/or users and PV,
is large, amplification of the chaotic waveform is required to adequately hide the message. In
such case, an optical amplifier will also be included in block Tx.

Transmission of data between two users following the scheme of Figure 6 is similar to a stan-
dard point-to-point connection. Thus, all the results obtained by the L-K model and by experi-
mental investigations apply here, including our previous comparison of the two basic schemes.

5. Conclusions

In conclusion, after a brief introduction on chaotic cryptography, we have presented recent
achievements, by comparing the two most widely used schemes for chaos-secured data trans-
mission, showing that the three-laser scheme has some specific advantage over the two-laser
scheme in terms of privacy.
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Moreover, we have shown that private transmission based on optical chaos is suitable for
multiuser networking, using a proper architecture. This approach is based on the usual,
widely investigated and well-developed chaotic transmission schemes, but makes use of a
provider to allow for data exchange between several users and requires only one twin laser
pair for each subscriber.
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