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1. Introduction

The personal identities by the biological information have been increasing everywhere, e.g.
on ATM of the bank, at the airport, and so on. In particular, the fingerprint authentication or
handwriting analysis has been used as the simplest way, because the biological information
does not have to be remembered and there is no worry to be lost like a password. Most of
the methods, whole fingerprint images or handwriting data were stored as templates on
paper without modification. When the authentication is needed, the biological information
and the template were matched manually.

Recently, the fingerprint images or handwriting data have been stored as templates on the
database of the computer. The authentication method, where the biological information and
the template on the database are matched automatically, is becoming mainstream on the
background that the computer technology has rapidly been developed.

The generation methods of the templates of the fingerprint images are classified into two
major categories. One generation method is to use a priori extracted features of the images,
such as minutiae (Maltoni et al., 2003). The other is to use the spatial frequency data of the
one-dimensional (1D) data extracted from the two-dimensional (2D) original fingerprint
image in a specific direction (Takeuchi et al., 2007).

However, there are some problems related to storing the templates; 1) the unfair use is
possible when the information leaks out; 2) the biological information cannot keep the same
condition forever so that it could not be always verified accurately when matching.

We have to consider the following points to solve these problems. For the former, the
information on the fingerprint images should be hidden in order not to be used unfairly by
unauthorized persons when the information leaks out. For the latter, the high accuracy of
the authentication should be demanded even if there are some hurt and dirty on the
fingerprint images.

To solve these problems, in this manuscript, the templates are generated using the fractional
Fourier transform (FRT) (Ozaktas et al., 2001) which is the generalization of the conventional
Fourier transform (FT). The FRT has a feature that the FRT’s orders can be changed to
arbitrary real numbers. Therefore, we could generate the templates solving the above-
mentioned problems when the FRT is applied to the 1D data extracted from the 2D original
fingerprint image in a specific direction. In addition, recently, research on a high-speed
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optical arithmetic processing of the FRT has been developed (Lohmann, 1993; Moreno et al.,
2003; Ozaktas et al., 2001). Therefore, under the assumption of realizing the high-speed
optical arithmetic processing of the FRT in the near future, the templates are stored as the
intensity FRT in our study.

In this manuscript, we introduce the templates generated by the FRT of the fingerprint
images. Moreover, we indicate the authentication accuracy by use of the templates and the
robustness for unauthorized third persons. Specifically, we analyze from the following three
perspectives: 1) the behavior of peak value of cross-correlation function between the original
fingerprint image and the generated template expressed in terms of the intensity FRT; 2) the
behavior of peak value of cross-correlation function between the original fingerprint image
and the intensity inverse FRT (IFRT) of generated template; 3) derivation of the minimum
error rate (MER) and authentication threshold on the basis of the false acceptance rate (FAR)
and the false rejection rate (FRR) (Mansfield et al., 2001).

These analyses allow us to show the difference between the template and the original
fingerprint image and that between the intensity IFRT of the template and the original
image, quantitatively. This fact means that we cannot identify the original fingerprint image
as the difference between them becomes greater and greater. In addition, the high
authentication accuracy can be obtained by the analysis using the FAR and FRR which are
the criterion of authentication accuracy.

2. Definition of the Fractional Fourier Transform (FRT)

The FRT is the generalization of a conventional FT. The FRT of 1D input data u(x) is defined
as (Ozaktas et al., 2001; Bultheel & Martinez Sulbaran, 2004a)

u,(x,)=FP [u(x)] = [u(x)expliz(x} + x%) / s* tan ]

xexp[-2izx,x / s? sing]dx, 1)

where a constant factor has been dropped; ¢ =pz /2, where p is the FRT’s order; s is a
constant. In particular, in the optical FRT, s is called a scale parameter expressed in terms of
s= \/H where A is the wavelength and f, is an arbitrarily fixed focal length (Ozaktas et
al., 2001). In this manuscript, the value of s was fixed at 1.0.

When p takes a value of 4n+1, n being any integer, the FRT corresponds to the conventional
FT. The intensity distribution of the FRT, I,(x,), which is named intensity FRT in our study,
is obtained by calculating |u,(xp) |2 In addition, u,(x,) can be decoded to u(x) by the IFRT
with the order -p as follows:

u(x) = FP [, (x,) | )

In this manuscript, we call p in Eq. (2) the IFRT’s order. “Disfrft. m” (Bultheel & Martinez
Sulbaran, 2004b) was used in our numerical calculation of the FRT.

2.1 Modeling waveform pattern of the fingerprint
In this subsection, as a 1D modeled fingerprint image, we used the finite rectangular wave
which is regarded as the simplification of the grayscale distribution in an arbitrary scanned
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line of the 2D original fingerprint images. We make clear the charactererisc of the amplitude,
phase and intensity distributions of the FRT.
First, Fig. 1 (a) shows the cross-sectional waveform that isn't modeled in an arbitrary
scanned line of the 2D original fingerprint images. Although the grayscale levels are
composed of intermediate values between 0 and 255 at the actual scanned lines in the case of
2D black and white image of 8 bits, in order to highlight the FRT as our method together
with its feasibility, a finite rectangular wave is assumed to be the simplification of the
grayscale distribution of the fingerprint image as shown in Fig. 1 (b). Horizontal axis is
intentionally composed of 1024 (210) pixels to be smoothly illustrated the results of the FT
and the FRT. We premise the application of the FRT to the 2D original fingerprint image
which has multiple lines with random FRT’s orders. In addition, the FRT’s orders can be
used as arbitrary real numbers.
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Fig. 1. (a) Cross-sectional waveform of a 2D original fingerprint image and (b) the finite
rectangular wave as a modeled fingerprint image

2.2 Application of the FRT

The algorithm of the FRT has been intensively studied (Marinho & Bernardo, 1998; Yang et
al., 2004; Bailey & Swarztrauber, 1991). Alternatively, the FRT was also applied to the fake
finger detection (Lee et al., 2009).
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Fig. 2. Examples of the amplitude and phase distributions of the FRTs applied to the finite
rectangular wave, when ps= (a) 1.0, (b) 0.9 and (c) 0.8
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In this subsection we apply the FRT to the 1D finite rectangular wave data shown in Fig. 1
(b) as a modeled fingerprint image. Basically, the FRT with the order p is applied to the
finite rectangular wave in Eq. (1). The FRT with the order p can be decoded to the finite
rectangular wave by the IFRT with the same order p as already explained in Eq. (2). Fig. 2
demonstrates the results of the FRTs in comparison with the conventional FT (i.e., the FRT
with p=1.0). Namely, Fig. 2 (a) shows the result of the FT as the amplitude distribution at the
upper portion and the phase distribution at the lower portion. Figs. 2 (b) and 2 (c) are the
results of the FRTs with ps=0.9 and 0.8, respectively. As a result, the peak values of the
amplitude distributions in Figs. 2 (a), 2 (b) and 2 (c) are 4.04x103, 6.59%x102 and 5.80%102,
respectively.
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Fig. 3. The intensity distributions of the FRTs of the finite rectangular wave shown in Fig. 1,
when ps= (a) 1.0, (b) 0.9 and (c) 0.8

It is found that the peak value of the amplitude distribution falls remarkably and the width
of spread increases when the value of the FRT’s order p decreases. It is also found that there
is little difference in phase distributions between Figs. 2 (b) and 2 (c). In the case of FT
shown in Fig. 2 (a), the order p can be identified through the waveforms of the amplitude
and phase distributions. However, in the case of FRT, the order p may not be identified
through them. In particular, it is difficult to identify the FRT’s orders ps through the
waveforms of the phase distributions shown in Figs. 2 (b) and 2 (c). Therefore, this fact led
us the new method safer than the conventional method using the FT, because the FRT’s
order has highly-confidential in the applied FRT condition.

In this way, we focused on the intensity distribution of the FRT from a viewpoint of the
security of individual information, because the intensity FRT may not be completely
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decoded to the original fingerprint image by the IFRT. Fig. 3 depicts the intensity FT of Fig.
2 (a) and the intensity FRTs of Figs. 2 (b) and 2 (c). The peak values of the intensity
distributions in Figs. 3 (a), 3 (b) and 3 (c) are 1.63 x 107, 4.34 x 10> and 3.37 x 105, respectively.
It is found from the comparison between Figs. 2 and 3 that the peak value of the wave
pattern of the intensity distribution is very high.

3. How to generate the fingerprint template by use of the FRT and its
characteristics

Fingerprint images provided by the Biometric System Laboratory (Maltoni & Maio., 2004)
were used as original raw data. As an example, the data in the TIF format with 480 vertical
and 640 horizontal pixels (480%640 pixels) is visualized in Fig. 4. In this manuscript, as
shown in Fig. 4, height and width of the images are called ‘line” and ‘column,” respectively.
The templates were generated by the FRT of the cross-sectional waveform with an arbitrary
random order in every longitudinally (or transversally) scanned line of the original
fingerprint images.

Fig. 4 illustrates an example where the FRTs with the random orders of p1, p2, p3, ... pm and pn
are conducted in transversally-scanned lines from the top to the bottom of the fingerprint
image. Therefore, the information on the FRT’s order in every transversally-scanned line is
needed to be decoded to the original fingerprint image by use of the IFRT. For that reason,
there is almost no possibility of the unfair use by the unauthorized third persons.

Fig. 5 depicts an example of the template expressed in terms of the intensity FRT. The reason
why we used the intensity FRT as the template is that we would use a high-speed optical
processing system of the FRT (Lohmann, 1993; Moreno et al., 2003; Ozaktas et al., 2001) to
generate the templates in the near future. In this case, the template can be produced at
higher speed because of no need of calculation by a computer. As shown in Fig. 5, the
information on the original fingerprint image cannot be known from the template which
was generated by the FRT with a random order in every transversally-scanned line.

FRT's order

P
Ps
P3

Line

0 - .

3

Column

Fig. 4. Fingerprint image
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Line

Column

Fig. 5. Template

4. Characteristics of the fingerprint authentication

Next, 100 kinds of fingerprint images were prepared, and the fingerprint images with 200
lines and 200 columns (200x200 pixels) were extracted from a central part of the original
fingerprint images. Two examples of extracted fingerprint images are depicted in Fig. 6 and
the real size is 10.2 mm by 10.2 mm. The blank space was deleted from the original
fingerprint images so that more accurate authentication could be conducted by use of the
extracted fingerprint images. For this reason, the matching speed can be expected to be
faster because the matching range is small.

Column

(b)

Fig. 6. Fingerprint images with 200 lines and 200 columns extracted at a center of the
original fingerprint images

4.1 Difference between the template and the extracted fingerprint image

We analyzed the behavior of the peak value of the normalized cross-correlation function
between the template generated by the FRT with a different order in every line and the
extracted fingerprint image shown in Fig. 6. The templates were generated for 100 kinds of
extracted fingerprint images with 200 lines and 200 columns.

The behavior was analyzed for the FRT’s order ranges of 4 kinds of 0.1-0.9, 0.1-1.9, 0.1-2.9
and 0.1-3.9. Fig. 7 gives the result. In Fig. 7, the vertical and horizontal axes denote the peak
value of the normalized cross-correlation function and the FRT’s order range, respectively.
In the figure, the symbol of circle and the bar denote the averaged peak value and the
standard deviation of the peak value, respectively. The averaged peak values for the FRT’s
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order ranges of 0.1-0.9, 0.1-1.9, 0.1-29 and 0.1-3.9 are 0.636, 0.420, 0.443 and 0.429,
respectively. Additionally, the standard deviations of the peak values for the FRT’s order
ranges of 0.1-0.9, 0.1-1.9, 0.1-29 and 0.1-3.9 are 0.0484, 0.0474, 0.0592 and 0.0533,
respectively. The averaged peak value of 0.420 is the smallest of them when the FRT’s order
range is 0.1-1.9. It is found that the template has a great difference between the extracted
fingerprint image and the template under the condition that the FRT’s order range is 0.1-1.9,
0.1-2.9 or 0.1-3.9.
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Fig. 7. Peak value of the normalized cross-correlation function between the template and the
extracted fingerprint image for every FRT’s order range

4.2 Robustness of the template for the IFRT

Next, we analyzed the behavior of the peak value of the normalized cross-correlation
function between the intensity IFRT of the template and the extracted fingerprint image
shown in Fig. 6. The IFRT of the template was generated by the IFRT with a different order
in every line of the template generated in Subsection 4.1. In the analysis, 100 kinds of
fingerprint images with 200 lines and 200 columns were used.

The behavior was analyzed for the IFRT’s order ranges of 4 kinds of 0.1-0.9, 0.1-1.9, 0.1-2.9
and 0.1-3.9. Fig. 8 gives the result. In Fig. 8, the vertical and horizontal axes denote the peak
value of the normalized cross-correlation function and the IFRT’s order range, respectively.
In the figure, the symbol of square and the bar denote the averaged peak value and the
standard deviation of the peak value, respectively. The averaged peak values for the IFRT’s
order ranges of 0.1-0.9, 0.1-1.9, 0.1-29 and 0.1-3.9 are 0.340, 0.215, 0.211 and 0.205,
respectively. Additionally, the standard deviations of the peak values for the IFRT’s order
ranges of 0.1-0.9, 0.1-1.9, 0.1-29 and 0.1-3.9 are 0.0406, 0.0365, 0.0436 and 0.0351,
respectively. The averaged peak value of 0.205 is the smallest of them when the IFRT’s order
range is 0.1-3.9. It is found that the template has a great difference between the extracted
fingerprint image and the intensity IFRT of the template under the condition that the order
range is 0.1-1.9, 0.1-2.9 or 0.1-3.9. Therefore, the unauthorized third persons who are
unapprised of the information on the FRT’s order in every line cannot retrieve the extracted
fingerprint data from the template.

5. Authentication accuracy based on the FAR and FRR

Fig. 9 illustrates the basic concept of the FAR and FRR. In the figure, the left-hand curve is
the imposter distribution and the right-hand curve is the authentic distribution. The
authentication threshold is decided by a value satisfied with the condition that the FAR and
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Fig. 8. Peak value of the normalized cross-correlation function between the intensity IFRT of
the template and the extracted fingerprint image for every IFRT’s order range

FRR take the same value corresponding to the MER. The FAR is the probability of accepting
other person erroneously. As shown in the figure, it corresponds to an area of the impostor
distribution higher than the authentication threshold. On the other hand, the FRR is the
probability of rejecting identical person and corresponds to the area of the authentic
distribution lower than the authentication threshold. In our analysis, the horizontal axis in
Fig. 9 corresponds to the peak value of the 2D normalized cross-correlation function of the
intensity FRTs for the two sets of fingerprint images.

In order to obtain the imposter and authentic distributions, 100 kinds of templates were
used. For each of them, 10 kinds of templates were prepared to obtain the imposter
distribution. On the other hand, for each of the templates, 10 kinds of templates, which were
produced by the FRT of the extracted fingerprint images superimposed by random noise
(average p=0, standard deviation 0=25.5), were prepared to obtain the authentic distribution.
Figs. 10 and 11 are the results showing the behavior of peak value of the normalized cross-
correlation function of the FRT intensity by changing the FRT’s order range for the impostor
distribution and the authentic distribution, respectively. As same as Fig. 7 in the Subsection
4.1, in Figs. 10 and 11, the vertical and horizontal axes denote the peak value of normalized
cross-correlation function and the FRT’s order range, respectively.

Threshold

Impostor
distribution

Authentic
\ | distribution

Count

Fig. 9. Basic concept of the FAR and FRR

In Fig. 10 related to the impostor distribution, the symbol of cross and the bar denote the
averaged peak value and the standard deviation of the peak value, respectively. The
averaged peak values for the FRT’s order ranges of 0.1-0.9, 0.1-1.9, 0.1-2.9 and 0.1-3.9 are
0.658, 0.735, 0.764 and 0.732, respectively. Additionally, the standard deviations of the peak
values for the FRT’s order ranges of 0.1-0.9, 0.1-1.9, 0.1-2.9 and 0.1-3.9 are 0.0928, 0.0868,
0.0650 and 0.0861, respectively. On the other hand, in Fig. 11 related to the authentic
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Fig. 11. Behavior of peak value of the normalized cross-correlation function related to the
authentic distribution

distribution, the symbol of diamond shape and the bar denote the averaged peak value and
the standard deviation of the peak value, respectively. The averaged peak values for the
FRT’s order ranges of 0.1-0.9, 0.1-1.9, 0.1-2.9 and 0.1-3.9 are 0.981, 0.986, 0.977 and 0.985,
respectively. Additionally, the standard deviations of the peak values for the FRT’s order
ranges of 0.1-0.9, 0.1-1.9, 0.1-29 and 0.1-3.9 are 0.00869, 0.0115, 0.0117 and 0.0135,
respectively.

Moreover, Fig. 12 depicts histograms that correspond to the impostor and authentic
distributions, when the FRT’s order range is 0.1-0.9. The left-hand curve in Fig. 12
corresponds to the impostor distribution related to Fig. 10, when the FRT’s order range is
0.1-0.9. The right-hand curve in Fig. 12 corresponds to the authentic distribution related to
Fig. 11, when the FRT’s order range is 0.1-0.9. In this case, the MER is 7.36x104% and the
authentication threshould is 0.95.

Furthermore, Fig. 13 illustrates histograms that correspond to the impostor and authentic
distributions, when the FRT’s order range is 0.1-1.9. The MER is 5.31x103% and the
authentication threshould is 0.96. As we can see from the comparison between Figs. 12 and
13, the peak of the imposter distribution shifts to right and the peak of the authentic
distribution becomes high, when the FRT’s range is changed from 0.1-0.9 to 0.1-1.9.
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The recent available specification sheets of major fingerprint authentication systems in the
market indicate that the matching accuracy is from 0.001 % to 1.0 % in the FAR and from
0.0001 % to 0.1 % in the FRR. As summarized in Table 1, the MER takes a value of 7.36x10-
4% when p=0.1-0.9, 5.31x103% when p=0.1-1.9, 2.80%10-3% when p=0.1-2.9, and 5.51x10-3%
when p=0.1-3.9. As a result, we found that the fingerprint authentication by use of the FRT

has the high matching accuracy.

From the results shown in Figs. 7, 8, 10 and 11 and Table 1 and our final objective to realize
the FRT by the optical system, we can say that the suitable FRT’s order range is 0.1-1.9 in our

method.
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Peak value of cross—correlation function

Fig. 12. A set of histograms corresponding to the impostor and authentic distributions

(FRT’s order range=0.1-0.9)

04

Fig. 13. A set of histograms corresponding to the impostor and authentic distributions

(FRT’s order range=0.1-1.9)
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Peak value of cross—correlation function
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Threshold=0.96
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FRT’s order range MER (AR / FRR) Threshold

0.1~0.9 7.36X107* 0.95
0.1~1.9 5.31 %1073 0.96
0.1~2.9 2.80X1073 0.94
0.1~3.9 5.51%X1073 0.95

Table 1. MERs and authentication thresholds for various FRT’s order ranges
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6. Effects of size reduction of the extracted fingerprint image on the
authentication

In Section 5, we analyzed the authentication accuracy by use of the templates generated by
the FRT of the extracted fingerprint images with the size of 200200 pixels. In this section,
the authentication accuracy is analyzed by changing the size of the extracted fingerprint
image, for example, 50x200, 100%200 and 150x200 pixels, when the FRT’s order range is 0.1-
1.9. The analysis method is the same as that in Section 5.

First, Fig. 14 illustrates the result related to the impostor distribution which is the behavior
of peak value of the normalized cross-correlation function of the intensity FRTs of two
different extracted fingerprint images, by changing the extracted line number. The vertical
and horizontal axes denote the peak value of normalized cross-correlation function and the
extracted line number, respectively. In the figure, the symbols of diamond shape, cross and
circle denote the averaged peak values when the FRT’s orders are 1.0, 0.0 and random
between 0.1 and 1.9, respectively. Additionally, the bar denotes the standard deviation of
the peak value.

When the extracted line numbers are 50, 100, 150 and 200, the averaged peak values for
p=1.0 are 0.967, 0.949, 0.931 and 0.916, respectively. For p=0.0, the averaged peak values are
0.749, 0.751, 0.757 and 0.764, respectively, and for p=random, they are 0.734, 0.732, 0.732 and
0.735, respectively.

From these results, it is found that the probability of the accepting other person erroneously
is low when p=random in comparison with those when ps=1.0 and 0.0. Moreover, there is
little effect for the variation of the extracted line number when p=random in comparison
with that when p=1.0.
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Fig. 14. Peak value of the normalized cross-correlation function of the intensity FRTs by
changing the extracted line number (Impostor distribution)

Next, Fig. 15 illustrates the result related to the authentic distribution which is the behavior
of peak value of the normalized cross-correlation function of the intensity FRTs of the
extracted fingerprint images with and without random noise, by changing the extracted line
number. The vertical and horizontal axes denote the peak value of normalized cross-
correlation function and the extracted line number, respectively. In the figure, the symbols
of diamond shape, circle and cross denote the averaged peak values when the FRT’s orders
are 1.0, random between 0.1 and 1.9, and 0.0, respectively. Additionally, the bar denotes the
standard deviation of the peak value.
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When the extracted line numbers are 50, 100, 150 and 200, the averaged peak values for
p=1.0 are 0.989, 0.993, 0.995 and 0.995, respectively. For p=random, the averaged peak values
are 0.976, 0.982, 0.984 and 0.986, respectively, and for p=0.0, they are 0.967, 0.972, 0.975 and
0.977, respectively.

From these results, it is found that the probabilities of the rejecting identical person
erroneously are more-or-less identical for ps=1.0, 0.0 and random. Moreover, there is little
effect for the variation of the extracted line number for ps=1.0, 0.0 and random.

Table 2 illustrates the MERs for the variation of the extracted line number, which were
obtained from Figs. 14 and 15. From the table, it is found that the effect of the variation of
the extracted line number on the authentication accuracy is very little because the values of
MEREs are fully small as shown in Table 2.

100p

c

©

1

2 e

C

£ 0991 /

C

© ]

L I B S b

: P

g 098}

| .
(IJ e R -
S I I S

: J

g 057 -

5 B

]

3

o -

3 —-— p=10
:

3 oeso
o s
095 | | | ‘

50 100 - o2

Extracted line number

Fig. 15. Peak value of the normalized cross-correlation function of the intensity FRTs by
changing the extracted line number (Authentic distribution)

Extracted MER, p=1.0 MER, p=0.0 MER, p=random

line num ber (FAR / FRR) (FAR / FRR) (FAR / FRR)

50 0.165 5.83 x 107° 249 x 1072
100 0.111 4.22 x 107 8.49 x 107°
150 0.104 3.79 x 10°° 6.72 x 10°°
200 0.110 2.81 x 107 5.31 x 10~°

Table 2. MERs for variations of the extracted line number and the FRT’s order

7. Conclusions

First, we generated the templates of many original fingerprint images by use of the FRT. As
a result from comparisons between the generated templates and the original fingerprint
images, it was found that the templates are fully different from the original fingerprint
images when the templates were generated by changing randomly the FRT’s order in every
line of the original fingerprint images. It was also found that the generated templates are
very high secure, because the templates could not be decoded to the original fingerprint
images by the unauthorized third persons who are unapprised of the information on the
FRT’s order in every line.

Additionally, the authentication accuracy of the templates generated by the FRT of the
extracted fingerprint images with 200%200 pixels was analyzed by changing the FRT’s order
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range. We found that the suitable FRT’s order range for the generation of the template in our
method is 0.1-1.9.

The authentication accuracy was also analyzed by changing the size of the extracted
fingerprint image, concretely, 150x200, 100x200 and 50%200 pixels. As a result, it was found
that the authentication accuracy is fully high even if the size of the extracted fingerprint
image is small, so that the authentication is possible at higher speed.
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