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Phase Scrambling for Image Matching
in the Scrambled Domain

Hitoshi Kiya and Izumi Ito
Graduate School of System Design, Tokyo Metropolitan University
6-6 Asahigaoka, Hino-shi, Tokyo, Japan

1. Introduction

In recent years, signal matching has been required in many fields. A number of matching
methods have been developed, and an appropriate method should be selected for each ap-
plication in order to obtain the desired performance (1)(2). Phase-only correlation (POC),
phase correlation or PHAse Transform (PHAT) (3)-(17), which is referred to herein as POC,
is a phase-based correlation that is used for various applications, such as delay estimation
(3)(4), motion estimation (5), registration (6)(7), video detection (8)(9), and biometrics authen-
tication (10)(11). Phase-only correlation with Fourier transform was developed as PHAT in
sound /sonar processing literature (3), and POC with discrete Fourier transform was proposed
by Kuglin and Hines (12). The concept of POC is based on the fact that the information related
to the displacement of two signals resides in the phase of the cross spectrum. Combining POC
with various techniques, such as interpolation and curve fitting, provides highly accurate es-
timation (13)-(17). In special cases, the normalized cross spectrum corresponds to the product
of the signs of discrete cosine transform (DCT) coefficients. Previously, we derived this rela-
tionship mathematically and proposed DCT sign phase correlation (DCT-SPC) based on this
relationship (18). DCT-SPC is a phase-based correlation and has properties that are similar to
those of POC.

Images, particularly in the fields of biometrics, medicine, and surveillance camera require
extreme security in order to avoid the risk of identity theft and invasion of privacy (19). Gen-
erally, encrypting and scrambling are used to protect information (20) (21). However, these
protected images require decrypting or descrambling before image matching. In other words,
neither POC nor DCT-SPC can be directly applied to conventional encrypted and scrambled
images. Based on privacy concerns, secure multi-party techniques were applied to vision
algorithms such as Blind Vision in (22). However, in (22), neither the registration nor the
estimation of the geometric relationship between two images was discussed.

In this chapter, for POC and DCT-SPC, we present phase-scrambled signals and a match-
ing method that can be directly applied to phase-scrambled signals without descrambling.
The presented methods are motivated by secure data management. The phase scrambling
distorts only the phase information, which contains significant information of signals. Phase
scrambling protects against the exposure of the information in the signal. Synchronized phase
scrambling yields the relationship between non-scrambled signals. Therefore, POC and DCT-
SPC can be directly applied to phase-scrambled signals. Moreover, the presented scrambling
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Fig. 1. Stored templates for phase-based correlation. (a) Conventional templates: If the tem-
plates in a database were to be stolen, information about the original images would be vulner-
able. (b) Secure templates: A template is stored in either a phase-scrambled coefficients form
or a scrambled phase information form in order to guarantee secure data management. Phase
scrambling prevents templates from putting at risk the information about the original images.

has no effect on image matching. That is, the same accuracy is obtained from phase-scrambled
signals without descrambling (23)(24).

This chapter is organized as follows. In Section 2, we describe the motivations and impor-
tant considerations of the present study. In Section 3, POC and DCT-SPC are explained. In
Section 4, the phase-scrambled signals and image matching for POC are described. We ex-
plain the reason why the POC between phase-scrambled signals has the same accuracy as
that between the non-scrambled signals. In Section 5, the sign phase-scrambled signals and
image matching for DCT-SPC are described. In Section 6, various simulations are presented
for the purpose of confirming the effectiveness and appropriateness of the scrambled signals
and image matching. Finally, Section 7 concludes this chapter.

2. Image matching between visually protected images

Image matching for authentication requires several templates that have been registered previ-
ously. Generally, the management of these templates requires a great deal of labor. Counter-
measures to prevent theft and refusal of cross-references ! are required. Phase-based correla-
tion uses the phase information of signals. Specifically, POC and DCT-SPC require the phase

! Templates registered in a particular system being diverted to another system without the permission of
a registrant.
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Fig. 2. Model of template-generation and matching algorithms for secure data management

factors of DFT coefficients (DFT phase factors) and the signs of DCT coefficients (DCT signs)
respectively, for translation estimation. In addition, both correlations require the magnitude
of DFT coefficients for rotation and scaling estimation (6). When the effect of rotation and
scaling are small and can be ignored, only phase information is used for matching. Therefore,
the conventional template for phase-based correlation is stored in either the coefficients in the
transformed domain or in a phase information form. If the template stored in the coefficients
were to be stolen, the information in the original signal may be compromised. Even in the case
of the templates stored in the phase information form, the information in the original signal
may be exposed by the inverse transform of the phase information, as shown in Fig. 1 (a). In
addition, neither the templates stored in the coefficients form nor the phase information form
is considered for cross-referencing. Moreover, the templates stored in either the coefficients
form or the phase information form may be modified or removed. Alternately, new templates
may be introduced to the database. In order to address these problems, we focus on secure
data management.

In this chapter, we present phase-scrambled signals and a matching method for these sig-
nals using POC and DCT-SPC. The presented method is motivated by the need to guarantee
secure data management. The template is stored in either phase-scrambled coefficients or
a scrambled phase information form, as shown in Fig. 1 (b), and the complete information
about the original signal is protected by phase scrambling. In addition, the templates are
used for image matching without descrambling. Synchronized scrambling by the same key
allows estimation of the translated, rotated, and scaled values between an image and the tem-
plate by phase-based correlation. Desynchronized scrambling using different keys prevents
cross-referencing of templates, thereby guaranteeing secure data management. Note that, in
the presented method, phase scrambling has no effect on matching using POC and DCT-SPC.
That is, the estimation value between the phase-scrambled signals is obtained with the same
accuracy as that between non-scrambled signals.
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3. Phase-based correlation

Two phase-based correlations, POC and DCT-SPC, are explained. Single-dimensional nota-
tion is used for the sake of brevity. Let C, R, and Z denote the sets of complex, real, and
integer numbers, respectively.

3.1 Phase-only correlation (POC)
Let the N-point DFT of the N-point real signal g;(n), (i = 1,2) (n = 0,1,--- N — 1) be G;(k),
(k=0,1,---,N —1). Gj(k) is expressed in polar form as

Gi(k) = |G;(k)|e/® 1)
= |Gi(k)|pg, (k) 2)

where j = y/—1. The quantities |G;(k)| and 6;; are the magnitude and phase, respectively.
¢, (k) = el% is referred to as the phase factor.
The normalized cross spectrum is given as

Ry (k) = ¢g, (k) - ¢, (k), 3)

where ¢, (k) denotes the complex conjugate of ¢, (k).
The POC is defined as the inverse DFT of Ry (k) in (10)-(12), i.e.,

rg(n) = — Y Ry(k)Wy™, n=0,1,--- ,N-1, (4)

where Wy denotes e /27/N_ The integer displacement value between signals is estimated
using (4).

3.2 DCT sign phase correlation (DCT-SPC)
Let the N-point DCT of the N-point real signal g;(1) be Gc (k). The DCT-II is defined as

2 Nl m(n+1/2)k
Giek) =26 Y & (—) ©)
c(k) N kn;)8<”)cos N
where

_ [ 1/vV2, k=0

Gic (k) is expressed as the absolute value, |G;c(k)|, and the sign, 0g;(k), i.e.,
Gic (k) = |Gic(k)|oGi (k). )
The DCT sign product is given as
Ro (k) = oG, (k) - 06, (k), k=0,1,--- ,N—1, ®)

where o, (k) is the sign of G;c (k). If Gjc (k) is zero, o, (k) is replaced by zero. DCT-SPC is
defined in (18) as

N-1
ro(n) :% Y KRy (k) cos (%’W) n=0,1,--- ,N-1 )
k=0
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Fig. 3. Images derived from a non-scrambled image and their relationships: The non-
scrambled image is composed of the magnitude |G;(k1,k2)| and the phase factor ¢¢, (k1,k2),

while the phase-scrambled image is composed of the magnitude |G;(k1,k3)|, which is identical
to |G;(kq, k)|, and the scrambled phase factor ¢¢, (k1, k2).

where K} is the weight, which is generally given as
Kie = (Co)™. (10)

The integer displacement value is estimated using (9). The advantages of DCT-SPC over POC
are computational complexity and memory complexity, because the DCT-SPC uses only the
DCT signs to estimate translation between signals. The translation with non-integer numbers
can be estimated by DCT-SPC with fitting function as well as POC (25).

4. Phase-scrambled signals and matching using POC

4.1 Template-generation and matching algorithms for secure data management

Figure 2 shows a model of the template-generation and matching algorithms. In the template-
generation algorithms, either the DFT or the DCT coefficients of an input image are calculated
and multiplied by the synchronized signs in order to generate the phase-scrambled coeftfi-
cients. Either the phase-scrambled coefficients or the scrambled phase information, which
is extracted from the phase-scrambled coefficients, is stored as a template in a database. In
the secure matching algorithms, when a query image, which is not scrambled, is input, the
DEFT or the DCT coefficients of the query image are calculated and multiplied by the synchro-
nized signs to generate the phase-scrambled coefficients. The matcher executes phase-based
correlation between the phase-scrambled coefficients and templates.

In this section, we explain scrambled signals for POC and an image-matching method using
POC. We demonstrate that scrambling has no effect on the accuracy of matching.
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4.2 Phase-scrambled signals
Let us first consider scrambling of the N-point signal g;(n) for POC. First, N-point signs,
sa; (k), are generated in random order by a random number generator with a key, o;, i.e.,

sa (k) € {1,-1} (1)
k=0,1,---,N—1 (12)
In this chapter, the key corresponds to a seed that initializes the random number generator.

Multiplying the DFT coefficients, G;(k), of g;(n) by the N-point signs, s, (k), yields the scram-
bled DFT coefficients éi (k); i.e.,

Gi(k) = Gilk
= Gi(k
— ‘Gi(k)|ej9ike_j(sai (k)=1)mt/2 (14)

St’éi (k) (13)

o0 () —1)7/2

) .
) .
where s, (k) = ¢/ () =1)7/2 "G (k) is expressed in polar form as

Gi(k) = [Gi(k)el" (15)

Comparing (14) and (15) yields the relationship between the non-scrambled coefficients and
the phase-scrambled coefficients:

|Gi(k)| = |G;(k)] (16)
and
R 91' + 7T, S,xi(k) =-1
O = { 91'];, S (k) =1~ 17)

We can conclude that scrambling has no effect on the magnitude. Therefore, the phase-

scrambled coefficients G;(k) are expressed in terms of the DFT magnitude, |G;(k)|, of the
original signal and the scrambled phase factor, ¢, (k), as

Gi(k) = |G;i(K)|gc, (k). (18)
The phase-scrambled signal g;(n) is the inverse transform of the phase-scrambled coefficients:

5i(n) = lN_l G (kYW=
&i ”) N lg) Gz( )WN . (19)

Let us consider the two-dimensional version of the signals as images. Figure 3 shows the
limited images derived from a non-scrambled image g;(n1, 1), the DFT coefficients of which
are G;(k1,ko) = |Gj(k1,k2)|¢c, (k1,k2). The phase-scrambled image §;(1n1,12) protects the
visual information of the non-scrambled image, as shown in Fig. 3 (b). The DFT magnitude
of the non-scrambled image and that of the phase-scrambled image are identical. The phase
factor of the non-scrambled image and that of the phase-scrambled image are different. The
phase-only image gy, (111, 112), as shown in Fig. 3 (c), which is derived from the phase factors of
the non-scrambled image, exposes information about the non-scrambled image, whereas the
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scrambled phase-only image g; (11, n12), as shown in Fig. 3 (d), protects the visual information
about the non-scrambled image.
These limited images are expressed as follows:

g4>i(”1/”2) =
—1N-1

Nz Z Z PG, (k1 o) Wy W "2, (20)
=0ky=
81’(”1,112) i
1 N—1N-1

N2 Z()k): |Gilk1,k2) |, (K, ko) Wy W22, (1)
2
g(Pi(nl/nZ) -
~1N-1

Nz Z Z P, (1, o) Wy W "2, (22)
=0kp,=

where ¢, (k1,k2) denotes the scrambled-phase factor.

The phase-scrambled signal and the phase-scrambled coefficients are the space domain rep-
resentation and the frequency domain representation, respectively. In the following sections,
we generally do not distinguish the phase-scrambled signal from the phase-scrambled coef-
ficients, except where confusion may occur. We refer to the phase-scrambled coefficients as
the phase-scrambled signal for one-dimensional expression or the phase-scrambled image for
two-dimensional expression.

4.3 Matching using POC between phase-scrambled signals -
From (3), the normalized cross spectrum, Ry (k), between ¢, (k) and ¢c, (k) is given as

Ry (k) = ¢, (k) - ¢F, (k)
= 50, (K) - ¢, (k) - 5%, (k) - 9, (k) (23)

where, if the same key is used, i.e., s4, (k) = 54, (k), for any k, then
Say (k) - Sy, (K) = 50, (k) - 50, (k) = (24)
and
Ry (k) = Ry(k). (25)

If the keys are different, i.e., a1 # ap, then lfi;,(k) # Ry (k). We conclude that the normalized
cross spectrum of phase-scrambled signals and that of non-scrambled signals are identical if
the key is the same, and we can therefore obtain the estimation values with the same accuracy.

4.4 Scrambling and image matching steps for POC
4.4.1 Scrambling
Scrambling proceeds as follows:

Step 1 The DFT coefficients are calculated from an image.
Step 2 The signs sy, (k) are generated by a key «;.
Step 3 The DFT coefficients are multiplied by the signs according to (13).
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Fig. 4. Images derived from a non-scrambled image and their DCT relationships: The non-
scrambled image is composed of the absolute value |G¢(kq,kp)| of DCT coefficients and the
DCT signs o, (k1,kp), while the sign phase-scrambled image is composed of the absolute

value | Gei(ky, kp )|, which is identical to |Ge;(ki, k)|, and the scrambled DCT signs oG, (k1,k2).

4.4.2 Image matching for translation
Image matching using POC for estimating translation between a query and a template is ac-
complished according to the following steps:

Step 1 The query is scrambled by the signs that are used for scrambling of the template.
Step 2 The DFT phase factors are extracted.

Step 3 The normalized cross spectrum is calculated using (3).

Step 4 The inverse DFT is applied to the result of Step 3 using (4).

Scrambling has no effect on the accuracy of image matching, because the effect of scrambling
is canceled when the normalized cross spectrum is calculated.

4.4.3 Image matching for rotation and scaling

The DFT magnitude is used for the estimation of the rotated and scaled values between images
(6). The phase scrambled method does not distort the DFT magnitude. Therefore, the DFT
magnitude can be directly used for estimation. The steps for phase-scrambled images are the
same as those for non-scrambled images.

5. Sign phase-scrambled signals and DCT-SPC

In this section, we explain sign phase-scrambled signals and their matching for DCT-SPC.
The DCT signs express the phases of signals in the transform domain (18). We show that
scrambling has no effect on the accuracy of image matching.

www.intechopen.com
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5.1 Sign phase-scrambled signal
Let us consider sign phase scrambling of g;(n) for DCT-SPC. Multiplying s, (k) in (17) by
Gci(k) yields the sign phase-scrambled DCT coefficients, G¢;(k), i.e.,

Gei(k) = Gei(k) - sa (k)
i(k> " Sa; (k) (26)
e (K) 27)

S

where the quantities |G; (k)| and 0, (k) are the absolute value and sign, respectively. Com-
bining (26) and (27) gives the quantitative relationships between the sign phase-scrambled

DCT coefficients, G¢;(k), and the non-scrambled DCT coefficients, G¢; (k):
|Gei(k)| = 1Gei(k)| (28)
and
0/:(5,‘ (k) =0g; (k) " Sa; (k) (29)

Therefore, the sign phase-scrambled DCT coefficient, é\c/i(k), is expressed in terms of the ab-
solute value, |G¢;(k)|, of the non-scrambled signal and the scrambled DCT sign, o, (k), as

Gei(k) = |Gei(k)|g, (k) (30)

The sign phase-scrambled signal is the inverse transform of the sign phase-scrambled DCT

coefficients, i.e.,
N [2 N=1 N (n+ L)k
gc.(n) = N Y Ck|Ge, (k)|og, (k) cos <%> . (31)
k=0

The sign phase-scrambled signals are real numbers. The DCT-SPC uses the DCT signs, which
are extracted from the transform of the sign phase-scrambled signals.

Figure 4 shows the images derived from a non-scrambled image, as shown in Fig. 4 (a), and
the relationships between these images. As shown in Fig. 4 (b), the sign phase-scrambled
image protects the information about the non-scrambled image. The DCT signs of the non-
scrambled image and that of the sign phase-scrambled image are different. The sign-only
image, as shown in Fig. 4 (c), which is derived from the DCT signs of the non-scrambled
image, exposes the information of the non-scrambled image, while the scrambled sign-only
image, as shown in Fig. 4 (d), protects the information about the non-scrambled image.

5.2 Matching using DCT-SPC between sign-scrambled signals

In the case of the sign phase-scrambled DCT coefficients, the DCT sign product is also invari-
ant if the same key is used. From (8), the DCT sign product, R, (k), between oG, (k) and og, (k)
is given as

Ry (k) = og, (k) - 03, (k). (32)
From (8),

—_—

RU(k) = UGl (k)slxl (k> ’ UGz (k>slxz (k) (33)
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If the same key is used, we obtain the same result under scrambling, i.e.,
Ry (k) = Ro (k). (34)

If the keys are different, the result is Ry (k) # Ry (k). This can help prevent illegal use of the
image matching.
We can thus conclude that there is no effect of scrambling on registration accuracy.

5.3 Scrambling and image matching steps for DCT-SPC
5.3.1 Sign phase scrambling
Scrambling proceeds as follows:

Step 1 The DCT coefficients are calculated from an image.
Step 2 The signs s,, (k) are generated by a key «;.
Step 3 The DCT coefficients are multiplied by the signs sy, (k) according to (26).

5.3.2 Image matching for translation
Image matching using DCT-SPC for estimating translation between a query and a template is
accomplished according to the following steps:

Step 1 The query is scrambled by the signs that are used for scrambling of the template.
Step 2 The DCT signs are extracted.

Step 3 The DCT sign product is calculated using (8).

Step 4 The inverse transform is applied to the result of Step 3 using (9).

Scrambling does not affect the accuracy of image matching, because the effect of scrambling
is canceled when the DCT sign product is calculated.

6. SIMULATION

6.1 Translation (synchronized phase scrambling)

Translation estimation experiments were performed using non-scrambled images and syn-
chronized phase-scrambled images. Figure 5 shows the test images: (a) is a 256 x 256 non-
scrambled image, (b) is the shifted image of (a) by 20 pixels in both the horizontal and vertical
directions, and (c) and (d) are the phase-scrambled images of (a) and (b), respectively. Note
that the phase-scrambled images were generated with the same key, which initializes the ran-
dom number generator, i.e., a1 = &, Sy, (k) = sq, (k), for any k. We refer to the use of the same
key as synchronized phase scrambling. We executed POC between the two non-scrambled
images, (a) and (b), and POC between the two phase-scrambled images, (c) and (d), as shown
in Fig. 5. Figure 6 shows that the POC surface between phase-scrambled images in (21) was
the same as the POC surface between non-scrambled images in the case of synchronized phase
scrambling. Phase scrambling has no effect on the accuracy of image matching.

We also performed DCT-SPC between the two non-scrambled images and DCT-SPC between
the corresponding sign phase-scrambled images. Note that the sign phase-scrambled images
were generated using the same key. Figure 7 shows the DCT-SPC surface between sign phase-
scrambled images and that between non-scrambled images. Sign phase scrambling was con-
firmed to have no effect on the accuracy of image matching.
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We also confirmed the estimation of translation with subpixel accuracy. The same accuracy
was obtained for phase-scrambled images as that for non-scrambled images. (Details are omit-

ted due to space limitations.)

(a) original image
5 5

(b) shifted image
T

(c) phase-scrambled  (d) phase-scrambled

image of (a) image of (b)
Fig. 5. Test images (256 x 256): (a) is the original image, and (b) is the shifted image of (a). (c)
and (d) are the phase-scrambled images of (a) and (b), respectively.
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(b) scrambled image with the same key, a1 = ay

Fig. 6. Estimation of translation using POC: (a) is the POC surface between the non-scrambled
images, and (b) is the POC surface between the phase-scrambled images. (a) and (b) are
identical, and an acute peak appears at the location expressing the translational displacement.
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40

20
n9 20

-0.1
40

(b) scrambled image with the same key, a1 = a5
Fig. 7. Estimation of translation using DCT-SPC: (a) is the DCT-SPC surface between the non-
scrambled images, and (b) is the DCT-SPC surface between the sign phase-scrambled images.
(a) and (b) are identical, and an acute peak appears at the location expressing the translational
displacement.

6.2 Effect of noise on image matching (synchronized phase scrambling)

Figure 8 shows the effect of noise on image matching. The test image is shown in Fig. 5 (a),
and the shifted image is shown in Fig. 5 (b). First, the noise, which consisted of Gaussian
random numbers with zero mean and a standard deviation of 25, was added to the shifted
image in the space domain. Figure 8 (a) shows the POC surface between the image and the
shifted image with noise. Compared with Fig. 6 (a), the effect of noise on the POC surface is
clear.

Next, we scrambled these two images and performed POC. Figure 8 (b) shows the results. We
confirmed that (a) and (b) in Fig. 8 were identical. We can conclude that scrambling has no
effect on image matching.
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-0.05

(a) POC between the non-scrambled image and
the non-scrambled shifted image with noise

r¢(n1, n2)
0.2

Dav) %
s
AR

-0.05

(b) POC between the phase-scrambled image and
the phase-scrambled shifted image with noise

Fig. 8. POC with noise: Gaussian random number with zero mean and a standard deviation
of 25. (a) and (b) are identical.

6.3 Translation (desynchronized phase scrambling)

Translation estimation experiments were performed between the desynchronized phase-
scrambled images and desynchronized sign phase-scrambled images. That is, the phase-
scrambled images were generated with different keys, i.e., a1 # ay. The sign phase-scrambled
images were also generated with different keys, i.e.,, ay # ap. Figure 9 shows both the
POC surface between phase-scrambled images and the DCT-SPC surface between sign phase-
scrambled images. A distinct peak expressing the translational displacement did not appear
on either the POC surface and the DCT-SPC surface. The properties of phase-scrambled im-
ages with different keys provides a countermeasure against cross-referencing.
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) ny

(a) POC with different key a1 # ay

To(n1,n2)
0.2

-0.05
40

(b) DCT-SPC with different key a1 # ap
Fig. 9. Estimation of translation with different key, a1 # ay (a) is the POC surface between
phase-scrambled images with different keys, (b) is the DCT-SPC surface between sign phase-
scrambled images with different keys. A distinct peak expressing the translational displace-
ment did not appear in (a) or (b).

6.4 Rotation and Scaling

Rotated and scaled values are generally estimated using the DFT magnitude. This is based
on the fact that the DFT magnitude contains information related to the rotated and scaled
values, which are independent of translation. Note that the log-polar transform is applied to
the DFT magnitude in order to reduce the rotated and scaled values to vertical and horizontal
translations, respectively (6).

The rotated and scaled values between two images, as shown in Fig. 10, were estimated under
two conditions: non-scrambling and phase scrambling with the same key. We confirmed that
the POC surface between phase-scrambled images with the same key and that between non-
scrambled images were identical. This result is trivial, however, because the presented phase
scrambling does not distort the DFT magnitude, as shown in (16).

The phase scrambling does not affect the image matching, and we can perform image match-
ing without descrambling.
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(a) original image (b) rotated image, (c) scaled image,
angle: 15°. scale factor: 1.2

Fig. 10. Estimation of the rotated and scaled values. Log-polar transform is used to reduce
rotated and scaled values to translational values (6).

7. Conclusion

The presented scrambling enables image matching using invisible images. In addition, im-
age matching between phase-scrambled images is performed with the same accuracy as that
between non-scrambled images. We have explained how to generate phase-scrambled sig-
nals that protect the information in the original image and demonstrated that the presented
synchronized phase-scrambling maintains the relative relationship between two signals math-
ematically. We have shown that the presented scrambling is applicable to both DFT and DCT
coefficients, and therefore secure image matching for phase-based correlation is achieved.

In particular, DCT-SPC is closely related to the image compression method. Application of
the presented scrambling in areas such as image communications and image compression
appears promising.

In the presented scrambling, the management of keys depends on desired systems. Mean-
while, for visual protection, there is one-time key based phase scrambling which does not
require the management of keys (26; 27).
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