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1. Introduction

Mobile Ad hoc Networks (MANETSs) are a new paradigm of wireless communication for
mobile hosts. These networks do not need the costly base stations in wired networks or
mobile switching centres in cellular wireless mobile networks. The absence of a fixed
infrastructure requires mobile hosts in MANETSs to cooperate with each other for message
transmissions. Nodes within the radio range of each other can communicate directly over
the wireless links, while those that are far apart use other nodes as relays. In MANETSs, each
host must act as a router too since routes are mostly multi hop. Nodes in such a network
move arbitrarily, thus the network topology changes frequently and unpredictably (Sun,
2004a). MANETSs have different features with respect to the wired or even standard wireless
networks. Due to their open and distributed nature, lack of fixed infrastructure, lack of
central management, node mobility and dynamic topology, it enables intruders to penetrate
the network in different ways. On the other hand, dependency and decentralized of
MANET allows an adversary to exploit new type of attacks that are designed to destroy the
cooperative algorithms used in these networks (Farhan et al., 2008). Therefore, MANETS are
vulnerable to different security attacks such as distortion of routing data, exhausting node
resources and maliciously manipulating data traffic.

To secure a MANET in adversarial environments, an important challenging problem is how
to feasibly detect and defend possible attacks, especially internal attacks (Yu et al., 2009).
Prevention mechanisms, such as encryption and authentication, can be used in MANETS to
decrease intrusions, but cannot eliminate them. Hence these mechanisms are not enough to
have a secure MANET. So, Intrusion Detection Systems (IDSs) are used as one of the
defensive ways to detect a possible attack before the system could be penetrated. In general,
if prevention mechanism and intrusion detection systems are integrated, they can provide a
high-survivability network.

In this chapter, we first illustrate intrusion detection systems and then discuss why wired
and cellular wireless IDSs are not suitable and applicable for MANETs. Then, the
classification of IDSs is discussed and their strengths and weaknesses are evaluated. The
architectures proposed so far for intrusion detection systems in MANET are classified
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because they are able to operate under different security situations and conditions.
Misbehaving nodes in MANET are considered and then various intrusion detection
techniques for detecting these nodes are introduced and compared. Finally important future
research directions are indicated.

2. Intrusion Detection Systems

Intrusion detection can be defined as a process of monitoring activities in a system which
can be a computer or a network. The mechanism that performs this task is called an
Intrusion Detection System (IDS) (Zhou & Hass, 1999; Anantvalee & Wu, 2006). Studies
show that intrusion detection techniques just like encryption and authentication systems
which are the first line of defence are not enough. As the system grows in complexity their
weaknesses grow causing the network security problems to grow too. Intrusion detection
can be considered as a second line of defence for network security. If an intrusion is detected
then an answer for preventing intrusion or minimizing the effects can be generated. There
are several assumptions for developing IDS. In the first assumption, user operations and the
programs are visible and in the second assumption, normal and intrusive activities in a
system behave differently. So, IDS should analyze system activities and ensure whether or
not an intrusion has occurred (Brutch & Ko, 2003; Kuchaki & Movaghar, 2009).

2.1 Comparison between Wired and Cellular Wireless IDSs and MAENT IDSs

Unlike conventional cellular wireless mobile networks that rely on extensive infrastructure
to support mobility, MANETs do not need expensive base stations or wired infrastructure.
Global trustworthiness in all network nodes is the main fundamental security assumption in
MANETs. However, this assumption is not always true in reality. The nature of MANETSs
makes them very vulnerable to misbehaving nodes attacks (such as malicious attacks)
ranging from passive eavesdropping to active interfering. Most routing protocols only focus
on providing efficient route discovery and maintenance functionality and pay little attention
to routing security. Very few of them specify security measures from the very beginning.
The nature of MANETs makes them very vulnerable to malicious attacks compared to
traditional wired networks, because of the use of wireless links, the low degree of physical
security of the mobile nodes, the dynamic topology, the limited power supply and the
absence of central management point.

In a network with high security requirements, it is necessary to deploy intrusion detection
techniques. While most of today’s wired IDSs, which rely on real-time traffic parse, filter,
format and analysis, usually monitor the traffic at switches, routers, and gateways. The lack
of such traffic concentration point makes traditional wired IDSs inapplicable on MANET
platforms. Each node can only use the partial and localized communication activities as the
available audit traces. There are also some characteristics in MANET such as disconnected
operations, which seldom exist in wired networks. What’s more, each mobile node has
limited resources (such as limited wireless bandwidth, computation ability and energy
supply, etc.), which means MANET IDSs should have the property to be lightweight. All of
these imply the inapplicability of wired IDSs on the MANET platform. Furthermore, in
MANETS, it is very difficult for IDSs to tell the validity of some operations. For example, the
reason that one node sends out falsified routing information could be because this node is
malicious, or because of the link is broken due to the physical movement of the node. All
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these suggest that an IDS of a different architecture needs to be developed to be applicable
on the MANET platform (Zhang & Lee, 2000; Sun, 2004a).

In general, the important differences between MANETs and wired and cellular wireless
networks make it unsuitable to apply traditional wired and cellular wireless intrusion
detection technologies directly to MANET intrusion detection systems.

3. Intrusion Detection Systems Classification

Intrusion detection can be classified based on audit data collection mechanism which is host
based or network based. A network-based IDS, receives packets from the network and
analysis it. On the other hand, host-based IDS, analyses the events taken place in application
programs or the operating systems. Also, IDS can be divided into three groups based on
detection techniques which have two main types and one hybrid model; Anomaly based
intrusion detection system (or behaviour-based detection), misuse based intrusion detection
system (or knowledge-based detection) and specification-based intrusion detection system
(hybrid detection) (Brutch & Ko, 2003; Kuchaki et al., 2008b). These three broad categories of
IDSs can be used on host-based and network-based intrusion detection systems. Host-based
and network-based approaches have its strengths and weaknesses; they are complementary
to one another. A successful IDS would be applied in both approaches. In Table 1,
comparison of network-based and host-based IDSs has been shown, in case of their
strengths and weaknesses to demonstrate how these two can work together to provide
additional effective intrusion detection and protection (Pahlevanzadeh & Samsudin, 2007).

Network-based IDS Host-based IDS

e Broad in scope ¢ Narrow in scope, monitor specific activates

¢ Examines packet headers and entire packet ¢ Does not see packet headers

¢ Near real-time response ¢ Responds after a suspicious entry

e Host independent e Host dependent

¢ Bandwidth dependent ¢ Bandwidth independent

¢ No overload e Overload

e Slow down the networks that have IDs clients | e Slow down the hosts that have IDS clients
installed installed

o Detects network attacks, as payload is e Detects local attacks before they hit the
analyzed network

¢ Not suitable for encrypted and switches e Well-suited for encrypted and switches

network environment

¢ Does not perform normally detection of ¢ Powerful tool for analyzing a possible attack
complex attacks because of relevant information in database

¢ High false positives rate ¢ Low false positive rate

e Lower cost of ownership ¢ Require no additional hardware

e Better for detecting attacks from outside and o Better for detecting attacks from inside and
detect attacks that host-based IDS would miss detect attacks that network-based IDS would

miss

Table 1. Evaluation of network-based and host based IDSs versus their strengths and
weaknesses
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4. Intrusion Detection System Architectures in MANET

The network architectures for MANET with regards to its applications are either flat or
multilayer. Therefore optimum network architecture for a MANET depends on its
infrastructure. In flat network infrastructures, all nodes are considered equal. Thus, they are
suitable for applications such as virtual classes or conferences. In multilayer infrastructures,
all nodes are considered different. Nodes may be grouped in clusters, with a cluster-head
node for each cluster. To communication into a cluster, nodes are in direct contact with each
other. Nodes communication between clusters is performed through each cluster-head
nodes. This infrastructure is suitable for military applications (Anantvalee & Wu, 2006;
Kuchaki et al., 2008b).

4.1 Stand-alone Intrusion Detection Systems

In this architecture, one IDS is executed independently for each node, and the necessary
decision taken for that node is based on the data collected, because there is no interaction
among network nodes and therefore no data is interchanged. In addition, each node has no
knowledge of the position of other nodes in that network and no alert information crosses
the network. Even though, due to its limitations, they are not effective, but they can be
suitable for networks where nodes are not capable of executing an IDS or where an IDS has
been installed. This architecture is also more suitable for flat network infrastructure than for
multilayered network infrastructure. Due to the fact that exclusive node information is not
enough to detect intrusions, thus this architecture is not selected in many of the IDS for
MANETs (Farhan et al., 2008; Kuchaki et al., 2008b; Anantvalee & Wu, 2006).

4.2 Distributed and Cooperative Intrusion Detection Systems

MANETs are distributed by nature and requires nodes cooperation. Zhang et al. (Zhang et
al., 2003) put forward an intrusion detection system in MANET which is both distributed
and dependent on nodes cooperation. Each node cooperates in intrusion detection and an
action is performed by IDS agent on it. Each IDS agent is responsible for detection, data
collection and local events in order to detect intrusions and generate an independent
response. Even though neighbouring IDS agents cooperate with each other when there is not
any convincing evidence in global intrusion detection. So, in case of some indecisive
evidence, each node runs IDS agent comprised of six modules, that include local and global
detection engine and response modules. To achieve better performance, they use integration
approach to analyze the attack scenario entirely. However, this architecture is complex since
each node maintains local and global intrusion detection mechanism, anomalies and
response methods; thus storing lot of information independently, which leads to memory
overhead (Samad et al.,, 2005). This architecture, which is similar to stand-alone IDS
architecture, is more suitable for flat network infrastructure compared with multi-level
infrastructure.

4.3 Hierarchical Intrusion Detection Systems

Hierarchical IDS architecture is the well developed distributed and cooperative IDS
architecture and has been presented for multi-layered network infrastructure in such a way
that network is divided into clusters. The cluster-heads of each cluster has more
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responsibilities compared to other members, For example, sending routing packets between
clusters. In this way, these cluster-heads, behave just like control points, for example
switches, routers or gateways, in wired networks. The name “multi-layer IDS” is also used
for hierarchical IDS architecture. Each IDS agent is performed on every member node and
locally responsible for its node, for example, monitoring and deciding on the locally
detected intrusions. Each cluster-head is locally in charge of its node and globally in charge
of its cluster. For example, monitoring network packets and initiating a global reaction
where an intrusion is detected (Kuchaki et al., 2008b; Huang & Lee, 2003b; Yingfang et al.,
2007).

4.4 Mobile Agents for Intrusion Detection Systems
Mobile agents are intelligent and autonomous agent that can move through heterogeneous
network and interact with nodes. In order to employ mobile agents for intrusion detection in
the network, it is necessary that many host and network devices must be installed with a
mobile agent platform (Pahlevanzadeh & Samsudin, 2007). Mobile agents have been
deployed in many techniques for IDSs in MANETSs. Due to its ability of moving in network,
each mobile agent is considered for performing just one special task and then one or more
mobile agents are distributed amongst network nodes. This operation allows the distributed
intrusion detection in the system. There are advantages for using mobile agents (Mishra et
al., 2004). Some responsibilities are not delegated to every node, and so it helps in reducing
the energy consumption, which is also an important factor in MANET network. It also
provides for fault tolerance in such a way that if the network is segmented or some of the
agents break down, they can still continue to function. In addition, they can work in big and
different environments because mobile agents can work irrespective of their architecture,
but these systems require a secure module that enables mobile agents to settle down.
Moreover, Mobile agents must be able to protect themselves from secure modules on remote
hosts.
For instance, Li et al. (Li et al., 2004) used the mobile agent technology for coordinated IDS
in ad-hoc networks. This architecture uses the cluster-head as manager that contains
assistant and response mobile agents, while each node runs a host monitor agent to detect
network, file, and user intrusion using intrusion analyzer and interpretation base. The
assistant agent is responsible for collecting the data from the cluster-member nodes, while
the response agent is used for informing the cluster-member nodes about a certain response.
It does not use the multilayer detection approach. Also, it does not use the clustering
approach to minimize the intrusion response flooding (Samad et al., 2005).
Therefore the main mobile agent’s features which illustrate straight relation to the special
challenging requirements found in MANET include: (Hijazi & Nasser, 2005; Pahlevanzadeh
& Samsudin, 2007, Kuchaki et al., 2008b)

- Robustness and fault-tolerant behaviour

- Bandwidth conservation

- Energy consumption reduction

- Load balancing improvement in the network

- Total tasks completion time reduction

- Working on a heterogeneous network

- Lightweight
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These qualities make mobile agents a choice for security framework in MANET (Smith,
2001; Albers et al., 2002; Kachirski & Guha, 2002; Huang & Lee, 2003b). Data collection, data
analysis, alert and alarm messages can be achieved by using mobile agents, which may
reduce the data transmission to save the bandwidth resource in the MANET.

5. Misbehaving Nodes in MANET

Those nodes in the network which cause dysfunction in network and damage the other
nodes are called Misbehaving or Critical nodes. Mobile Ad hoc Networks (MANETSs) like
other wireless networks are liable to active and passive attacks. In the passive attacks, only
eavesdropping of data happens; while active attacks include injecting packets to invalid
destinations, deleting packets, changing the content of packets and impersonating other
nodes. Certain nodes in MANETS can produce attacks which cause congestion, distribution
of incorrect routing information, services preventing proper operation, or disable them
(Karygiannis et al., 2006; Lima et al., 2009).

Those nodes in the network which perform active attacks to damage other nodes and cause
disconnection in the network are called Malicious or Compromised nodes. Also, those nodes
which do not send the received packets (used for storing battery life span to be used for
their own communications) are called Selfish nodes (Kong et al., 2002; Blazevic et al., 2001).
A selfish node impacts the normal network operations by not participating in routing
protocols or by not sending packets. A malicious node may use the routing protocols to
announce that it has the shortest route to the destined node for sending the packets. In this
situation, this node receives the packets and does not send them. This operation is called
"black hole" attack (Zhang & Lee, 2000; Komninos et al., 2007).

Malicious nodes stop the operation of a routing protocol by changing the routing
information or by structuring false routing information; this operation is called the
"wormhole" attack. As two malicious nodes create a wormhole tunnel and are connected to
each other through a private link, it can be concluded that they have a detour route in the
network. This allows a node to create an artificial route in the current network and shorten
the normal currency of routing messages in a way that the massages will be controlled by
two attackers (Kyasanur & Vaidya, 2003; Hu et al., 2004). Malicious nodes can easily
perform integrity attacks by changing the protocol fields in order to destroy the
transportation of the packets, to deny access among legal nodes, and can perform attacks
against the routing computations. "Spoofing" is a special case of integrity attacks with which
a malicious node, due to lack of identity verification in the special routing protocols, forges
the identity of a legal node. The result of such an attack by malicious nodes is the forgery of
the network topology which creates network loops or partitioning of the network. The lack
of integrity and authentication in the routing protocols creates forged or false messages
(Komninos et al., 2007; Papadimitratos et al., 2002; Sun et al., 2004b). Malicious nodes in
"selective forward" attack behave like normal nodes in most of the times but selectively drop
sensitive packets for the application. Such selective dropping is difficult to detect.

Selfish nodes can intensively lower the efficiency of the network since they do not easily
participate in the network operations. The aim of a selfish node is to make use of the benefits
of participating in the ad hoc network without having to expand its own resources in
exchange (Lima et al., 2009).
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6. Intrusion Detection Techniques for Misbehaving Nodes in MANET

As it has been said before, MANETSs have no infrastructure, so each node is dependant on
cooperation with other nodes for routing and forwarding packets. It is possible that
intermediate nodes agree for packet dispatch, but if these nodes are misbehaving nodes,
they can delete or alter packets. Simulations that Marti (Marti et al., 2000) performed show
that only a few misbehaving nodes can reduce entire system efficiency.

6.1 Watchdog and Pathrater

These two techniques were presented by Marti, Giuli, Lai and Baker (Marti et al., 2000) and
were added to the standard routing protocol in ad hoc networks. The standard is Dynamic
Source Routing protocol (DSR). Malicious nodes are recognized by eavesdropping on the
next hop through Watchdog technique. Then Pathrater would help in finding the possible
routes excluding the misbehaving nodes. In DSR protocol, routing data is defined in the
source node. This data is passed to the intermediate nodes in the form of a message until it
reaches its intended destination. Therefore each intermediate node in the path must
recognize the node in the next hop. In addition, due to the special features of wireless
networks, it is possible to hear messages in the next hop. For example, if node A is in the
vicinity of node B, then node A can hear node B's communications. Figure 1 shows how the
Watchdog technique operates.

O O-—O ©

Fig. 1. Watchdog operation

Assume that node S wishes to send a packet to node D. There exists a route form S to D via
A, B and C. Imagine now that node A had previously received a packet on route from S to
D. The packet contains a message plus routing data. When A sends this packet to B, it keeps
a copy of it in its buffer. It then eavesdrops on node B ensuring that B forwards the packet to
C. If the packet is heard by B (shown by dotted lines) and it is also identical to what it has in
its buffer, this indicates that B has forwarded the packet to C (shown by solid lines). The
packet is then removed from the source node buffer. If, on the other hand, the packet is not
compared with the packet in the source node buffer in a specific time, the Watchdog adds
one to the node B's failure counter. If this counter exceeds the threshold, node A concludes
that node B is malicious and reports this to the source node S.

Pathrater technique calculates path metric for every path. By keeping the ratings of each
node in the network, the path metric can be calculated through combining the node rating
with connection reliability which is obtained from previous experience. After calculating the
path metric for all accessible paths, Pathrater will select the path with the highest metric. If
such link reliable data with regards to the connection were not available, the path metrics
would enable the Pathrater to select the shortest path. Thus it avoids routes that have
misbehaving nodes.

Simulation results show that systems using these two techniques to find their routes are
very effective in detecting misbehaving nodes. But it does not deal with or punish them in
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any way. These nodes can continue to use network resources and continue their usual
behaviours (Kuchaki et al., 2008b).

6.2 Confidant

Bachegger and Le Boudec (Bachegger & Le Boudec, 2002) further developed the DSR
protocol and devised a new protocol called CONFIDANT, which is similar to Watchdog and
Pathrater. In this protocol, each node can observe the behaviour of all its neighbouring
nodes that are within its radio range and learns from them. This protocol resolves the
Watchdog and Pathrater problem, meaning that it does not use the misbehaving nodes in
routing and not forward packets through them, so they are punished. Additionally, when a
node discovers a misbehaving node, it informs all other nodes and they too do not use this
node.

CONFIDANT protocol consists of monitoring system, reputation system, trust manager and
path manager. Their tasks are divided into two sections: the process to handle its own
observations and the process to handle reports from trusted nodes.

Since this protocol allows network nodes to send alarm messages to each other, it is
therefore a good opportunity for the attackers to send false alarm messages regarding
misbehaving nodes, even though this is not true (i.e. this is not a misbehaving node).

6.3 Core

Michiardi and Molva (Michiardi & Molva, 2002) proposed a technique for detecting selfish
nodes. These nodes force other nodes to cooperate with them. This technique is similar to
CONIDENT is based on monitoring system and reputation system. In this technique each
node receives reports from other nodes. The difference between CORE and CONFIDANT is
that CORE only allows positive reports to pass through, but CONFIDANT allows negative
reports. This means that CORE prevents false reports. Therefore, it prevents a DoS attack
which CONFIDANT can not do. When a node can not cooperate, it is given a negative
rating and its reputation decreases. In contrast, a positive rating is given to a node when a
positive report is received from this node and its reputation increases.

6.4 Ocean

Bansal and Baker (Bansal & Baker, 2003) proposed a protocol called OCEAN (Observation-
based Cooperation Enforcement in Ad hoc Networks), which is the enhanced version of
DSR protocol. OCEAN also uses a monitoring system and a reputation system. Even though
OCEAN, contrary to previous methods, relays on its own observation to avoid the
vulnerability of false accusation from second-hand reputation exchanges, therefore OCEAN
can be viewed as a stand-alone architecture.

OCEAN divides routing misbehaviour into two groups: misleading and selfish. If a node
takes part in routes finding but does not forward a packet, it is therefore a misleading node
and misleads other nodes. But if a node does not participate in routes finding, it is
considered as a selfish node (Anantvalee & Wu, 2006). In order to discover misleading
routing behaviours, after a node forwards a packet to its neighbour, it saves the packet and
if the neighbouring node tries to forward the packet in a given time period, it is monitored.
It then produces a positive or negative event as its monitoring results in order to update the
rating of neighbouring node. If the rating is lower than faulty threshold, neighbouring node
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is added to the list of problematic nodes and also added to RREQ as an avoid-list. As a
result all traffic will not use this problematic node. This node is given a specific time to
return to the network because it is possible that this node is wrongly accused of
misbehaving or if it is a misbehaving node, then it must improve in this time period.

6.5 Cooperative Intrusion Detection System

Huang and Lee (Huang & Lee, 2003b) proposed a cluster-based cooperative intrusion
detection system, which is similar to Kachirski and Guha’s system (Kachirski & Guha, 2003).
In this method, an IDS is not only capable of detecting an intrusion but also reveals the type
of attack and the attacker. This is possible through statistical anomaly detection.
Identification rules for discovering attacks by using statistical formulas have been defined.
These rules help to detect the type of attack and in some cases the attacking node (Huang et
al., 2003a). In this technique, IDS architecture is hierarchical, and each node has an equal
chance of becoming a cluster-head.

Monitoring is how data is obtained in order to analyze for possible intrusions, however it
consumes power. Therefore, instead of every node capturing all features themselves, the
cluster-head is solely responsible for computing traffic-related statistics. This can be done
because the cluster-head overhears incoming and outgoing traffic on all members of the
cluster as it is one hop away (a clique: a group of nodes where every pair of members can
communicate via a direct wireless link). As a result, the energy consumption of member
nodes is decreased, whereas the detection accuracy is just a little worse than that of not
implementing clusters. Besides, the performance of the overall network is noticeably better -
decreases in CPU usage and network overhead (Anantvalee & Wu, 2006).

6.6 ExWatchdog

Nasser and Chen (Nasser & Chen, 2007) proposed an IDS called ExWatchdog which is an
extension of Watchdog. Its function is also detecting intrusion from malicious nodes and
reports this information to the response system, i.e., Pathrater or Routguard (Hasswa et al.,
2005). Watchdog resides in each node and is based on overhearing. Through overhearing,
each node can detect the malicious action of its neighbours and report other nodes.
However, if the node that is overhearing and reporting itself is malicious, then it can cause
serious impact on network performance.

The main feature of the proposed system is its ability to discover malicious nodes which can
partition the network by falsely reporting other nodes as misbehaving and then proceeds to
protect the network. So, ExXWatchdog solves a fatal problem of Watchdog.

7. Intrusion Detection Techniques Comparison for Detecting Misbehaving
Nodes

The Watchdog has been used in all of the discussed IDSs, but has several limitations and in
case of collisions can not work correctly and lead to wrong accusations. When each node has
a different transfer range or implements directional antennas, the Watchdog can not monitor
the neighbouring nodes accurately. All IDSs discussed so far can identify selfish nodes.
CORE can not detect malicious nodes misbehaviours, but others can detect some of them
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such as unusually frequent rout update, header change, or payload of packets, etc
(Anantvalee & Wu, 2006; Kuchaki et al., 2008b).

Several mechanisms have been proposed for securing data forwarding. CORE and
CANFIDANT are examples of reputation systems that provide information to distinguish
between a trustworthy node and a misbehaving node. This information also encourages
nodes to participate in the network in a trustworthy manner (Lima et al., 2009). Type of data
collection in all the mentioned intrusion detection techniques is reputation, but in
cooperative IDS technique it is statistical. Table 2 represents the final comparison among
discussed IDSs.

ID Techniques Watchdog/ | CONFIDANT | CORE ExWatchdag OCEAN Cooperative
Pathrater IDS
Observation self to neighbour yes yes yes yes yes yes
neighbour to no yes no no yes yes
neighbour
Misbehavior malicious - routing no yes no yes no yes
detection malicious- packet yes yes no yes no yes
forwarding
selfish - routing no yes yes no yes yes
selfish - packet yes yes yes yes yes yes
forwarding
Punishment no yes yes no yes n/a
Avoid misbehaving node in rout no yes no no yes n/a
finding
Architecture Distributed and cooperative Stand Hierarchical
alone

Table 2. Intrusion detection techniques comparison

8. Future Research Directions

In general, security research in MANET focused on Prevention to avoid any type of attack as
first defence line, Intrusion Detection Systems (IDS) to detect any intruder as second defence
line and Intrusion Tolerance (IT) as third defence line. The systems which use techniques for
tolerating intrusions and attacks are called Intrusion Tolerance Systems (ITS) (Lima et al,
2009).

IDS research for MANETSs requires a distributed architecture and the collaboration of a
group of nodes to make accurate decisions. Intrusion detection techniques also should be
integrated with existing MANET application. This requires an understanding of deployed
applications and related attacks to deploy suitable intrusion detection mechanisms. Also
attack models must be carefully established. On the other hand, solutions must consider
resource limitations such as energy (Kuchaki & Movaghar, 2008a; Kuchaki & Movaghar,
2009). Sometimes the attackers may try to attack the IDS system itself. Therefore, protection
against such attacks should be extended further. Also, in an extensive sense, intrusion
tolerance techniques can be considered, so that these techniques can provide the
development of survivable systems.

9. Conclusion

A Mobile Ad hoc Network (MANET) is a group of wireless nodes that can be dynamically
organized as a multi-hop packet radio network. MANETSs are an increasingly promising
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area for research with lots of practical applications. However, MANETs are extremely
vulnerable to attacks due to their dynamically changing topology, absence of conventional
security infrastructures and open medium of communication, which unlike their wired
counterparts, cannot be secure. Security issue is becoming a main concern in the
applications of MANET. We considered the problem of misbehaving nodes and detecting
them by Intrusion Detection techniques in Mobile Ad hoc Networks.

Experience has shown that avoidance techniques such as cryptography and authentication
are not enough. Therefore, intrusion detection systems have grown popular. With respect to
MANET features, nearly all of the IDSs are distributed and have a cooperative architecture.
New attacks are growing quickly and they have to be detected before any damage is caused
to the system or data. The aim of an intrusion detection system is detecting attacks on
mobile nodes or intrusions into network. Intrusion detection systems, if designed well, can
effectively identify misbehaving activities and help to offer adequate protection. Therefore,
an IDS has become an indispensable component to provide defence-in-depth security
mechanisms for MANETSs.

Some attacks are also categorized as misbehaviour attacks, being generated by network
nodes whose actions cannot be trusted or do not conform to protocol specifications. Black
hole, wormhole, flooding and selective forwarding are examples of misbehaviour attacks
which are created by misbehaving nodes such as malicious and selfish nodes in the network.
So, techniques in mobile ad hoc networks with wireless channel have been proposed to
detect and minimize misbehaving nodes. On the other hand, intrusion detection techniques
used in wired networks cannot be directly applied to mobile ad hoc networks due to special
characteristics of the networks. Furthermore, most current MANET intrusion detection
systems are still in the test phase.
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