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Abstract

The European gas network currently includes approximately 200,000 km high
pressure transmission and distribution pipelines. The needs and requirements
of this network are focused on risk-based security asset management, impacts
and cascading effects of cyber-physical attacks on interdependent and intercon-
nected European Gas grids. The European SecureGas project tackles these issues
by implementing, updating, and incrementally improving extended components,
which are contextualized, customized, deployed, demonstrated and validated in
three business cases, according to scenarios defined by the end-users. Just valida-
tion is considered to be a key end activity, the essence of which is the evaluation
of the proposed solution to determine whether it satisfies specified requirements.
Therefore, the chapter deals with the validation strategy that can be implemented
for the verification of these objectives and evaluation of technological based
solutions which aim to strengthen the resilience of the European gas network.

Keywords: critical infrastructure, European gas network, validation,
key performance indicators, resilience, protection

1. Introduction

The European gas network is an important and irreplaceable subsector of
European Critical Infrastructure (ECI) [1]. The functioning of this network
is constantly affected by threats with a direct but also cascading or synergistic
effect [2]. These threats can be of various natures, e.g. meteorological, geological,
process-technological, cascading, personnel, cyber or physical [3]. The impact of
these threats can result in serious disruption or even failure of the regional parts
of the gas network. For this reason, it is necessary to continuously improve the
protection system of the European Gas Network, in particular through risk analysis
and the consequent strengthening of the resilience through the identification and
elimination of the identified weaknesses.

One of the main measures and means to achieve the enhancement of resilience,
is through technological solutions, which should address the operational and
technical needs of the infrastructure and requirements of the end user, i.e. infra-
structure operator [4]. The chapter therefore deals with the validation strategy [5]
that can be implemented for the verification of these objectives and the evaluation
of technological based solutions which aim to strengthen the resilience of the
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European gas network. The main objective of the proposed validation plan, as part
of an overall evaluation process, is to study the acceptance of a designed security
system aiming to promote resilience [6] of gas critical infrastructures (at strategic,
tactical and operational level). For this purpose, it is necessary to collect qualitative
information concerning some key criteria of the system which define its perfor-
mance in the operations. The primary focus of the validation strategy is to assess the
functionality and effectiveness of the proposed system. However, the intuitiveness
of the individual components as well as the overall exploitation and operationaliza-
tion potential of the developed solution, should also be evaluated.

The aforementioned validation plan has been developed and verified through
continuous interaction with critical infrastructure (CI) operators within the
SecureGas project [7]. The project aims to improve the resilience capabilities of the
gas CI. The methodology uses a gas CI-contextualized Panarchy loop [8] reflecting
a disaster life-cycle management process. The objective is to reduce foreseen risk,
optimize the monetary investment, and reduce uncertainties. Providing the CI
operators with a detailed validation methodological procedure to assess the added
value of security solutions added to their infrastructure is of high value. Within the
context of the SecureGas validation and evaluation, the following aspects that are
addressed include: performance versus expectation, ease-of-use, understandability,
reliability of operations, completeness and reliability of output, functionality, man—
machine interface and efficiency. The criteria for validation, i.e. Key Performance
Indicators (KPIs) [9], can be clustered into two categories: (1) general criteria
that apply to the whole SecureGas system, and (2) specific criteria that apply to
individual components of the system.

Such validation plan is fully transferable to other CI operators both of Gas and
other sectors (e.g. power, telecommunication). With a slight adjustment of the
identified KPIs, it can provide a valuable information on the applicability and use-
fulness of a security solution for risk mitigation, prevention and response purposes
within a CI.

2. Validation, verification and evaluation

In order to understand the activities to be implemented from the validation
point of view, definitions of the basic concepts used and are further analyzed below,
presenting also several methodological approaches. Therefore, this section provides
both a background analysis for validation-verification-evaluation processes and an
adequate methodology.

The validation process involves the collection and evaluation of data, from
the process design stage through commercial production phase, which establishes
scientific evidence that a process meets a determined requirements. Process valida-
tion involves a series of activities taking place over the process. Regulatory authorities
like European Medicines Agency and Food and Drug Administration have published
guidelines relating to process validation [10]. The purpose of process validation
is to ensure that varied inputs lead to consistent and high quality outputs. Process
validation is an ongoing process that must be frequently adapted as manufacturing
teedback is gathered. End-to-end validation of production processes is essential
in determining product quality because quality cannot always be determined by a
finished-product inspection. Process validation can be broken down into three steps:
(1) process design, (2) process qualification, and (3) continued process verification.

The Guide to the Project Management Body of Knowledge (PMBOK guide), a
standard adopted by the Institute of Electrical and Electronic Engineers, defines
validation and verification as follows [5]:
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* Validation: The assurance that a product, service, or system meets the needs
of the customer and other identified stakeholders. It often involves acceptance
and suitability with external customers. Contrast with verification.

* Verification: The evaluation of whether or not a product, service, or system
complies with a regulation, requirement, specification, or imposed condition.
It is often an internal process. Contrast with validation.

These terms generally apply broadly across industries and institutions. In
addition, they may have very specific meanings and requirements for specific
products, regulations, and industries. Some examples: Software [11], Food and
drug, Health care [12], Greenhouse gas [13], Traffic and transport [14], Simulation
models [15], ICT industry, Civil engineering [16], Economics, Accounting,
Agriculture, Arms control.

In the context of the above, validation can generally be classified into five basic
categories:

* Prospective validation comprises the missions conducted before new items are
released to make sure the characteristics of the interests which are function-
ing properly and which meet safety standards [17]. Some examples could be
legislative rules, guidelines or proposals [18-25].

* Retrospective validation is a process for items that are already in use in
distribution or production. The validation is performed against the written
specifications or predetermined expectations based upon their historical
data/evidences that are documented/recorded. If any critical data is missing,
then the work cannot be processed or can only be completed partially [10].
Retrospective validation is used for facilities, processes, and process controls
in operation use that have not undergone a formally documented validation
process. Validation of these facilities, processes, and process controls is possible
by using historical data to provide the necessary documentary evidence that
the process is doing what it is believed to do. Therefore, this type of validation
is only acceptable for well-established processes and would be inappropriate
where recent changes in the composition of product, operating processes, or
equipment have occurred [26].

* Concurrent validation is used for establishing documented evidence that
a facility and processes do what they purport to do, based on information
generated during actual imputation of the process [26]. This approach
involves monitoring of critical processing steps and end product testing of
current production to show that the manufacturing process is in a state of
control.

* Cross-validation is an approach by which the sets of scientific data generated
using two or more methods are critically assessed [27].

* Re-validation is carried out for the item of interest that is dismissed, repaired,
integrated/coupled, relocated, or after a specified time lapse. Examples of
this category could be relicensing/renewing driver’ license, recertifying an
analytical balance that has been expired or relocated, and even revalidating
professionals [28]. Re-validation may also be conducted when a change occurs
during the courses of activities, such as scientific researches or phases of
clinical trial transitions.
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In contrast, evaluation is a systematic assessment of a subject’s qualities, using
criteria governed by a set of standards. Evaluation involves tests or studies conducted
to investigate and determine the technical suitability of an equipment, material,
product, process, or system for the intended objective. So evaluation can be formative
that is taking place during the development of a concept or proposal, project or orga-
nization, with the intention of improving the value or effectiveness of the proposal,
project, or organization. It can also be summative, drawing lessons from a completed
action or project or an organization at a later point in time or circumstance. [29]

According to the way the evaluation is conducted we can distinguish the
following types [30]:

* Internal evaluation, carried out by organizations, groups or stakeholders
directly involved in the implementation of the project solution.

* External evaluation, carried out by specialists outside the development team,
who are not employed within the organization responsible for the project under
evaluation and who have no personal, financial or direct interest in the project.

Evaluation can be characterized as being either formative or summative. Broadly
(and this is not a rule), formative evaluation looks at what leads to an intervention
working (the process), whereas summative evaluation looks at the short-term to
long-term outcomes of an intervention on the target group [31]:

* Formative evaluation takes place in the lead up to the project, as well as during
the project, in order to improve the project design as it is being implemented
(continual improvement). Formative evaluation often lends itself to qualitative
methods of inquiry.

* Summative evaluation takes place during and following the project implemen-
tation, and is associated with more objective, quantitative methods.

Process evaluation is an inductive method of theory construction, whereby
observation can lead to identifying strengths and weaknesses in program processes
and recommending needed improvements [32]. For this purpose, qualitative methods
are most often used, which are defined in the context of evaluation as research meth-
ods that emphasize depth of understanding, that attempt to tap the deeper meaning of
human experience, and that intend to generate theoretically richer, observations which
are not easily reduced to numbers [32]. The most used qualitative evaluation methods
include [33]: content analysis, situational analysis, in-house surveys and interviewing,.

Content analysis involves studying documents and communication artifacts,
which might be texts of various formats, pictures, audio or video [34]. Quantitative
content analysis highlights frequency counts and objective analysis of these coded
frequencies [35]. Additionally, quantitative content analysis begins with a framed
hypothesis with coding decided on before the analysis begins. These coding catego-
ries are strictly relevant to the researcher’s hypothesis. Quantitative analysis also
takes a deductive approach [36].

Situation analysis refers to a collection of methods that managers use to analyze
an organization’s internal and external environment to understand the organiza-
tion’s capabilities, customers, and business environment. The situation analysis
consists of several methods of analysis: The 5Cs Analysis, SWOT analysis and Porter
five forces analysis [37]. These analyses help understand the analytical processes by
which managers understand themselves, their consumers, and the marketplaces in
which they compete.
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Figure 1.
Quality assurance framework.

SWOT analysis is a strategic planning technique used to help a person or organi-
zation identify strengths, weaknesses, opportunities, and threats related to business
competition or project planning [38]. It is designed for use in the preliminary stages
of decision-making processes and can be used as a tool for evaluation of the strate-
gic position of an organization. It is intended to specify the objectives of the project
and identify the internal and external factors that are favorable and unfavorable to
achieving those objectives. Users of a SWOT analysis often ask and answer ques-
tions to generate meaningful information for each category to make the tool useful
and identify their competitive advantage.

An interview is essentially a structured conversation where one participant asks
questions, and the other provides answers. Interviews can range from Unstructured
interview or free-wheeling and open-ended conversations in which there is no
predetermined plan with prearranged questions [39], to highly structured conver-
sations in which specific questions occur in a specified order [40].

Other commonly used tools and techniques for evaluation purposes [41] can
include especially observation, survey questionnaires, case studies, analytical
models, expert panel’s consultation, cost-benefit analysis (CBA), and multi-criteria
analysis (MCA).

Normally validation, verification and evaluation are performed in a row allow-
ing to estimate the completeness and consistency of the system and examining its
technical appropriateness, as depicted in Figure 1.

To sum up, verification and validation heavily rely on earlier phases of the
project. Verification is a rather technical process in which the main question is
whether the system works properly. The validation process covers not only the dem-
onstrations but also earlier meetings and discussions in which the requirements are
refined. As already mentioned, verification of developed tool/solution is the process
of determining that the system is built according to its specifications. Validation is
the process of determining that the system actually fulfills the purpose for which it
was intended. Evaluation reflects the value and the acceptance of the system by the
end users and its performance.

3. Concept of creating a validation plan

Following the analysis and presentation of validation, verification and evalua-
tion processes, in this section, a holistic (including all those three processes) valida-
tion plan, will be analyzed. In principal, an effective validation and evaluation plan,
needs to seek, as clear as possible, answers to the following issues:
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1. What has to be evaluated?

2. Who is interested in the validation/evaluation?
3. What critical issues have to be tackled?

4. What has to be measured?

5.How validation/evaluation has to be performed?
6. Who is involved in the evaluation?

7.How results will be reported?

All these questions have been taken under consideration and are answered and
described in detail as part of the SecureGas validation-evaluation methodological
approach. In this four-step methodology (Figure 2), a set of business cases (BCs)
is used to support the validation, verification and evaluation of SecureGas solu-
tion. Three BCs, addressing relevant issues for the gas sector (production, trans-
port and distribution phase of the gas lifecycle, including different infrastructures
for each phase) have been identified to ensure the delivery of solutions and ser-
vices to the end-users. During the BCs implementation, tailor-made scenarios for
the CIs will be used for demonstrations on actual sites. The technical components
involved will be assessed quantitively (by measuring foreseen KPIs) and qualita-
tively (by using a set of questionnaires and interviews to the participants in the
demonstrations).

3.1 Set the context

This kick-off step entails all the discussions and reviews with relevant stake-
holders for the exact identification of the gaps and the existing capabilities. This
step also sets the scope and the objectives of each BC for the SecureGas solution to
provide differentiation from current practices and added value to the operational
environment of a gas CI.

Assess and
Set the context

*

report results

* Identify end users/teams * Define type, location and * Planthe BC * Assess results

* Identify requirements and schedule + Conduct validation + Prepare validation and
processes « Define scenarios exercise evaluation report

* Define objective of the * Analyse criteria * Assess data quality
validation/evaluation « Select the

* Identify adequate criteria validation/evaluation

method and tools

Figure 2.
SecureGas validation-evaluation methodology.
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3.1.1 Identify end users/teams

Within SecureGas framework, the end-user team consists of the gas CI operators
participating in the project (DEPA, EDAA, AMBER, ENI). Further to them,
the SecureGas technical component providers are actively engaged and directly
involved in all phases of the validation plan. External stakeholders have been
identified and will be involved only in the BC implementation phase. They will
participate and provide feedback for evaluation purposes. The stakeholders/actors
participating in the pilot activities may vary among the different BCs however they
belong to one of the following groups:

1. CI operators, managers and administrators, security liaison officers (also from
interconnected, interdependent or similar CIs);

2.Emergency response authorities (police, fire brigade, civil protection, etc.);
3. National Authorities (CI regulatory authorities, ministries, etc.);
4. Security service providers;

5.Secondary/other security professionals and practitioners (e.g. policy makers,
other EU research projects, etc.).

3.1.2 Identify requirements and processes

The SecureGas validation and evaluation process is an essential part of the
project’s development cycle. The development cycle is user-oriented, which means
it relies on the perception, needs and responses by end users. Based on this devel-
opment cycle, in SecureGas phase 1: “construct/develop”, user requirements and
specifications are identified leading to conceptual model (CM), concept of opera-
tions (ConOps) and high level reference architecture (HLRA). The CM, ConOps
and HRLA will be implemented and demonstrated in phase 2: “demonstrate” and
finally validated in phase 3: “validate & exploit”.

Initial and crucial substeps to achieve an efficient planning and implementation
of the BC are to:

1. Identify CI assets, threats, vulnerabilities, requirements, procedures, etc.,
in order to prepare the scenario including CI’s specific security issues and
addressing end users’ actual needs.

2.Identify legacy systems and existing infrastructures, integration-data sharing,
possible limitations, etc., and collaborate with the technical team to develop a
SecureGas solution tuned to the project’s BCs.

For the execution of these substeps, some may choose from a set of existing tools
and frameworks, e.g. risk and vulnerability assessment and penetration testing (see
Section 4).

3.1.3 Define the objective of the validation-evaluation process
The main objectives of the evaluation process will be to study the acceptance of

the SecureGas system (at the strategic, tactical and operational levels), assess the per-
formance of its components and the operational potential of the developed solution.
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The beneficiaries of the validation and evaluation process are both technical
component providers and CI operators. The technical providers will receive valu-
able feedback on technical development, components adaptation and implementa-
tion, system integration and cooperation with legacy systems, etc.. The CI operators
will receive the performance assessment analysis of SecureGas solution, the
extracted lessons, recommendations and conclusions, and all knowledge that can be
transferred to their operations.

3.1.4 Identify adequate criteria

The criteria for validation can be clustered into two categories, further analyzed
in Section 4:

* General criteria, that apply to the whole SecureGas system (cross-KPIs) and
* Specific criteria that apply to individual components of the system.

As such, the validation process will generate feedback during the pilot demon-
strations on the following dimensions: functional, interface, security, operational,
design, and implementation.

When it comes to the specific criteria, the SecureGas partners will make use
of the lists of user (organizational, operational and regulatory) and technical
(and standards-related) requirements defined, in order to determine whether the
SecureGas system offers what it was designed to. As far as verification is concerned,
the system specifications developed by technical partners will play the same role
as user requirements in validation (see Figure 1). The evaluation process will also
assess whether the SecureGas system complies with the technical requirements
developed in Phase 1 of the project.

3.2 Plan the business case

This second part consists of a number of substeps that will lead in the realization
of the BC implementation.

3.2.1 Type, location and schedule

In each SecureGas BC, an operational based demonstration will take place in
the field (for the production, transport and distribution phases of gas lifecycle),
aiming to simulate scenarios as realistically as possible in a controlled environment.
This method of BC implementation will offer the advantage of real-time decisions
and actions by the end-users and other participating actors, generating responses
and leading to several consequences depending on the participants’ actions and
system performance. On top of that, regarding the strategic level of Gas lifecycle,

a discussion-based approach will be followed, through the organization of a work-
shop/tabletop exercise, during which key personnel of the CI will have the chance to
discuss scenarios that involve strategic threats and will assess policies, procedures,
standard operating procedures and potential mitigation measures.

The locations may be related to the assets involved, the objectives and require-
ments of the validation, etc. Within SecureGas, the CI operators’ sites in Greece,
Lithuania and Italy have been selected and included in the scenarios based on the
type of their installations.

Within the SecureGas project, project partners will customize, integrate and
deploy the provided technical components into each BC. The deployment of the
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extended and integrated components in the BC will be tested through piloting
activities for a period lasting almost one year period, with the last months focusing
on the evaluations leading to an overall report based on the data and information
collected.

3.2.2 Define scenarios

BCs are based on scenarios that correspond to a sequence of facts occurring ina
specific space-time framework. Scenarios should be structured in a logical, read-
ily accessible way to the pilot actors. Within SecureGas BCs, scenarios consist of
events designed to guide the actors towards achieving the BC objectives. Six specific
methodological substeps have been specified to define the scenarios:

Substep 1: Identification of normative, institutional and legislation frameworks.

Substep 2: Identification of end-user’s infrastructures, assets and pilot site
attributes.

Substep 3: Involved stakeholders and pilot actors.

Substep 4: Considered threats and risk.

Substep 5: Unfolding the scenario.

Substep 6: Deployment of the SecureGas solution.

3.2.3 Analyze criteria

The criteria used for the validation/evaluation of the SecureGas system and each
component, consist of cross KPIs and specific KPIs (all linked with the end user
requirements and technical specifications). In Section 4.1, these criteria will be
discussed in detail.

3.2.4 Select validation/evaluation method and tools

In the framework of the validation plan, the methods and tools for the evaluation
needs have been selected. Thus, the following substeps are executed for each BC:

1. Define what has to be measured for based on applicable KPIs.

2. Define how, through discussion-based workshop/tabletop exercise for the
strategic level, and operations-based simulations/field pilots for the tactical/
operational level.

3.Define who are involved in the frame of the evaluation, sorted into three main
groups as follows:

* CI operators, security liaison officers, administrators and managers who
can provide input based on an operational, policy and technical point of
view, and evaluate the overall performance based on their experience.

* First responders, who can provide input regarding the information sharing
and community awareness during an incident.

e Security practitioners and stakeholders, who, depending on their expertise,
will provide information concerning the potential exploitation and use of
the SecureGas solution. They may provide feedback on their willingness to
use or adopt the system, other technical/operational comments, etc.
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In order to achieve an effective evaluation outcome, the selection of the
stakeholders, must be based on some requirements, such as the relevance to the
scenario, adequate qualification, objectivity, previous experience.

4. Define the tools to be used to collect the results and feedback comprising:
* KPIs and respective traceability matrices, for validation purposes, and

* survey questionnaires, focus groups, interviews and brainstorming, for
evaluation purposes.

5.Define how the results will be reported.

The results will be presented in suitable style and form, according to the
reporting target audience and the selected tool. All reporting activities will be
planned accordingly, paying attention to the most suitable communication means
for the specific audience, in terms of content presentation, type of language, level
of details and so on. For example, the elaboration of the questionnaires, the feed-
back from the interviews of the focus groups and the conclusions of the debriefing
sessions (hot and cold washes) of BCs will be documented based on standardized
teedback sheets which will be analyzed to improve the overall specification and
development processes and their outcomes.

3.3 Business case implementation
The third part that will be followed in the validation plan, is that of that of
the BC pilots execution, including both preparatory meetings and the actual field
testing consisting of the following three substeps.
3.3.1 Plan the business case
1.End-users (internal and external) are identified specifically for each BC.
2.Identify the place and date and estimate the budget-plan logistics.

3.Send invitations, share information for the pilot with involved stakeholders.

4. Before the pilot, organize a training course, for the participants to have the
opportunity to familiarize with the SecureGas solution.

5.The scenario (depending on the area of application) is presented to the end-
users and its details are discussed.

6. All necessary adaptations, installations, integrations have been achieved and
the system is ready to be used, demonstrated and evaluated.

3.3.2 Conduct validation exercise
Following the specific BC scenario storyline, the involved actors are guided

and supported by the capabilities of the SecureGas system in order to respond to a
security incident.

10
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3.3.3 Assess data quality

Following the BCs pilots’ implementation, the participants are asked to use the
validation/evaluation tool/method (e.g. fill a specifically designed questionnaire,
see Section 4). In some cases, interviews are held.

The assessment of results and feedback gathered leads to a holistic evaluation
outcome, respective lessons identified and recommendations for further analysis.

3.4 Assess results

This last step of the methodology contains the analysis of the gathered evaluation
results as well as an assessment of the SecureGas solution. The results of this step
will be presented in the overall SecureGas evaluation and lessons identified report.

3.4.1 Assess results

The results assessment aims to collect valuable feedback from the end-users
interactions during the pilots (via questionnaires, described in detail in Section 4.4),
expressed opinions and comments through focus groups and end-session interviews.
The purpose of this substep is to indicate among others whether the SecureGas solu-
tion is performing well, provides useful information, is easy to understand, reliable,
ergonomic, efficient, etc.

3.4.2 Prepare validation and evaluation report

The final step in each BC pilot demonstration will summarize and present all the
activities realized and the responses by involved actors’ (both consortium partners
and external experts). Based on these outcomes, an overall performance evaluation
of the SecureGas solution will be reported, lessons, recommendations and conclu-
sions will be extracted, and content for knowledge transfer will be structured.

4, Validation and evaluation tools

Within the SecureGas framework and specifically in the third phase of the
project, that of validation and exploitation, several tools will be used in order to
support the efficient implementation of the validation plan described in Section 3
above. These tools consists of: (a) an initial assessment tool, that will be used as a
decision support tool to carry out a self-assessment to identify the level of intrusive-
ness and level of maturity of the CI, (b) the penetration testing tool/methodology
for identifying vulnerabilities and assessing performance, (c) the KPIs that will
be used as benchmarks to assess project’s efficiency in reaching its key objectives
and to evaluate the quality of the proposed technical solution, and finally (d)
questionnaires and interviews as two main instruments for evaluation purposes.

4.1 Initial assessments

In the first step of the validation plan, the context is set as described in
subSection 3.1. The validation plan follows the same approach as a pre-attack phase
gathering as much information as possible on the target systems and planning the
activities performed during the tests. Assessment frameworks such as [42, 43] can
be used to identify the level of intrusiveness and level of maturity.

11
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The substeps that are performed comprise:

1.Identify and prioritize assets: A list of identified assets indicating the
importance of each one should be identified (e.g. software, hardware, data,
interfaces, security governance, security controls and components, etc.).

2.Identify threats: A threat is anything that could exploit a vulnerability to
breach security and cause harm to a CI. General threat categories are: physical
adversarial threats and acts of terrorism, political/geopolitical/social threats,
natural hazards, technological and accidental hazards, indirect threats and
cyber threats.

3.Identify Vulnerabilities: Identify a list of known vulnerabilities of all the asset
list and analyze the impact on the system/infrastructure if these are not cor-
rectly treated and mitigated The impact on the system shall be treated in terms
of e.g. economy, reputation, and security for people

4. Analyze measures: Analyze the measures that are either in place or in the
planning stage to minimize or eliminate the probability that a threat will
exploit a vulnerability in the system

5.Determine the likelihood of an incident: The possibility of an incident to be
an exploited vulnerability should be quantified, based on historical/statistical
data, user experience and knowledge or any other sources available (e.g.
studies, estimations/information that authorities are producing, etc.).

6. Assess the impact a threat could have, including factors such as the mission,
the criticality and the sensitivity of the system and its data

7. Prioritize the security risk: For each threat/vulnerability pair, determine the
level of risk for the system/infrastructure, based on the likelihood and the
impact of the threat, and the adequacy of the existing or planned system/
infrastructure security controls for eliminating or reducing the risk

8.Recommend Controls: Using the risk level from the previous step, determine
the actions that the senior management of the CI and other personnel that hold
key positions, must take to mitigate the risk to an accepted residual risk level.

9.Document the results to support management in making appropriate decisions
on budget, policies, procedures, and so on.

4.2 Penetration testing

Following the above assessment, another process that can be used as a tool for
identifying vulnerabilities and assessing performance is Penetration Testing (PT).
PT is a security testing process in which experts execute real but yet controlled
attacks on systems and services to identify methods for circumventing the security
features of an application, system, or network [44].

PT methodologies divide the process into four generic phases:

1. A planning phase, focuses on gathering available information on the target

systems, as well as on potential methods of attacks, management approval and
setting the groundwork for setting up attack strategies and attack scenarios.;

12
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2. A discovery phase, which is broken down into two parts: information
gathering and scanning, and vulnerability analysis;

3. An attack Phase, where the tester put in place the knowledge acquired in the
previous phase. This phase contains the following substeps: (a) Gaining access,
(b) escalating privileges, (c) System browsing, and (d) Install additional tools;

4. A reporting phase, where experts evaluate findings and propose corrective
actions.

4.3 Key performance indicators

KPIs typically enable the realization of technical systems towards tangible
goals while serving as a benchmark for internal quality assurance. Indeed, KPIs are
deemed as a measurable way to assess project’s efficiency in reaching its key objec-
tives and to evaluate the quality of the proposed technical solution(s). Through
well-defined KPIs, the main areas to be tested, measured and validated during the
piloting activities are established.

The SecureGas KPIs were defined in the early stage of the project so that they
guide its targeted implementation. Preliminary activities, regarding user and sys-
tem requirements identification as well as the CONOPS and HLRA definition, have
already been completed providing valuable input to the KPIs definition task.

For the purposes of the SecureGas project, the KPIs were classified along two
main indicator types:

a.SecureGas component KPIs, which reflect the key characteristics and func-
tionalities offered by each SecureGas component and are applied for their
performance evaluation;

b.SecureGas Cross-KPIs, which reflect the key functionalities and the expected
quality of the entire SecureGas solution.

Both the SecureGas component KPIs and the SecureGas Cross-KPIs establish the
validation criteria to be measured during SecureGas pilot demonstrations. Although
both KPI categories are equally important for the evaluation of objectives’ fulfill-
ment, this section emphasizes on the KPIs defined for the integrated SecureGas
system (i.e. SecureGas Cross-KPIs).

The methodology adopted for the definition of the KPIs was built on a bottom-
up rationale. The SecureGas component KPIs (low level KPIs) were initially
defined. Then, drawing on that information, the SecureGas Cross-KPIs (high level
KPIs) were derived. The procedural pathway followed for the identification of KPIs
is depicted in Figure 3.

Considering that KPIs depend on the end-users and stakeholders interested in
the SecureGas system, the first step of the adopted methodology regarded their
active engagement in the KPIs definition activities. This initiative had already
started taking place through the definition of the user requirements (i.e. end-users
needs and expectations from an integrated security system (such as the SecureGas
system), as well as through dedicated stakeholders’ workshops organized for the
user requirements validation. The user requirements together with their external
validation results shed light to those characteristics of the system that are deemed
important by the end-users. In addition, information on the KPIs already applied
by the end-users to assess the performance of their gas network daily opera-
tions allowed consortium partners to draft broad areas in which evaluations are
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Figure 3.
KPIs definition pathway.

performed. This information also enabled the consortium to examine how the
SecureGas solution could contribute and add value to the resilience of end-users’
infrastructure.

In parallel, drawing on the already defined technical requirements of the
SecureGas components, consortium technical partners defined the key capabili-
ties, characteristics and functionalities offered by every technical subsystem.

The so-called SecureGas component KPIs enable components’ development and
implementation.

The next step regarded the definition of the SecureGas Cross-KPIs which
reflect the most important features and characteristics offered by the entire (i.e.
all subsystems integrated into one system) SecureGas solution. The end-users
KPIs, the SecureGas component KPIs and the already defined SecureGas system
specifications (Cross-Requirements), provided the baseline for the extraction
of alist of eleven SecureGas Cross-KPIs (Table 1) that are key to performance
success.

As presented in Table 1, the SecureGas Cross-KPIs were classified into specific
Fields that outline the general domain categories where the impacts are going to
exert their effect. Those Fields are as follows:

* Reliability, i.e. the capability of the system to function in a correct manner
within the given timeframe. This includes high accuracy of alert localization,
avoidance of any delays in data provision, and a low rate of false alerts or errors.

* Autonomy, i.e. the level of independence of the system. An autonomous system
is capable to operate (detect and process incidents) without human supervision

(human in the loop only when deemed necessary).

* Interoperability, i.e. the ability of the system to work with new products
(i.e. sensors or sub-systems) without special configurations.
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Field Indicator Description Metric Target value
Reliability False alert rate Percentage of false alerts (both % (False alerts / < 5%
positive and negative) raised by Total alerts)
the SecureGas system.
Cross Percentage of cross correlated % (Cross > 50%
correlation alerts raised by the SecureGas correlated alerts
system. / Total alerts)
Latency Time elapsed between the Time (sec) <10 sec
moment an incident occurs
and the moment the alert is
displayed in the operational
picture.
Mean time to Time needed for the operator to Time (min) <3 min
notify create an incident notification
and send it to competent
authorities/ stakeholders
(escalation of incident).
Autonomy Threat Number of different threats Number 4
categories categories addressed by the
addressed SecureGas system
(Threat categories: cyber,
physical, cyber-physical,
physical-cyber)
Automatic Number of different threat Number >5
detection of types automatically detected by
threats the system.
(Threat types: Intrusion
detection, Third-Party
Interference, Leak, Landslide
hazard, Cyber)
Automatic Percentage of alerts % (Alerts >80
decision- automatically linked to with decision
support recommendations on crisis support / Total
management and mitigation alerts)
actions
Interoperability Transparent Number of users’ legacy Number >1
integration of systems that can be easily and
users’ legacy transparently integrated into
systems the SecureGas system.
Usability Multilingual Number of different languages Number 4 (English,
interface in which the SecureGas user Italian,
interface will be available Greek,
Lithuanian)
Resilience Self-testing Percentage of components/ % 90-95%
capabilities sensors that provide
(system health information to the operator -
check) through dedicated alerts - about
their status (not functioning
and/or no communication)
Accuracy The maximum decrease of % 20%
degradation accuracy (due to concept drift),
percentageof a  before the model is retrained to
measurement adapt to background changes
value
Table 1.

SecureGas cross-KPlIs.
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* Usability, i.e. is a set of attributes covering the effort needed for using a solu-
tion, and on the individual assessment of the use of the solution, by a stated or
implied set of users.

* Resilience, i.e. is the ability of the SecureGas system to adapt from a disruption.
This means that the system is able to identify potentially disruptive events and
adapt to the evolving circumstances.

Each of the aforementioned Fields was linked to a set of Indicators, each one
being assigned a Description, Metric and Target Value.

Following the main principles of the SecureGas project, the SecureGas Cross-
KPIs aimed and achieved to addresses all the Risk and Resilience phases. Those
phases reflect the activities that need to be conducted before, during and after
disruptive events, as part of a comprehensive risk and resilience management
procedure. The Risk and Resilience phases are as follows: Prepare, Detect, Prevent,
Absorb, Respond, Recover, Learn and Adapt. The ultimate goal of developing
Cross-KPIs for all those phases was to showcase how the core functionalities and
performance indicators of the SecureGas system can add value to the enhancement
of the resilience of gas critical infrastructure networks. Figure 4 presents the Risk
and Resilience phases that are affected by each SecureGas Cross-KPIs. Some of
the Cross-KPIs are linked to one phase, some others to more, while the Cross-KPI
“Multilingual Interface” is related to all the seven Risk and Resilience phases, since
the enhancement of the usability parameters of a system has the potential to affect
the entire security and resilience status of a CI network.

B Prepare B Detect Prevent [ Absorb [ Respond [ Recover Learn and Adapt

8

Resilience

Number of Risk and Resilience Phases

KPls

Figure 4.
Risk and vesilience phases affected by each SecureGas cross KPI.
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Figure 5.
KPIs distribution to the activities taking place before, during and after an incident.

Figure 5 shows the KPIs distribution to the activities taking place before, during
and after incidents. In general, the SecureGas Cross-KPIs are mostly linked to the
activities/phases taking place before the occurrence of an incident (prepare, detect,
prevent) (approx. 47.1% of KPIs), although the SecureGas system do have perfor-
mance parameters that are related to the post incident activities (response, recover,
learn and adapt) (approx. 32.4%).

4.4 Questionnaires and interviews

Within the context of the evaluation of SecureGas components and solution,
two main instruments will be used: questionnaires and interviews.

Regarding the first one, two types of questionnaires will be used for the evalua-
tion purposes, one more generic that can be distributed to all participants (during
testing, demonstrations, workshops) and one more specific, that would be filled by
targeted participants within the audience, as further described below:

1. Questionnaire 1 (generic): This will be addressed to all participants of the BC
demonstrations and is based on the System Usability Scale (SUS), developed
by John Brooke in 1986 [45]. The questionnaire 1 provides a “quick and dirty”
though reliable tool for measuring the usability of tested systems. SUS consists
of a 10-item questionnaire with five response options for respondents; from
strongly agree to strongly disagree. This allows to gather evaluation feedback
concerning a wide variety of products, systems and services, including hard-
ware, software, mobile devices, websites and applications. SUS has become an
industry standard, with references in several articles and publications.

2. Questionnaire 2 (specific): The second questionnaire aims to extract end-
users’ assessed indicators on the basis of intuitiveness, usability, performance,
etc. of the proposed solution. The end-users are going to fill-in this specific
questionnaire after they have experienced the capabilities and the use of the
system during the BC demonstration. This questionnaire is divided in seven
main sections (i.e. general information, ease of installation, facilitation of
user learning, data requirements, integrity, usability, usefulness), each one
aimed at examining a different aspect of the end-users’ view on the SecureGas
components.
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Regarding the second instrument for evaluation, indicative topics that may be
used for discussion during the interviews comprise:

1. Experience and comments on the parallel processing, dataflow and cooperat-
ing applications within the SecureGas system.

2.Integration and interoperability of components, input/output and automatic/
manual procedures for components.

3.Evaluation of SecureGas solution as a whole for the identification, detection,
assessment and mitigation of threats and risk.

5. Conclusions

The validation framework is a key activity of every project, which broadly includes
the validation of the proposed solution to determine whether it satisfies specified
requirements, the verification of the system specifications, and the evaluation of the
developed solution, all further analyzed as processes in Section 2. In the framework of
the SecureGas project, the developed solution is a set of technological components and
practical tools which aim to strengthen the resilience of the European gas network.

The envisaged validation framework (Section 3) mainly includes two types
of assessment (Section 4): (a) Quantitative assessment, using a series of KPIs to
validate components and the solution as a whole, (b) Qualitative assessment, based
upon a dedicated questionnaire and interview, to get feedback from participants in
the BCs implementation.

The methodological procedure, described in Section 3 of this chapter, is of no
doubt necessary for any technological team providing a solution in order to identify
potential gaps and updates needed. Furthermore, it is also valuable for end-users, in
order to recognize the suitability of the proposed solution based on their requirements
and specific security issues and appreciate the added value offered. Such validation
framework is applicable, at least as a concept, to all projects offering technological
solutions towards CI operators (or other type of end users) and can be adapted and tai-
lor made to each case, leading to valuable feedback. On the other hand, the proposed
methodology may need some adjustments, in order to cover the needs of an end-user
that would like to assess and validate a process or a procedure that may have already in
hand or is proposed (e.g. KPIs redefinition, questionnaires restructuring, etc.).

The next steps of this research contain the implementation of the BCs, based on
this validation plan, and the documentation of the results of each BC, consolidating
them into an overall validation and performance evaluation, which may lead to les-
sons identified, best practices and recommendations for the interested stakeholders.
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