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Abstract

This chapter presents multilevel audio steganography, which describes a new model for
hidden communication in secret communication technology. At least two embedding
methods are used in such a way that the second method will use the first method as a
carrier. The proposed method has several potential benefits in hidden communication.
This method can be used to increase the level of security while transmitting the confiden-
tial information over public channels or internet and also can be used to provide two or
more information hiding solutions simultaneously. The performance of the proposed
method in terms of imperceptibility, capacity & security is measured through different
experiments.

Keywords: audio steganography, multilevel steganography, secret communication,
information security, imperceptibility, embedding capacity, discrete wavelet transform

1. Introduction

This chapter depicts multilevel audio steganography, which presents a new model for hidden
communication. In multilevel steganography, at least two embedding methods are used in
such a way that the second method may use the first method as a carrier. This approach has
several potential benefits in hidden communication. It can be used to increase the level of
security while transmitting the confidential information over public channels. It can also be used
to provide two or more information hiding solutions simultaneously. Another important benefit
is that the lower level embedding/extracting method and higher level embedding/extracting
method are interrelated in terms of functionality and this makes the hidden communication
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harder to detect. If the cover object is interpreted by any adversary, only a decoy message or a
partial message will be obtained.

The main aim of steganography is to hide secret information in digital cover. The alteration of
the cover caused by embedding secret information remains invisible to the third party oppo-
nents. This is possible by designing an appropriate embedding algorithm and choosing a
suitable cover. Therefore, there will be no significant dissimilarity between original cover and
embedded cover. So, secret information not only is hidden inside the cover, but the fact of
the secret information communication is also hidden. Each steganographic method may be
characterized by following requirements. First, undetectability which is defined as the inability
of detecting secret information inside the embedded cover. Actually, the distortion of the
embedded cover convinces the opponent to analyze the statistical properties of the cover and
compare them to the distinguishing properties of that cover. Therefore, imperceptibility or
inaudibility is directly relational to the undetectability. Second, embedding capacity is defined
as an amount of secret information which can be transmitted using a particular algorithm per
unit of time. Third, steganographic cost, which defines the amount of alteration of the cover
caused due to the secret information embedding method. The steganographic cost depends on
the cover used as a carrier and also depends on embedding algorithm used.

For each steganographic method, there is always a trade-off between maximizing hiding
capacity and remaining secret information undetected. Therefore, a certain level of tuning
between embedding capacity and undetectability is required. If the embedding and extrac-
ting algorithm remains secret to the opponent, it can be used to transmit secret information
freely. On the other hand, if the both algorithms are known to the opponent, anybody may be
able to extract the secret information. This type of problem may be resolved by using the
different encryption algorithms appropriate for a particular application. The encryption algo-
rithm AES may be used to encrypt secret information before embedding it to the cover.
Therefore, in this case, extracted information will not be readable by the opponent. There is a
problem with this method, because the encryption key and the encrypted information are
communicated using the same embedding technique. Thus, the encryption key and the secret
information both will be revealed on successful detection. Alternatively, embedding capacity
may be reduced due to embedding of the encryption key in cover object. The multilevel
steganography was originally proposed by Al-Najjar for image steganography in [1]. The main
idea in this paper was to hide a decoy image into LSB positions of the cover and the original
secret information is embedded into the LSB positions of the decoy image.

Encryption and steganography are two general methods for hiding secret information [2—4].
Information is hidden using an encoding method that only authorized persons with the proper
key can decode it in encryption. On the other hand, steganography hides secret information
such a way that hidden information is imperceptible to the regular observer. The secret
information can be embedded directly or some transformation can be applied to it before the
embedding process. Generally, transformations include encryption, compression, transforma-
tion or a combination of digital transformation techniques. In [4], Vitaliev proposed two
methods of information hiding. In the first method, plain text is hidden into an audio signal
and in the second method; an audio file is hidden in an image object. In [5], Petitcolas et al.
presented a method where a text object is hidden into another text object. In [6], Al-Najjar et al.
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proposed a method where an audio file is embedded in an image after performing encryption
and compression. In [7], Marvel proposed a hidden communication method by hiding of an
image into another image in his Ph.D. Dissertation. In [8], Solanki presented a multimedia data
hiding technique to hide an image into a video file in his Ph.D. Dissertation.

In [9], Lou et al. proposed an information hiding technique to protect a medical information.
This paper suggests a multiple-layer data hiding technique in spatial domain. The reduced
difference expansion method is utilized to embed the bit stream in the least significant bits
(LSBs) of the expanded differences. A large amount of data is embedded in a medical image by
using this method where quality of the image is also be maintained. Moreover, the original
image can be restored after extracting the hidden data from the stego-image.

Cocktail party effect is used in audio steganography system where blind key concept is
applied to resist the attack in the system [10]. Private key on the domain of cosine discrete
transform (CDT) is used in steganographic algorithm in [11]. A new quantization technique is
used in a steganographic method and the algorithm is designed based on DCT in [12]. A DNA
structural concept is utilized in audio steganography in [13]. A novel audio steganography is
designed using ZDT in [14]. Here encryption is done using indexed based chaotic sequence.

In this chapter, multilevel audio steganography is discussed to address the above stated
problems. The proposed approach extends the concept of steganography to use it in more
general purpose.

2. Improved secret communication using multilevel audio steganography

Multilevel steganography can be categorized as per the requirement of its application. Embed-
ding capacity is the basic requirement in some of the applications where imperceptibility may
be compromised in a certain level. On the other hand, imperceptibility is the main requirement
in some of the applications where embedding capacity may be compromised in a certain level.
So, the multilevel steganography may be classified as like below:

(i) Single message multiple covers—multilevel steganography denoted as TYPE-I

A message is embedded in multiple covers using several embedding functions to increase the
level of security of the system. This approach provides better imperceptibility, but embedding
capacity may be compromised in most of the cases.

(i) Single cover multiple messages —multilevel steganography denoted as TYPE-II

Multiple messages are embedded in a single digital cover using several related embedding
functions to increase the embedding capacity of the system. This approach provides better
embedding capacity, but imperceptibility may be compromised in most of the cases.

2.1. Methodology

In this section, TYPE-I and TYPE-II types of multilevel steganography models are discussed [15].
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2.1.1. Single message multiple covers —multilevel steganography model (TYPE-I)

Suppose, the Message is denoted as M, the Covers are denoted as C;, the Intermediate Covers
or stego-covers are denoted as I;. Here, the value of i depends on the level of steganography, to
be performed.

The message M is passed through the transformation T;. The transformations may include
compression, encryption or a transforms like Discrete Cosine Transform (DCT), Fourier Trans-
form (FT) or Discrete Wavelet Transform (DWT), etc. Sometimes a combination of techniques
may be used as required by the particular application.

Message embedding and extracting operations are performed by the embedding and extracting
function pairs embed() and extract() and denoted by f and f' respectively. The message embed-
ding function may vary to improve the steganography attributes like imperceptibility, capacity,
and robustness.

T; =1 means no transformation is applied. In the blind system, hidden information is extracted
without using cover C; at the receiving end.

The TYPE-I multilevel steganography model (for i = 3) is presented in Figures 1 and 2.

At the sender end, in phase 1, secret message M is embedded in cover object C; using
transformation T; and embedding function f; and stego-object I; is generated. In the next
phase, stego-object I; is hidden in another new cover object C, using transformation T, and

Secret Cover Object Cover Object
Message Cs C,
Cover Object Stego-Object Stego-Object l Stego-Object
P e Bt B S : L
T;andf; T:amdf: T;and f;
Figure 1. TYPE-I multilevel steganography model at the sender end for level = 3.
Cover Object Cover Object Secret
C; L Aessage
Stego-Object Stego-Ohbject Stego-Object Cover Object
L 2 I G
Tazandl; T yand [y T and

Figure 2. TYPE-I multilevel steganography model at the receiver end for level = 3.
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embedding function f, and stego-object I, is generated. This process is continued as per the
requirement of the application. There are three levels of embedding process is shown in
Figure 1.

At the receiver end, according to the above 2 level embedding process, in phase 1, stego-object I;
is generated from stego-object I, and applying T, transformation and f;, embedding function. In
the next phase, secret message M is generated from stego-object I; by applying T} transformation
and f; embedding function. There are three level of extraction process shown in Figure 2.

Example of TYPE-I: 2 level steganography
Secret message embedding process:
Level-1: fori=1

The cover is a grayscale image (C;) and Message is a text message (M). Here, transmission T is
an encryption process, i.e., the secret message is encrypted using some standard encryption
algorithm. The encrypted secret message bits are embedded at the 2nd LSB position of each
pixel value of the cover image. The embedding function f; is defined as f; (mbit) = C;.LSB(2)
and f; is used to generate Intermediate cover or stego-cover I;.

Leve-2: fori=2

In this step, the cover is an audio signal (C;) and Intermediate Cover or stego-cover is I;. I; is
generated in the previous step and it is an embedded image. The image is converted to a bit
stream and each bit is embedded at the 1st LSB position of each audio sample of the audio
signal. Here, transformation T, =1 and the embedding function f, is defined as f,(ibit) =
C,.LSB(1) and f; is used to generate intermediate cover or stego-cover I,.

Secret message extraction process:
Level-2: fori=2

The Intermediate Cover (I,) is an embedded audio signal and the embedded image bits are
extracted from the 1st LSB position of each audio sample. Here, transformation T, = I and the
extracting function f; is defined as f;(ibit) = I,.LSB(1) and fjis used to generate intermediate
cover or stego-cover I;.

Level-1: fori=1

The Intermediate Cover (I;) is an embedded image and the message bits are extracted from the
2nd LSB position of each pixel value of the embedded image. Here, transmission T}is a decryption
process of the corresponding encryption algorithm used during embedding process. The extrac-
tion function f}is defined as f} (mbit) = I;.LSB(2) and f}is used to generate secret message M.

2.1.2. Single cover multiple messages —multilevel steganography model (TYPE-II)

Suppose, the Cover is denoted as C, the Messages are denoted as M;, the Intermediate Covers
or stego-covers are denoted as I;. Here, the value of i depends on the level of steganography, to
be performed.
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The messages M; are passed through the transformation T; like previous section. The TYPE-II
multilevel steganography model (for i = 3) is presented in Figures 3 and 4. At the sender end,
in phase 1, secret message M; is embedded in a cover object C using transformation T; and
embedding function f; and stego-object I; is generated. In the next phase, another message M,
is hidden in stego-object I; using transformation T, and embedding function f, and stego-
object I, is generated. This process is continued as per the requirement of the application.
There are three level of embedding process as shown in Figure 3.

At the receiver end, according to the above 2 level embedding process, in phase 1, message M,
is generated from stego-object I, by applying T)transformation and f, embedding function. In
the next phase, secret message M; is generated from stego-object I; by applying T’1 transfor-
mation and f; embedding function. There are three level of extraction process shown in
Figure 4.

Example of TYPE-II: 2 level steganography
Secret message embedding process:
Level-1: fori=1

The cover is an audio clip (C) and the two secret messages are M; and M,. Here, transmission
Ty is Discrete Wavelet Transform (DWT) and Inverse DWT (IDWT) of the audio signal. The M;
message bits are embedded at the 2nd LSB position of each DWT coefficient of the audio
signal. The embedding function f; is defined as f; (mbit) = C.LSB(2) and f; and IDWT are used
to generate Intermediate cover or stego-cover I;.

Message Message Message
M M Mg
Cover Object x 3 Stego-Object Stego-Object Stego-Object
c I I : L
Tiandf; [ T:andf; T:and s
Figure 3. TYPE-II multilevel steganography model at the sender end for level = 3.
Message Alessage AMessage
AL AL My
Stego-Object Stego-Object Stego-Object Cover Object
L; I, L C
Tla and [J.- -.[Igl.d E}I Tlllldf];‘

Figure 4. TYPE-II multilevel steganography model at the receiver end for level = 3.
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Level-2: fori=2

In this step, the cover is an Intermediate Cover or stego-cover (I;). I; is generated in the
previous step and it is an embedded audio signal. The M, message bits are embedded at the
1st LSB position of each audio sample of the audio signal. Here, transformation T, =1 and
the embedding function f; is defined as f,(mbit) = C.LSB(1) and f; is used to generate Inter-
mediate cover or stego-cover L.

Secret message extracting process:
Level-2: fori=2

The Intermediate Cover (I;) is an embedded audio signal and the M, message bits are
extracted from the 1st LSB position of each audio sample. Here, transformation T, = I and the
extracting function f, is defined as f, (abit) = I,.LSB(1) and fjis used to generate Intermediate
cover or stego-cover I;.

Level-1: fori=1

The Intermediate Cover (I;) is an embedded audio and the message bits are extracted from the
2nd LSB position of each DWT coefficient of the embedded audio signal. Here, transmission
T;is DWT and IDWT of the embedded audio signal. The extraction function f;is defined as
f1 (abit) = 1;.LSB(2)and fis used to generate secret message M;.

3. Experimental result and discussion

Proposed algorithm has been tested on 10 audio sequences from different music styles (classic,
jazz, country, pop, rock, etc.). All the Clips are 44.1 kHz sampled mono audio files, represented
by 16 bits per sample, and length of the clips ranges from 10 to 20 seconds. An image and the
all audio clips are used to test TYPE-I type of algorithm and all the audio clips are used to test
TYPE-II algorithm.

3.1. Imperceptibility test

Basic requirement is the imperceptibility in most of the applications, i.e., after hiding secret
messages in audio signals; the quality of the embedded audio signals should remain same as
original audio signals. Here, Subjective Difference Grade (SDG), Objective Difference Grade
(ODG) and Signal-to-Noise Ratio (SNR) is used to measure the imperceptibility of the pro-
posed method. The SDG and ODG listening tests use the 5-grade scale shown in Table 1.

3.1.1. Objective quality measurements

The ODG measurements of different audio clips are provided using the advanced ITU-R
BS.1387 standard [16] and are calculated using the Opera software [17] which is implemented
by maintaining ITU-R BS.1387 standard. ODG values for TYPE-I and TYPE-II approaches are

reported in Tables 2 and 3 and respectively for different types of audio signals. The ODG
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Audio standard

Subjective difference grade (SDG)

Objective difference grade (ODG)

Indistinguishable

Distinguishable, but not aggravating

Slightly aggravating

Aggravating

Very aggravating

5
4
3
2

1

0.0

-1.0
—-2.0
-3.0
—4.0

Table 1. Subjective and objective grades for audio quality measurement.

Audio Objective difference grade Subjective difference grade Signal-to-noise ratio (SNR
types (ODG) (SDG) (dB))
Al —0.51 5.0 92.25
A2 —0.63 4.9 91.41
A3 —0.61 4.9 91.63
A4 —0.52 5.0 92.43
A5 —-0.49 5.0 92.54
A6 —0.50 5.0 92.35
A7 —0.64 4.9 91.55
A8 —-0.59 49 91.57
A9 —0.49 5.0 92.36
A10 —0.53 4.9 91.78

Table 2. ODG, SDG & SNR values for different audio clips (TYPE-I, level = 2).

Audio Objective difference grade Subjective difference grade Signal-to-noise ratio (SNR
types (ODG) (SDG) (dB))
Al —0.61 4.9 90.15
A2 —-0.72 4.8 89.31
A3 —0.70 4.8 88.93
A4 —0.61 4.9 90.41
A5 —-0.59 4.9 90.22
A6 —0.60 4.9 90.16
A7 —0.68 4.8 89.25
A8 —0.69 4.8 89.36
A9 —0.58 49 90.19
A10 —0.63 4.8 89.14

Table 3. ODG, SDG & SNR values for different audio clips (TYPE-IL, level = 2).
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values for TYPE-I model are —0.49 to —0.64 and the ODG values for TYPE-II model are —0.58
to —0.72.

3.1.2. Subjective quality evaluation

Subjective quality measurements [18, 19] have been performed to evaluate the imperceptibility of
our proposed data hiding scheme. The output of the subjective tests is an average of the quality
ratings called a Mean Opinion Score (MOS). SDG values for TYPE-I and TYPE-II approaches are
reported in Tables 2 and 3 respectively for different types of audio signals. The SDG values for
TYPE-I model are 4.9-5.0 and the SDG values for TYPE-II model are 4.8-4.9.

3.1.3. Signal-to-noise ratio (SNR) measurement

The signal-to-noise ratio (SNR) value is used to make the difference between the original and
embedded audio signal [20]. Normally, if the SNR value is higher than 50 dB, then the secret
data which are hidden in the audio signal are imperceptible to the human auditory system.
The SNR values for TYPE-I and TYPE-II approaches are measured using equation no. (1) and
are reported in Tables 2 and 3 respectively for different types of audio signals.

i=1 X

SN x2 (i)
SNR =10 1 1)
BTN, (x(i) - y(0)?

The ODG, SDG, and SNR values are evaluated for different audio signals. Here, 2 level multi-
level steganography is performed for TYPE-I and TYPE-II models. The results are presented in
Tables 2 and 3 of TYPE-I and TYPE-II models respectively. For simplicity, 10 audio clips are
denoted as A1, A2, A3, A4, A5, A6, A7, A8, A9 and A10.

3.2. Embedding capacity analysis

One of the basic requirements of the secret communication using steganography is increasing
the embedding capacity by keeping the imperceptibility in a desired level. In the proposed
system, if TYPE-I approach is followed, embedding capacity is not so much desired level,
because imperceptibility given higher priority. But, if TYPE-II approach is followed, multiple
messages may be embedded in a single cover object by designing appropriate transforms and
embedding functions.

The embedding capacity is measured by the number of bits that can be hidden into the audio
signal per unit of time. Suppose, D is the duration of the original audio clip in seconds and B is
the number of secret information bits. Now, the capacity is measured as:

Capacity = B/D bps (2)

In this work, the frequency of the carrier signal is fixed, i.e., 44.1 Kz is considered. The sample
rate 44.1 kHz means 44,100 samples per second in one channel.
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3.3. Security analysis

Security is another very important requirement of hidden communication using steganogra-
phy. A data hiding method is said to be secured if an adversary would not be able to detect or
modify or remove the hidden information in the embedded object. To measure the security of
the proposed technique, following scenarios may be considered:

a. The adversary has no information about the hidden information in the host object. So, the
proposed method is secure.

b. The adversary has no idea about the embedding or extracting algorithm. Therefore, the
proposed method is secure.

c¢. The adversary has information only about the embedding and extracting algorithm. In
this case, the adversary cannot precede the extraction operation without knowing the
actual location is used to hide information.

By minimizing the bit flipping during the embedding process is normally guaranteed that the
algorithm designed to estimate the hidden data based on statistical analysis may be effectively
disabled.

In TYPE-I approach, a message is hidden in a cover object and that stego-cover object is hidden
in another cover object, and so on. This approach increases the level of security of the system.
Again, the number of levels is used during the embedding process in multilevel steganogra-
phy is very important information at the receiving end. That means, security may be increased
by varying the number of levels during embedding process. Along with this, any of the
encryption algorithms may be used at a transformation phase of the system to increase the
security of the system.

3.4. Comparative study

In this section, a comparative study is performed with the very recent works on audio stega-
nography as well as audio watermarking proposed by different authors. Actually, impartial
comparison is very difficult, because every approach have its own characteristics and also
designed to fulfill certain basic requirement. Anyway, most of the algorithm has some common
characteristics like embedding capacity, imperceptibility etc. Here, comparisons are performed
based on embedding capacity and imperceptibility (SNR & ODG) of the system and reported
in Table 4.

The method in [21] provides a significant performance in the different properties of the data
embedding technique. The method offers moderate data hiding capacity solutions for data
hiding in audio file even though the imperceptibility in terms of SNR and ODG is below
average in some of the issues. The important achievement of this scheme is robustness against
different attacks such as echo, filtering, and noise added. The method in [23] achieves a low
embedding capacity for the three audio files considered. The imperceptibility in terms of SNR
is below average, but the imperceptibility (ODG) is moderate in this scheme. This scheme has a
good performance against compression and the maximum of BER against this is about 1%. The
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Algorithm Capacity (bps) SNR (dB) ODG

Xiang et al. [21] 2 42.8-44.4 —1.66 <ODG < —1.88
Mansour et al. [22] 43 29.5 Not reported
Fallahpour et al. [23] 3k 30.55 -0.6

Fallahpour et al. [24] 2-6k Not reported —-0.6<ODG < -1.7
Fallahpour et al. [25] 11k 30 -0.7

Kang et al. [26] 64 3045 —1<0ODG
Nishimura et al. [27] 8 Not reported —-3<0DG< -1
Proposed 44,100 92.54 —0.49 <ODG < —-0.64

Table 4. Comparative studies among different works.

algorithms in [24, 25] offer low embedding capacity, good transparency, and reasonably
robustness against selected attacks. The scheme in [24] provides very a low data hiding rate,
high distortion, and very robust scheme, while that in [25] provides very low embedding
capacity, highly distorted signals (SNR is 30 dB), and moderate robustness against some
attacks.

The most important achievement of the proposed method is better imperceptibility in terms of
SNR and ODG with higher embedding capacity. The comparison presented in Table 4 dem-
onstrates the superiority in both capacity and imperceptibility of the proposed method with
respect to the schemes discussed in the literature. The proposed method can hide much more
information by introducing less distortion in the audio file. In brief, the proposed method
achieves higher embedding capacity if we compare it to methods with similar imperceptibility.

The data presented in Table 4 confirms that the proposed method have better performance in
terms of embedding capacity and imperceptibility.

4. Conclusion

In this chapter, two multilevel steganography models are proposed. Normally, the require-
ment of data hiding application varies from application to application. The proposed models
are designed such a way that the customization may be done as per the requirement of a
particular application. That means, number of embedding and extracting levels, number of
messages to be hidden, and number of cover objects to be used etc. are customizable. The
suggested model enhances the security level of the steganography technique in terms of
imperceptibility as well as capacity. The stego-object, usually does not seem suspicious, since
it looks similar to the original object to the general observer. An adversary may be satisfied
with the decoy as the hidden message and may not use additional tools to look further. The
authorized receivers have information about the hidden message, as well as the information
required to extract the message. Hence, it can be concluded that the proposed models
enhanced potentially more security to information hiding.
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