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Abstract

Taking into account the criticality of the “human factor,” the probabilistic approach for
analysis is proposed, including: a model for predicting and assessing the level of systems
information security, considering random events, including dependent events; model of
information-psychological impact on staff; methodical approach for analyzing an influ-
ence of staff qualifications and psychological conditions on the level of system information
security. The effectiveness of the application is demonstrated by examples.

Keywords: human factor, information security, information-psychological impact,
predicting, assessment

1. Introduction

Information systems are of high importance in organizations, industrial process, banking
sector, etc. The “human factor” accounts for approximately 70% of information security
breaches. Staff are one of the parts of information system. The influence of the “human factor”
on the level of system information security is considered in various articles and standards. In
particular, the international standards ISO/IEC 27002 provide recommendations for work with
staff at various stages: prior to employment, during employment, termination, and change of
employment [14]. The reliability of information system operation and the level of information
security depend on different conditions. Wrong actions and inactivity of staff and untimely
performance of job duties can lead to violations of integrity, availability, and confidentiality of

© 2018 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of the Creative
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the information. As a result they influence the level of system information security. The staff of
information system have certain characteristics that affect a level of system information secu-
rity as well as technical and software components. Such characteristics form mental state and
psychophysical properties of staff. In addition to attacks on the information system
implemented by technical methods, there is also an attack on the staff of the information
system. This attack can be carried out by means of information-psychological impact (IPI). In
this article, it is proposed to consider mathematical models for predicting and estimating the
information security level of information systems, taking into account dependent events and
information and psychological impact on staff, methods, and stages of implementing informa-
tion and psychological impact. The approach to the analysis of staff conditions under the
information-psychological impact is considered. A methodical approach is proposed for ana-
lyzing the impact of qualification and psychological states of staff on the information security
level of the information system. The application of this model is considered.

2. Mathematical models for estimating the level of information security
considering the impact of staff qualifications and psychological state

2.1. Model for predicting and assessing the level of systems information security
considering dependent events

The boundaries of the conditions for the provision of procedures for modeling secure informa-
tion systems in terms of compliance with integrity, availability, and confidentiality, and the
information circulating in them [9, 12, 25] is estimated by the possibility of realizing their
technical characteristics in real devices and conditions [2, 13, 15, 22, 23]. In particular, the
ready-made nodes of known information systems are separate technical devices with charac-
teristics corresponding with their passport data. They provide the possibility to choose the
topology of the information system within the limits of the compatibility characteristics of the
system nodes [2, 4, 13, 15, 22-24]. At the same time, consideration of this approach to modeling
allows to choose the priority of providing information security criteria such as integrity,
availability, and confidentiality, which are generally interdependent in the construction of an
information system and analysis of the possibility of ensuring maximum levels of values of
these criteria. It means that depending on the conditions, tasks, which should be solved, and
the purpose of building and information system, first of all, it is more important to ensure
integrity; second, if availability comes, then it is confidentiality or in another sequence.

This sequence may be due to the complexity of the information system, its configuration, the
characteristics of the individual nodes, which are involved in its composition, and external
factors that affect the operating conditions. The opinion of experts [12] who make decisions on
estimating the values of the parameters of the safety criteria, based on an analysis of the
physical characteristics of the information system under consideration, plays an important role
in the implementation of this approach. The theorem on the multiplication of the probabilities
of dependent events is at the heart of the approach for estimating the parameters of safety
criteria [5]. This is due to the dependence of the safety criteria which is described above,
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estimated by mutual influence in the analysis of the characteristics of the information system.
For example, a separate information system node is a complete single device with specific
technical characteristics that are individually responsible for the likely conditions for ensuring
either integrity or availability or confidentiality. At the same time, by virtue of the technical
implementation, this node cannot be ideal from the point of view of safety criteria and cannot
provide only either integrity or availability or confidentiality, since the information that must
have a certain level of each criterion will circulate in it. And the characteristics of this node will
extend to a certain part of the information system, which also estimates the important condi-
tions for ensuring its security [26]. The security of information, in the sense of analyzing the
probability of the existence of safety criteria, in the information system can be represented in
the diagram of sets shown in Figure 1.

If the integrity (I), availability (A), and confidentiality (C) are separate sets, then security (S) is
the intersection of these three sets.

It means that it is necessary to ensure both integrity, and availability, and confidentiality to a
specific value of the appropriate criterion, estimated for each particular information system in
order to ensure security [12, 25]. In its turn, from the point of view of ensuring the probability
of the information system security and due to the interdependence described above, integrity,
availability, and confidentiality are conditional signs. Then the probability of security should
be considered in the following way (Eq. (1)) [12]:

p(Sec) =p(InANnC). (1)

The figure shows a graphical interpretation of the product of the corresponding events I, A,
and C for which the following expression is valid (Eq. (2)):

p(INANC) = p(I) - p;(A) - p4(C). 2)

Since the events of ensuring integrity, availability, and confidentiality are dependent, then the
probability of producing these events according to the multiplication rule for the probabilities
of dependent events, is (Eq. (3)):

Figure 1. Presentation of integrity, availability, and confidentiality using sets.
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p(L-A-C) =p(I)-p(A/I) - p(C/T- A). €)

To describe the case, the probability of coexistence of several dependent events is equal to the
product of the probabilities of these events, and the probability of each next event in the order
of recording is calculated if all the previous ones also take place.

It means that the probability of ensuring both integrity and availability and confidentiality of
information is equal to the product of the probability of ensuring integrity to the probability
of providing availability if there is ensuring of integrity and the probability of ensuring of
confidentiality while integrity and availability are provided.

As it was mentioned before, the priority of the place of writing in the formula of the
corresponding probabilities can be estimated by the experts” opinion, taking into account the
complexity of their calculation, caused by the need to implement the corresponding values of
the safety criteria levels, according to the physical expressions which describe these criteria
levels [12].

Thus, the described approach makes it possible to model various information systems based
on real physical characteristics that allow to predict and evaluate the levels of safety criteria,
taking into account the experts and experts” opinions, and it is actual and necessary in practical
implementation nowadays [12]. The information security level of the information system can
be estimated according to the calculated values (1).

2.2. Model of information-psychological impact on staff

Along with the impact on the technical and software components of the information system,
there are also effects pointed to the staff of the information system (Figure 2). They are
information-psychological impacts (IPI) [6-11]. They can lead to a change in the characteristics
of employees that are the subject of IPI; as a result, the information security level of the
information system may change. As a rule, IPI data are usually transmitted through common
communication channels.

Information System

» Technical and software components

Y S

Impacts

Figure 2. Impacts on the information system.
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2.2.1. Stages of implementation of information and psychological impact

It is possible to single out the following stages of IPI implementation [6-11]:

1.
2.

The subject determines the goals to be achieved by IPI.
The subject determines the object of IPI.

The subject collects information about the IPI object and investigates the psychophysical
characteristics of the IPI object in order to detect subject matters of the IPI object and their
characteristics (the subject is understood to be a component of the IPI object that deter-
mines its possible characteristics; one characteristic may belong to several IPI objects).

The subject chooses the most appropriate means of influencing the IPI object and the
communication channel, based on the data of points 1-3. Each of the means affects the
relevant objects of influence and their characteristics.

The subject forms a message for the IPI object.

The subject implements an impact on the IPI object, with the aim of achieving a sustainable
change in characteristics. To do it, the generated message is coded using the selected IPI
tools and sent via the selected communication channel to the object.

The IPI object decodes the received message.

The decoded message affects the characteristics of the IPI object; as a result, they change,
and there is some possibility of appearing/disappearing new characteristics.

In Figure 3, the scheme of IPI is shown.

2.2.2. Formal IPI model

The formal model of the IPI process is proposed [7, 8, 11]. For the IPI object Obj there is a set of
subject matters Sub;, and a set of characteristics (Eq. (4)) is defined for each of them:

IPI object

Subject of [PI

Message

Characteristics 1

Means and methods Eommination

of IPI channel

Characteristics K

Subject-m atters M

Figure 3. Scheme of IPL
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Obj = {Subr, ..., Sub,}, Sub; = {Char, ..., Char}. (4)

Each object can have several characteristics. Dependence of objects and their characteristics is
estimated in the matrix of properties. In the columns, the subject-matters of the IPI object are
indicated; in the lines, characteristics are indicated; at the intersection, their correspondence is
denoted (Eq. (5)):

Suby(Chary) Sub,(Chary) ... Sub,(Chary)
Obj — Suby (Chars) 1 ... Sub,(Char,) )
1 Sub,(Chary) ... Suby(Chary)

The subject has many means of impact that do not always correspond with articles of the
IPI object; this is proposed that the set of means of the subject’s impact is defined as S =

(S1,....S).

Each of the means of impact S; is applied for the purpose of changing the property Sub;(Char,,)
and affects different objects and their characteristics in different ways. The result of such a
change will be denoted Ef which can be equal to zero or be negative (that means it has the
opposite effect to the aims of IPI) and can be positive (it means it can have an effect
corresponding with the goals of the IPI).

i,m,j’

Realization of IPI for m-characteristics (Eq. (6)):

(Sub;(Chary), S;) = Ef; v (6)

For the case when the IPI object possesses articles with characteristics, and the subject has
means of impact, this is proposed to obtain the matrix of efficiency of IPI; in the columns, the
articles of the IPI object are indicated; in the lines, characteristics are indicated; at the intersec-
tion, their correspondence is denoted (Eq. (7)):

Efl,l,l Ef1,1,2 Efl,l,l
E E ... E

S — f1,2,1 f1,2,2 f1,2,l ' (7)
Efn, 1k1 Efn,kZ t Efn,k,l

The sum of all impacts on the m-characteristic is described by Eq. (8):

l
> (Subi(Char,,), S;) = Ef, (®)

=1

where the efficiency is provided when the matrixes are added in stages, which means that
several IPI tools can affect one characteristic. The formal model of IPI implementation can be
written in the following form (Eq. (9)):
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1 ... Sub,(Chary) 1 .. Ef. 1
I
_ Suby(Chary) ... Sub,(Chary) , Ef,y ... Suby(Chary)
(Ob],S) - ]_Zl 1 1 'Sj' Ob] B 1 Subn(ChﬂVk+1)
1 1 Efy; o 1
©)
Operation « - » has the following properties:
1. Sub;(Chary,) - S; = Ef i mj
2. Subi(Chary,) - S; = Ef, ,, ; = 1—the property Sub;(Char,,) has disappeared.
3. Subi(Chary) - S; = Ef, ,, ; = 0—the property Sub;(Char,,) has not changed.
; 1, if the property continues being absent, 10
"""\ Subs(Chary), if the property has appeared. (10)

The result of the malefactor’s attack on the IPI object is a matrix of properties, which will take
the changed form (Eq. (11)):

1 Efis; 1
Ef, 1 ... Sub,(Ch
Ob] _ fZ,l,] u ( 117’2) (11)
1 Suby(Chary) ... Suby,(Chary)

Some of the properties resulting from IPI may remain unchanged; others are replaced by
Ef im,j*

2.2.3. Mathematical model of information-psychological impact

The change in the property which undergoes IPI can be described by equation or model [11,
16-19] (Eq. (12)):

K'=f(H,P), (12)

where P is the characteristics of the IPI object, H is the characteristics of the IPI (means of
impact), and K is the response (the level of change). As the characteristic of IPI, we will use H
as the effectiveness of implementing the means of influencing the property Ef; , . Thus, the

equation takes the form (Eq. (13)):

K =f((0bj,S),P). (13)

239



240

Probabilistic Modeling in System Engineering

Eq. (12) makes it possible to evaluate the change in the properties and the response of an object
to IPL In our case, staff are considered as the IPI object. Eq. (13) of the change in the property
and the human reaction to the effects is given in articles [11, 16-19] and has the form (Eq. (14)):

2
d—z—I——ZF\/m-d—Y—i—iY:X, (14)
df QF, dt (@Q?

where F is the frustration; Fy means some value of the level of frustration, considered normal
or threshold; A is the aggression; Q means the time parameter; R is the stiffness; X means the
effectiveness of information-psychological impact; and Y is the reaction level. These parame-
ters are measured in conditional scores. They can be estimated using psychological tests and
an expert method. This is proposed to use Eq. (11) to estimate the change in the property of the
IPT object as a result of the action. The transfer equation for Eq. (14) has the form (Eq. (15)):

_ Q*Fo
~ RQ*p2Fy + 2QFVRAp + AFy’

Wi(p) (15)

2.3. Methodological approach for analyzing the impact of staff qualifications and
psychological conditions on the level of systems information security

Employees’ qualifications, mental state, and psychophysical properties can act as their charac-
teristics.

2.3.1. Staff qualification assessment
This is a proposed estimate of staff’s qualification in an expert way:

* k=0 if the staff of the information system are idle in the case of vulnerabilities, technical
malfunctions are idle in the technical and software components of the information system
[27, 28].

e k < 1 if the staff of the information system fail to remove vulnerabilities, technical
malfunctions fail in the technical and software components of the information system in
time [27, 28].

e k=1 if the staff of the information system eliminate vulnerabilities, technical malfunctions
eliminate in the technical and software components of the information system in time [27, 28].

e k> 1 if the staff of the information system independently detect and fix vulnerabilities
(temporary solutions, before the release of the update from the manufacturer) in the
technical and software components of the information system, technical malfunctions are
prevented [27, 28].

The limiting minimum value for the staff’s qualification k is 0, because staff does not create
vulnerabilities and technical malfunctions in the technical and software components of
the information system. The maximum value for the staff’s qualification k is 3; in this case the



Probabilistic Analysis of the Influence of Staff Qualification and Information-Psychological Conditions on...
http://dx.doi.org/10.5772/intechopen.75079

security service includes a large number of highly skilled employees who can increase labor
productivity working together.

The estimation should be carried out separately for each component because maintenance of
various components of the information system is implemented in different ways. This is
proposed to define the malfunction as various malfunctions in the operation of the information
system components that require staff intervention to eliminate them. This is proposed to
understand vulnerability as a defect of information system that can violate its integrity, avail-
ability, and confidentiality and cause a malfunction.

2.3.2. Impact of staff’s psychological conditions on labor activity

During the work activity, the staff of the information system may be in different psychological
conditions. The effectiveness of the staff depends on what psychological state they are in. The
following states can be distinguished as [3, 20, 29]:

¢  Optimum working condition ensures the greatest efficiency of activity. It is characterized
by the presence of a conscious goal of activity, high concentration of attention, aggrava-
tion of memory, and activation of thinking. The electroencephalogram shows that in this
state, the brain rhythms mainly lie in the beta range.

* The state of tense activity arises in the course of work in abnormal situations. Mental
tension develops directly in proportion to the difficulty of the task. Easy tasks are solved
with minimal effort; complex and new actions require a higher degree of mental pressure.
Mental tension is a physiological reaction of the organism, mobilizing its resources to
perform more difficult tasks. Mental tension stimulates the physical and mental processes
of the human body, which increases its adaptive abilities. The tension reaction develops in
a responsible environment, as well as when people perform complex production tasks, if
they change the stereotype of actions and habitat and if they are under the influence of
extreme conditions. Under the influence of mental stress, vital body functions such as
metabolism, circulation, and respiration change. If in the behavior of a person, there is
some general concentration, the actions become clearer, the speed of motor reactions
increases, and physical performance improves. At the same time, perception becomes
aggravated, the process of thinking is accelerated, memory is improved, and concentra-
tion of attention is increased.

It should be remembered that the dependence of the efficiency of labor activity (working
capacity) of employees on the level of tension of its functional systems is parabolic. It was
found out that mental stress has a positive effect on the result of labor up to a certain limit.
Exceeding the critical level of activation leads to a decrease in the results of labor up to a
complete loss of efficiency.

e Fatigue is a functional state of a person, temporarily occurring under the influence of
prolonged or intensive work, accompanied by a decrease in its effectiveness. Fatigue is
caused by the depletion of body resources during prolonged or excessive activity and is
characterized by a decrease in motivation to work, a violation of attention and memory.
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At the physiological level, the appearance of a protective inhibition of the central nervous
system is noted. Fatigue may eventually go into the exhaustion, which requires a longer
rehabilitation to get it over.

®  Stress is a state of increased and prolonged pressure associated with the inability to adapt
to the requirements of the habitat. This condition is caused by the long-term impact of
environmental factors, exceeding the possibilities of the organism adaptation. It is charac-
terized by mental stress, a sense of frustration, anxiety, and worry, and in the last stage,
indifference and apathy appear. At the physiological level, there is a depletion of adrenal
hormone stores, muscle tension, and a two-phase activation of the autonomic nervous
system.

Figure 4 shows the possible dynamics of staff states. The transition between states can occur
both as a result of labor activity and under the influence of information-psychological impact.

The effectiveness of staff for different psychological conditions is a quantity with no dimension
and can be estimated in the following way:

e For an optimal working condition, the efficiency of labor activity will be estimated as
(Eq. (16)) [3, 20, 29]

E=k (16)

where k is the qualification of the staff.

e  For the state of intense activity, the efficiency of labor activity will be estimated as (Eq. (17))
[3, 20, 29]

E=—af +bt+k (17)

where k is the qualification of the staff, a [1/h?] and b [1/h] are parameters that estimate the rate
of staff fatigue, and t [h] is time.

Optimal working state

State of tense activity e R
\
\\\ \\
.3 \
N M ]
Fatigue state ~-> Stress |

| >
7
&
7/
"
v

L4

State of relaxation

Figure 4. Possible dynamics of staff transitions in the course of labor activity.
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e  For the state of fatigue, the efficiency of labor activity will be estimated as (Eq. (18)) [3, 20,
29]

E=k-bt, (18)

where k is the qualification of the staff, b [1/h] is the parameter that estimates the rate of staff
fatigue, and t [h] is time.

e For the state of fatigue, the efficiency of labor activity will be estimated as (Eq. (19))
[3, 20, 29]

E =k —sbt, (19)

where k is the qualification of the staff, b [1/h] is the parameter that estimates the rate of staff
fatigue, s is the reaction to information-psychological impact, and t [h] is time.

e  The efficiency of labor activity is equal to zero for the state of relaxation.

2.3.3. Mathematical model of information system operation

The information system consists of various technical and software components; each of them
can have vulnerabilities and fail due to a technical malfunction. Vulnerabilities and technical
faults pose a threat to the confidentiality, integrity, and availability of information. This is
proposed to represent the information system as a set of queuing systems [26-28]; each of
them simulates the dynamics of vulnerabilities and technical faults that threaten the confiden-
tiality, integrity, and availability of information. The input of the described system receives a
non-stationary Poisson stream of requests (vulnerabilities and faults). This model is presented
in Figure 5, where A(t) is the speed of detection of vulnerabilities or faults that threaten the
confidentiality, integrity, or availability of information; E is the effectiveness of staff to ensure
the confidentiality, integrity, or availability of information; and T, is the average time to
eliminate the vulnerability or malfunction.

The average speed of elimination of vulnerabilities and faults of the information system will be
described in the following way (Eq. (20)):

U= Eu, (20)

where 1, is the average speed of elimination of the vulnerability and malfunction.
The assessment of 1, will be estimated in the following way (Eq. (21)):

1

a

The average number of vulnerabilities and faults in the information system will be the sum of
the average number of vulnerabilities and faults that threaten the confidentiality, integrity, and
availability of information (Eq. (22)):

243



Probabilistic Modeling in System Engineering

Confﬁ@ Intelrity Bability

,1“’(1')

,](3)(t)

N (® 0] N®

()
E(l)

Information system

Figure 5. Model of changes in the state of security of the information system, taking into account the staff activities.

A™(t) 4+ J/\m(T)erT : (22)
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When E™ is equal to zero of vulnerability and faults, the average number of vulnerabilities
and faults will be estimated as (Eq. (23))

N (t) = JA’"(T)erT. (23)

Pn<t) L [Ntl(t)]ne—N,l(t). (24)

Thus, the probability of the absence of vulnerabilities and faults is (Eq. (25))

Py(t) = e Ne®), (25)

In general, based on the proposed models, it is proposed to estimate the security of the
information system Pjs(t), taking into account the impact of staff qualifications and psycho-
logical conditions, as (Eq. (26))

Pis(t) = Psec () + Po(t)(1 — Psec (1)), (26)

where P, (t) is estimated from Eq. (3).
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To analyze the influence of the human factor on the properties of each component of the
investigated information system, one can consider, as (Eq. (27)) [1]:

Py(t) = Pi(t) + Por(t)(1 — Py(t)),
Pa(t) = Pa(t) + Poa(t)(1 — Pa(t)), (27)
Pe(t) = Pe(t) + Poc(£)(1 — Pe(1)),

where Py;(t), Poa(t), and Poc(t) are the likelihood of the absence of vulnerabilities and faults in
the component providing integrity, availability, and confidentiality.

3. Example of using models

Let us consider an information system, consisting of an X router and a file server under the
management of the operating system Y. Users who are allowed to have an access connect to
the router through a Wi-Fi connection and get an access to files according to the permitting
access system.

In this information system, confidentiality, integrity, and availability are provided by means of
a router and a server running the operating system Y.

It is possible to infringe the security of the information system by violating the performance of
one of the components which are responsible for confidentiality, integrity, and availability.

As the experience of practical studies [12] has shown for 802.11 wireless networks in calculat-
ing the probability values of safety criteria, it is advisable to take noise immunity coding into
account for the estimation of integrity. But it is necessary to take modulation efficiency and
bandwidth usage technology into account for the estimation of availability, and it is important
to take cryptographic strength of encryption into account for the estimation of confidentiality.
Then the expression for the probability of ensuring the security of information takes the form

(Eq. (28)):

p(Sec) = p(I) - p(A/I) - p(C/IA), (28)
where
p(I) = p(coding_immunity), (29)
p(A) = p(Effect_of _modular_technological_use_of _frequencies), (30)
p(C) = p(cryptographic_strenght_of _encryption), (31)

With a more detailed representation of the parameters (Eq. (32)):
p(I) =p(r,R), (32)
p(A) =p(S,SNR, V,,p,,, parametr_t), (33)
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p(C) =P (N7 Pouin erability’ COH’Z), (34)

where R is coding rate, r is relative redundancy of coding, S is spectral efficiency, SNR is a
signal-to-noise ratio, V,, is modulation rate, C is the real throughput, p,, is the probability of a
bit error, parametr_t is a parameter that estimates the effectiveness of the selected technology
for the use of the frequency band, N is the number of possible combinations with the selected
encryption (coding), po,, erapiir, 15 Probability of the protocol’s vulnerability, and com is pass-

word complexity. This makes it possible to choose the most flexible algorithm for modeling an
information system with the required level of security [9].

Thus, perhaps there are five more options for writing and using the applied expression for
multiplying dependent probabilities. Perhaps, because of the complexity of accounting for
modeling the network with a great number of parameters in the above expressions, experts
believe that in the proposed formula for calculating security, the probability of availability
should be put on the first place, the second one should be given to the conditional probability
of confidentiality, and then the conditional probability of integrity comes.

If it is possible to ensure security while ensuring integrity and confidentiality considering
integrity and availability in the context of integrity and confidentiality, the expression for the
probability of network security will take the following form (Eq. (35)):

p(Sec) = p(I) - p(C/I) - p(A/IC), (35)

and so on.

Different variants of writing these expressions are fair to use then; it is more advantageous to
calculate safety when taking into account the corresponding described conditions. For differ-
ent networks, the probabilities of security criteria will be described by different physical
expressions and different number of parameters in these physical expressions [5, 12].

For different information systems at different stages of the technological process that they
implement, it may be expedient to differentiate the priority of providing information security
criteria (integrity, availability, confidentiality), including the exclusion of some of them. For
example, in information retrieval systems that provide users with a legislative basis or a database
of threats, it is primarily necessary to ensure the integrity and availability of information, while
ensuring confidentiality is not required, since information is publicly available.

Obtaining probability values is a separate research area and requires a separate assessment
technique [12]. Values of the probability of ensuring integrity, availability, and confidentiality
for various information systems are given in Table 1. These values are obtained on the basis of
practical experience [21].

Table 2 shows the average time to resolve vulnerabilities and faults for components of various
information systems.

Table 3 provides statistics on the intensity of vulnerability and fault detection for components
of various information systems.
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Let Obj, (object IPI) be the staff possessing such things as Sub; which is the relation to any
facts, events, phenomena, and members of a society [11]; Sub, is a mental state [11]; Subs is the
physiological state of the staff [11]. Things such as Sub;, Sub,, and Subs have intersecting sets of
properties (concentration, fatigue, understanding, emotionality, etc.).

Using Eq. (14), this is proposed to estimate the reaction to the information-psychological
impact. Depending on the characteristics of the staff, the reaction can be both sustainable (staff
can do their duties; their effectiveness is defined as Eq. (19)) and unstable (staff is incapable). In
the case of an unstable reaction, the graph of the reaction level of the staff is periodic; in the
case of a stable reaction, the graph of the reaction level of the staff will not be periodic. Figure 6
presents examples of the dependence of the level of staff reaction on the information and
psychological impact.

Let the staff in question have the following characteristics, obtained from the results of the
psychological tests of Eysenck: F = 16, Fy = 10, A = 4, and R = 9. Doing so, this is proposed to
assume that the staff, being under the IPI, will not purposefully violate the technical and
software components of the information system.

Using Eq. (26), this is proposed to estimate the probability of the security of the information
system. Figure 7a—c shows the probability of the security of the information system,
depending on the coefficient of staff work and their state, for the first, second, and third cases.

Probability p( Sec) Availability Confidentiality Integrity
For Case 1 0.85 0.88 0.86

For Case 2 0.74 0.85 0.9

For Case 3 0.91 0.82 0.64

Table 1. Probabilities of ensuring integrity, availability, and confidentiality.

T, Availability Confidentiality Integrity
For Case 1 0.019 0.016 0.023
For Case 2 0.04 0.021 0.3

For Case 3 0.01 0.001 0.03

Table 2. Average time and speed of vulnerability and malfunction elimination.

A Availability Confidentiality Integrity
For Case 1 0.00366 0.002 0.0077
For Case 2 0.001 0.0047 0.01781
For Case 3 0.00146 0.0023 0.00724

Table 3. Statistics of the intensity of vulnerability and fault detection for components of the information system.
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Figure 6. The level of the subject’s reaction to information and psychological impact.
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Figure 7. Probability of the information system security, depending on the employees” workload and their condition [(1)
optimal condition, (2) fatigue status, (3) state of stressful activity, (4) stressful condition (impact on staff)].
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Figure 8. Probability of the information system security at the level of staff qualification is equal to 1, depending on the
condition of the staff [(1) optimal condition, (2) state of fatigue, (3) state of tense activity, (4) stressful condition (impact on

staff)].

At first, the results of IPI on staff are not apparent, so the graphics are depicted from 1 hour of
the operation of the information system.

It can be seen from the graph that upgrading the skills of staff leads to an increase in the
probability of security of the information system. Thus, the high qualification of the staff can
compensate the information and psychological effects on the staff and their fatigue from

prolonged activities.
Figure 8a—c shows the probability of security of the information system for the first, second,

and third cases, respectively, if a staff qualification level is equal to one, depending on the
condition of staff. Figure 8d shows the probability of the security of the information system for
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Figure 9. Time diagram of exemplary actions of cyber malefactors and psychological conditions of staff.

the third case, taking into account the recess for recovery. However, the time for the restoration
process itself was not taken into account. Figure 8e shows an enlarged transition fragment
after recovery for Figure 8d. A time interval equal to the average working day was taken for
consideration.

At the initial stage of operation with a stressed state, the probability of ensuring the security of
the information system is higher than at the optimal state, but this is a temporary effect; as it
can be seen from Figure 8a with prolonged operation in the stressed state, the probability of
the information system safety is lower than at the optimal state. With an optimal state, the
probability of ensuring the security of the information system is higher than if staff are in a
state of fatigue or under the influence of IPI in a stressful state. Figure 8d shows that if the staff
use the break to restore their original characteristics, the probability of the information system
safety increases.

For example, on December 23, 2015 [1], Ukrainian power companies experienced unscheduled
power outages impacting a large number of customers in Ukraine. The outages experienced on
December 23, 2015, were caused by external cyber attackers. After extensive reconnaissance of
the victim networks, the telephone tdos attack was conducted on staff. As a result staff did not
notice that substations disconnected in time. Exemplary actions of cyber malefactors and
psychological conditions of staff are shown in the time diagram of Figure 9.

The received results coincide with the data obtained in the course of practical activity by
interviewing the staff and owners of information systems, so it confirms the effectiveness of
the proposed model for estimating the level of systems information security based on proba-
bilistic analysis of the impact of their staff qualifications and psychological state.

Thus, to ensure the security of the information system, it is essential to take into account the
abilities of staff. It is necessary to take into account the qualification of staff, which can change
the probability of security of the information system characterized by technical and functional
construction according to Eq. (1), from values p( Sec) to 1, to monitor the condition of the staff,
keeping them in in an optimal working condition with breaks.

4. Conclusions

The proposed method allows to use the probabilistic assessment of the system information
security, taking into account the technical characteristics of the components of the information
system, the qualifications of the staff, the mental state of the employees, and their psychophysical
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characteristics. Their permanent use in system life cycle helps to increase information security
and decrease a potential danger of “human factor.”
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