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Abstract

Free circulation of goods is the major pillar of the single united market of European 
Union’s (EU) member states and main motivated power of competitiveness and eco-
nomical acceleration in EU. By using the legislative were defined base requirements on 
goods and also high level of authorized interest protection of goods users. The main 
changes in H&S (Health and Safety) management and also in Machinery safety started 
after implementation the Framework Directive 89/391/EEC and Directive 89/392/EEC in 
1989 year. Directive 89/391/EEC implements systematical tools in H&S management as: 
H&S politics, Risk Management, education requirements, review activities, employee’s 
involvement in H&S procedures. Directive 89/392/EEC, on the present time 2006/42/EC 
directive, implements for machinery producer or its contractor duties to access risk for 
each stage of machinery life cycle and implement adequate measures. These legislative 
requirements had changed all procedures and rules, which were used in H&S area.

Keywords: safety management, risk assessment, equipment criticality, maintenance, 
safety integrity

1. Introduction

Legislation defines a framework of organization operations and their fulfillment is a part of 
organization’s business policy. Accepting customer’s requirements also means fulfillment of 
legal requirements (e.g. laws, standards, regulations) [1, 2].

Risks management is a basic tool for demonstration of meeting the requirements in different 
areas of organization management (e.g. occupational health and safety, accidents prevention, 

critical infrastructure, dangerous substances transportation, environmental or financial require-

ments). Management of the organization often times is kind of “lost” while determining effective 
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economical actions to be able to follow the required legal frameworks of a business environ-

ment or achieve its own and more difficult goals. Benefits of the decision-making process, their 
reliability and efficiency are determined by a risk assessment analysis, which is increased by 
improper applied processes, risk assessment methods and a measurements selection for their 

management [1, 3, 4].

ISO 31000:2009 standard allows us to globally understand the risks assessment versus 

“unwanted losses” on an integrated level of all the management activities. However, this inte-

grated management requires specific processes and methods of the risks management, which 
is derived from the system/object properties, risks assessment goals and processes manage-

ment level in the organization [3].

2. Safety legislative requirements

Risks assessment is a basic requirement of technical systems safety and occupational health 
and safety (OHS) management.

2.1. Occupational health and safety management

Human legal requirement is a basic for assessing the safety level at work by meeting the minimal 
requirements which is defined by Council directive 89/391/EEC (“Framework Directive”); on the 
introduction of measures to encourage improvements in the safety and health of workers at work.

The scope of this Directive is defined for employers and employees in all sectors of the pro-

ductive and non-productive sphere [1].

The Directive defines general requirements for prevention for an employer, who is obliged to 
apply the general principles of the prevention when implementing the measures necessary 

to ensure the safety and health protection at work, including the information, education and 

organization of work and tools. These principles include [1]:

• Exclusion of the hazard and the possible resulting risk.

• Risk assessment that cannot be excluded, especially while selecting or using working tools, 

materials, substances and methods.

• Implementation of the measures to eliminate hazards at the site of their occurrence.

• Prioritization of collective protective measures against individual protective measures.

• Planning and implementing a policy of the prevention through the safety working tools, 

technologies. methods, improvement of the working conditions with regard to working 

environment factors and through social measures.

The Directive application can be defined as follows:

• It is applied to all public and private areas, such as industry, agriculture, commerce, ser-

vices, education, culture, leisure, and so on.

Risk Assessment112



• It does not concern areas, where specific public services and activities are involved, e.g. mili-
tary and police activities or civil protection activities that may conflict with its requirements.

A number of specific directives (see Figure 1) have been adopted to implement the require-

ments of this Directive as individual directives within the meaning of Article 16 (1) of Directive 

89/391/EEC in the following order (1. e.g. first individual Council Directive, etc.):

1. 89/654/EEC of 30th of November 1989 concerning the minimum safety and health require-

ments for the workplace.

2. 2009/104/EC (original 89/655/EEC) of 16th of September 2009 on the minimum health and 

safety requirements regarding the use of work equipment by workers at work.

3. 89/656/EEC of 30th of November 1989 concerning the minimum health and safety require-

ments for the use of personal protective equipment by workers at work.

4. 90/269/EEC of 29th of May 1990 on the minimum health and safety requirements for the 
manual handling of loads, especially where is a risk of injury to the lumbar spine of workers.

5. 90/270/EEC on minimum safety and health requirements for work with displaying units.

12.

92/104/EEC

11.

92/91/EEC

10.

92/85/EEC

9.

2006/25/EC

8.

92/58/EEC

7.

2000/54/EC

6.

2004/37/EC

5.

90/270/EEC

4.

90/269/EEC

3.

89/656/EEC

2.

2009/104/EC

1.

89/654/EEC

89/391/EEC

Ar�cle 16 (1) 

20.

2013/35/EU

13.

93/103/EC

14.

98/24/EC

18.

15.

1999/92/EC

17.

2003/10/EC

16.

2002/44/EC

19.

2006/25/EC

I. list

2000/39/EC

II. list

2006/15/EC

2009/148/ES

III. list

2009/161/EU

Figure 1. Relation between commission directive 89/391/EEC and individual council directives in accordance with 

Article 16 (1) [1].
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6. 2004/37/EC of the European Parliament and of the Council of 29th of April 2004 on the pro-

tection of workers from the risks related to exposure to carcinogens and mutagens at work.

7. 2000/54/EC of the European Parliament and of the Council of 18th of September 2000 on 

the protection of workers from risks related to exposure to biological hazards at work, 

which is a consolidated directive of the previous Directives.

8. 92/57/EEC of 24th of June 1992 on the introduction of minimum safety and health require-

ments for temporary or site-changing buildings.

9. 92/58/EEC of 24th of June 1992 on the minimum requirements for the provision of safety 
and health signs at work.

10. 92/85/EEC of 19th of October 1992 on the introduction of measures to encourage improve-

ments in the safety and health at work of pregnant workers and workers who have re-

cently given birth or are breastfeeding.

11. 92/91/EEC of 3rd of November 1992 on the minimum requirements for improving the 
safety and health protection of workers in the extractive industry.

12. 92/104/EEC of 3rd December 1992 on the minimum requirements for improving the safety 
and health protection of workers on the ground and underground mining.

13. 93/103/EC of 23rd of November 1993 concerning the minimum safety and health require-

ments for work on board fishing vessels.

14. 98/24/EC of 7th of April 1998 on the protection of the health and safety of workers from 

the risks related to chemical factors at work.

15. 1999/92/EC of the European Parliament and of the Council of 16th of December 1999 on 

minimum requirements for improving the safety and health protection of workers poten-

tially at risk from explosive environment.

16. 2002/44/EC of the European Parliament and of the Council of 25th of June 2002 on the 

minimum health and safety requirements regarding the exposure of workers to the risks 
arising from physical factors (vibration).

17. 2003/10/EC of the European Parliament and of the Council of 6th of February on mini-

mum health and safety requirements regarding the exposure of workers to the risks aris-

ing from physical nuisance (noise).

18. Canceled Directive 2004/40/EC of the European Parliament and of the Council of 29th of 

April 2004 on the minimum health and safety requirements regarding the exposure of 
workers to the risks arising from physical factors (electromagnetic fields), note: replaced 
by 20th Council Directive.

19. 2006/25/EC of the European Parliament and of the Council of 5th of April 2006 on the 

minimum health and safety requirements regarding the exposure of workers to the risks 
arising from physical factors (artificial optical radiation).
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20. 2004/35/EC of the European Parliament and of the Council of 18th of June 2013 on the 

minimum health and safety requirements regarding the exposure of workers to the risks 
arising from physical factors (electromagnetic fields).

Other significant directives on OHS, but not issued as individual directives under Article 16 
(1) The Health and Safety Directives can be classified as:

• Commission Directive 2000/39/EC of 8th of June 2000, which establishes the first list of 
indicative occupational exposure limit values for the implementation of Council Directive 

98/24/EC on the protection of the health and safety of workers from the risks related to 

chemical factors at work.

• Commission Directive 2006/15/EC of 7th of February 2006, which establishes the second list 

of indicative occupational exposure limit values for the implementation of Council Direc-

tive 98/24/EC and amending Directives 91/322/EEC and 2000/39/EC.

• Commission Directive 2009/161/EU of 17th of December 2009, which establishes the third 

list of indicative occupational exposure limit values for the implementation of Council Di-

rective 98/24/EC and amending Commission Directive 2000/39/EC.

• Directive 2009/148/EC of the European Parliament and of the Council of 30th of November 

2009 on the protection of workers from the risks related to exposure to asbestos at work.

2.2. Machinery safety

The Machinery Directive 2006/42/EC on the approximation of the laws for the Member States 

relating to machinery is intended especially for machinery suppliers. For the machinery opera-

tors, the rules required in accordance with Directive 2009/104/EC, which replaced Directive 
89/655/EEC, the so-called “The second individual Directive within the meaning of Article 16 (1) 

of Directive 89/391/EEC on the minimum safety and health requirements for the use of work-

ing equipment by workers at work (Figure 2).

The Machinery Directive covers the use of all technical equipment, including mobile and 
lifting equipment. These devices must be regularly inspected and maintained to ensure their 
readiness and security.

Figure 2. History of legislation on machinery safety and OHS.
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The objective of this directive is to increase the level of equipment safety, with an emphasis on 
the analysis of possible risks in their intended operation and maintenance at the design and 

construction stage of the equipment. Emphasis is also placed on the creation of metering points 
for monitoring the status of equipment by the methods of the technical diagnostics already at 
the stage of the project. This creates conditions to prevent the occurrence of breakdowns and 

possible accidents by defining a real technical state, the impact of which would have an obvi-
ous effect on the safety and health of the operator or public. An important aspect is a detailed 
description of the operational regulations requirements in the native language of the country, 
where the technical equipment is in operation. Then, there are created standardized proce-

dures for informing the operator of the existing hazards and residual risks arising from the 

operation of these devices [1, 5].

In accordance with Annex I, 1 Machinery Directive is a manufacturer of a machine or a com-

plex technical device obliged to define the hazards, that arise during the operation of the 
machine, to estimate the consequences of possible injury or damage to health as well as the 
probability of their occurrence, and then determine and asses risks in order to take measures 

to minimize them. This is also connected with an obligation to provide machine user relevant 

information on residual risks.

These requirements make activities of machinery designers, engineers, manufacturers and 
users of machinery (including maintenance requirements—item 1.6) conditional upon them. 
Relevant activities must be conducted in accordance with risk management rules.

2.2.1. Integrated safety principle

The Integrated Safety Principle is defined in Annex I to the Machinery Directive in five steps, 
as follows:

I. Devices must be designed and constructed in such a way that they are adapted to their 

function and can be operated, set and maintained, so people who use them are not ex-

posed to the risks under the foreseeable conditions, also taking into account their reason-

ably foreseeable wrong use (e.g. operator error).

II. When selecting the most appropriate solutions, the manufacturer or his authorized rep-

resentative, must apply the following principles in the following order:

• Eliminate or reduce risks as much as possible,

• Take the necessary measures to protect against risks,

• Inform users of the residual risks caused by the various shortcomings in the protective 

measures taken, notifying whether special training is required and determining any 
need to provide personal protective equipment.

III. When designing and constructing a machine device and when drawing up the instruc-

tions for use, the manufacturer or his authorized representative must assume not only 

the intended use of the machinery but also his reasonably foreseeable misuse.
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IV. Machine devices must be designed and constructed in such a way that include taking 

into account the limitations to which the operator is exposed as a result of the necessary 

or foreseeable use of personal protective equipment (PPE).

V. Machine devices must be supplied with all the necessary special equipment and acces-

sories to enable them to be safely adjusted, maintained and used.

The objective of the taken measures must be exclusion of any risk for the machine life cycle, 

including the phases of transport, assembly, disassembly, decommissioning and disposal [5–7]!

The instruction manual must inform about residual risks, meaning that informs a user of the 

ways, in which the machine devices should not be used.

A risk (under the Machinery Directive) is defined as a combination of probability and severity 
of injury or injury to health that may result from a dangerous situation!

3. Basic principles of a risk assessment

In the risk assessment in the field of OHS, there are usually used simple methods based on the 
causal model of the accident (hazard → hazard situation → initiation → harm → loss). These 

methods are usually combined according to their use in the individual steps of the risk assess-

ment algorithm (Brainstorming, Check-list, Risk matrix [1–3]).

The basic risk assessment algorithm is a structured logical sequence of steps (Figure 3) [1]. 

It does not matter whether it is a project, process, technology, device or a provided service. 
The analyzed system/object must be broken down into individual elements as is required to 
fulfill a defined task (activity, function). Each element is evaluated separately in terms of the 
possibility of endangering the target role (function). The probability or frequency, with which 
this hazard situation may occur at the time considered (duration of action), is the basis for the 

risk assessment together with the assessment of the severity (consequence) for the target func-

tion. In the financial sector, the risk is also declared positively (as ISO 31000 also accepts the 
concepts of opportunities), while the analysis of technologies and work activities is assessed 

only in relation to negative consequences [3].

Measures derived from the assessed risks are defined either by legislation (relevant directives 
for specific areas—hazards, such as work with display units, noise protection, vibration, etc.), or/
and requirements resulting from the overall culture and the advancement of the organization’s 
management to reduce the risk value to the lowest level possible (risk acceptability level) [1, 8].

Normally, risk assessment for OHS in organizations uses a “Risk matrix” (see Table 1), 

which is based on an assessment of the probability and consequence of the analyzed hazard 
that is determined from work activities [1, 9]. Emphasis is placed on a simple form of an 

evaluation and risk assessment and its understanding by all involved parties (employees, 

third parties, etc.).
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It is essential to apply appropriate tools and procedures to meet legislative requirements. 
These are evolving and changing in terms of requirements for risk assessment, risk man-

agement and health and safety management at work. They can be broken down as follows:
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Analy�cal scope - descrip�on and breakdown of        

a system (system boundaries)

Risk Iden�fica�on

(dangerous proper�es, ac�vi�es, substances, 

endangering objec�ves, impact on goals)

Risk Es�ma�on

Expression of the risk by es�ma�ng the probability 

and result

Their combina�on is a rela�onship:

R = P x D

Is it necessary to 

reduce the risk?

Risk Evalua�on

Expression of the risk level, its acceptability 

(e.g., Low, Medium, High)

New measures adopted to reduce or eliminate risk

No

Yes

End

Risks 

Brainstorming

Check-list

Risk matrix

C/P 1 2 3

1 1 2 3

2 2 4 6

3 3 6 9
High 6, 9

Medium 3, 4
Low 1, 2

Figure 3. Basic algorithm for risk assessment and management.

Consequence Probability

Low Medium Almost certain

Insignificant L L M

Significant L M H

Catastrophic M H H

Risk level L – low M – medium H – high

Table 1. “Risk matrix” example.
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3.1. Risk assessment

• Canceled standard EN 1050 Machines Safety: Principles of risk assessment (1998- replaced 

by EN ISO 14121-1: 2007, nowadays canceled too).

• IEC 60300-3-9 Reliability Management: Part 3, Section 9: Risk Analysis of Technical Systems 

(1995).

• EN ISO 12100 Machines Safety: General principles of machine design; Risk Assessment and 
Reduction (2010), Consolidation of ISO 12100-1 and ISO 12000-2 requirements.

• Canceled standard ISO 14121-1: Machines Safety: Risk Assessment. Part 1: Principles; TNI/
ISO/TR 14121-2: Practical Guides and Examples (2007).

3.2. Risk management

• ISO 31000 Risk management—principles and implementation guides (2009).

• ISO 31010 Risk management—risk assessment techniques (2009).

3.3. Health and safety management systems

• OHSAS 18001:2007: Occupational Health and Safety Management System—Requirements.

• OHSAS 18002:2000: Occupational Health and Safety Management System—Implementa-

tion guide OHSAS 18001.

• New standard ISO 45001:2017, which is used to transform and complement the require-

ments of OHSAS 18001 internationally.

4. Machinery risk assessment standards and tools

The safety issues of machines and machine devices are devoted to a number of harmonized 

standards which have their hierarchy [1] (see Figure 4).

Type A standards: safety standards, providing basic concepts and principles for design, con-

struction and general considerations that can be applied to all machine devices. Basic safety 

standards of Type A include for example EN ISO 12100.

Type B standards: safety standards that mostly take care of only one safety aspect or one type 

of safety device that can be used for a larger amount of machines. They are divided into: Type 

B1 standards, which are related to individual safety aspects (e.g. safety distances, surface 

temperatures, noise, etc.) and Type B2 standards for the relevant safety devices (e.g. different 
shields, pressure sensitive devices, two-hand control device, locking device, etc.).

Type C standards: safety standards for machines that define detailed safety requirements 
for a particular machine type or group of machines. They refer to related Type A and B 
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standards or, if possible, also to other Type C standards and define safety requirements 
and identify the risks and priorities that are required. The principle is that the Type B and 
C standards cannot be repeated or verbally describe the text of the other standards to which 

they refer.

From a legal point of view, any product is safe, which is meeting the requirements of the rel-
evant regulation or where no prescription for this product is meeting the standards require-

ments or corresponding to the state of scientific and technical knowledge known at the time 
of its placing on the market.

In general, the safety assessment rules for health and safety at work are based on the basic 

principle of meeting the requirements of the technical regulations and standards.

4.1. Requirements of EN ISO 12100

The requirements of directive 2006/42/EC support EN ISO 12100—defines the terminology 
and methodology used to achieve machine device safety. The purpose of this standard is to 

provide to the constructors a basic framework for designing safe machines. This standard has 

a historical development from the basic standard EN 292-1, 2, through EN 1050. Now it is 

replaced also EN ISO 14121-1 standard [1, 10].

The standard is principally structured to:

• Risk assessment, i.e. basic principle and hazards identification.

• Risk reduction, i.e. three-step method and measures.

This standard has a list of the potential hazards to be taken into account when designing a 

machine device (examples of hazards are part of Annex B, which is taken from the canceled 

standard ISO 14121-1. Hazards analysis must take into account the entire life-cycle of the 

machine—from its design, construction, manufacture, installation, operation and maintenance 
to its disposal.

Type A

Basic concepts 

and principles for design, 

construcon, terminology

Type B

B1 - Overall safety aspects

B2 - Relevant safety devices 

Type C

Specific safety parts for parcular group of 

machines

Figure 4. Hierarchy of standards for the machines and equipment safety.
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4.2. Risk assessment and reduction strategy

This safety strategy—the risk assessment and risk management steps are defined as follows 
[1, 11, 12]:

Step 1: determination of machine boundaries, including intended use of the 

machine and consideration of its foreseeable misuse (e.g. operator errors),

Step 2: identification of hazard sources and hazardous situations,

Step 3: The risk estimation for each hazard and the resulting hazard situation,

Step 4: the risk evaluation and consideration of the necessary reduction by intro-

ducing measures,

Step 5: elimination of a hazard or risk reduction associated with hazards by apply-

ing appropriate measures (application of the so-called three-step risk reduction 

method).

The first three steps represent a process of risk analysis—a combination of specifications for 
determining the machine boundaries, hazard and hazard situations identification and risk 
estimation.

The overall procedure includes risk analysis and risk evaluation (fourth step). It is the process 

of risk assessment.

The risk management process is based on a risk assessment and proposes to take appropriate 

measures to implement and monitor their effectiveness.

Note: Risk assessment does not include a step of taking measures, only the steps of consider-

ation—the classification of the estimated size of the risk according to the pre-selected scheme 
(e.g. the risk matrix) and the decision-making process “what to do with that now” based on 

the risk acceptance rate.

This risk management process is a basic and unchangeable process, and represents an iterative 

approach (ALARP—As Low As Reasonably Practicable), which the designer or constructor 
must observe in designing the machine, but also the user in managing workplace safety [1, 12].

The designer must consider designing the machine, all anticipated activities (even not 

expected ones during normal use of the machine), production must take into account possible 

risks in a machine manufacturing, the user (or the employer) must ensure the safety of the 

machine in the working environment.

4.2.1. Step 1: determination of machine boundaries

The purpose of this step is to understand the principles of machine operation, the conditions 

and the way it is used. Determining machine boundaries serves to identify sources of hazards, a 

description of possible hazard scenarios while performing the required activities (e.g. machine 
operator and maintenance, visit, or third-party activities performed at the working site), or 

predictable behavior when using the machine by unskilled workers. Also an appropriate  
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procedure is to define the so-called functional machine structures for identifying dangerous 
elements on the machine. It can be, for example a control function, safety function, stability 

function, etc.

Procedures to determine the machine boundaries according to EN ISO 12100 standard [1]:

Usage limits (intended use and foreseeable misuse)

• Operating modes and preventive procedures, including manipulation with the machine 

when misused,

• The way and the place for the machine use (household, industry) by persons, their skills 

and the ability to use the machine,

• Expected level of qualification, experiences, education and capabilities of the concerned 
persons (a maintenance worker, an attendant, an apprentice or public),

• Other persons who may be at risk from the machine (other machines operation, adminis-

trative staff, visits).

A. Layout: range of motion, operating and maintenance area, relationship between the 

machine and power source.

B. Time limit: machine lifespan (parts), maintenance intervals.

C. Other boundaries: properties of the processed material, purity, environment (tempera-

ture, external conditions, etc.).

4.2.2. Step 2: identification of hazards

After determining machine boundaries, the basic step of the risk assessment is to identify 

the types of hazard situation depending on the hazard properties of the machine, taking into 

account each stage of the machine’s life-cycle [1, 4, 8, 9, 11].

Account is also taken of the behavior of the operator [1, 11, 13], e.g.:

• Loss of control by the operator (e.g. manual or mobile machines),

• Improper behavior of the person in the event of failure of the machine, in the event of a 

breakdown or accident,

• Behavior resulting from lack of a concentration or inattention,

• Behavior resulting from the search for options beyond the prescribed procedure (instruc-

tion manual), the “least resistance way,”

• Behavior resulting from the effort to keep the machine running at all costs,

• Behavior of another group of people (children, people with disabilities).

EN ISO 12100 provides a description of 10 types of potential hazards (e.g. mechanical, electri-

cal, thermal, noise, vibration, radiation, ergonomics, etc.), their potential sources and possible 

consequences. It is based on the requirements of the Machinery Directive.

Risk Assessment122



Similarly, it is possible to proceed with identifying hazards in relation to the work being done 

at the workplace in order to assign appropriate personal protective equipment.

4.2.3. Step 3: risk estimation

This is one of the most important risk assessment steps [1, 3, 9, 11]. The level of the risk reflects 
the severity of a hazardous situation and is dependent on the following parameters:

a. Consequence C or the severity of the hazard situation: the impact on health, property or 

environment,

b. Probability P of the damage occurrence that depends on:

• Exposure of the person to the hazard situation, Exposure time: E,

• Probability (or frequency) of occurrence of a hazard situation: P
H
,

• Technical and human possibilities to prevent or limit the range of possible damage: M 

(measure).

The level of risk can be calculated as function of these parameters, using this formula:

  R = f  (E,  P  
H
  , M, C)   (1)

The risk assessment uses simple methods based on the expression of probabilities and conse-

quences and on the risk evaluation, so-called “Risk matrix” (risk rating tool) […].

Usually the level of risk is defined as combination of these parameters:

  R = P × C  (2)

Creating a Risk matrix as a tool for analysis and risk assessment requires establishing criteria 
for estimating probabilities and consequences (Tables 2 and 3).

For the risk assessor, the “common sense” principle must be applied to determine the range 

of the level of the assessed parameter (e.g. from 1 to 3).

4.2.4. Step 4: risk evaluation

The risk matrix (see Table 4) can be created by the “ordinary” multiplication of the individual 

levels assigned to the probability and consequence. The number of levels of the estimated 

Probability Level description of a probability Level

Low Low probability of event occurrence 1

Medium An event can be expected with a higher probability 2

High The probability of occurrence is almost certain 3

Table 2. Description of the probability of occurrence of a hazardous event: P.
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parameters determines the type of matrix, for example, 3 × 3, 4 × 5, 6 × 4, etc. Determining the 

number of levels depends on the depth, to which the risk assessor intends to specify the prob-

ability and consequence of a negative effect.

As can be seen from Table 4, the estimated risk sizes range from 1 to 9. In the next step, the 

risk (risk evaluation) needs to be evaluated, so for the assessor which level is high, medium, 

and low in severity level (e.g. acceptability) of the risk.

Values: 1–2 can be assigned to a low level, meaning small or low risk: L; from 3 to 4: medium 
level: M; from 6 to 9: high level: H.

For a better illustration, the Risk matrix can be adjusted more clearly, where the principle of 
so-called “traffic light” effect is applied, Table 5 [1, 9, 11].

There is no binding rule to determine the level of a risk (e.g. H: high risk, M: medium risk, L: 

small or low risk), whether in qualitative, quantitative or semi-quantitative form. The applied 
methodology depends on the area of investigation (e.g. machine failure and its consequences) 
and data availability (e.g. monitoring machine failures) [6, 11].

Probability Consequence

Negligible Serious Very serious

Low 1 2 3

Medium 2 4 6

High 3 6 9

Table 4. Risk matrix 3 × 3.

Probability Consequence

Negligible 1 Serious 2 Very serious 3

Low 1 L(1) L(2) M(3)

Medium 2 L(2) M(4) H(6)

High 3 M(3) H(6) H(9)

Table 5. Risk matrix 3 × 3 “traffic light”.

Consequence Level description of a severity/consequence Level

Negligible Small event impact range, minimal or no consequence, near-miss 1

Serious Medium range of an event consequence - serious consequence, injury—occupational 
accident (e.g. from 3 days off work)

2

Very  

serious

Large range of an event consequence—very serious consequence, death or mass injury 3

Table 3. Description of the consequence C or the severity of the hazard situation: C.
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Important at this stage of the risk assessment is to ensure sufficient information, e.g. historical 
data about machine failures, near-misses, injuries, accidents, as well as opinions of the experts 

and practitioners in the investigated area or system.

Risk analysis can be done principally in two ways, applied in specific methods [1, 11]:

a. Up-bottom approach (deductive methods)—lead off from information based on statistics 
of accidents and other undesirable events, analysis of their causes and consequences. So it 
is based on the events that have already occurred.

b. Bottom-up approach (inductive methods)—proceeds from the examination of all haz-

ards and consideration of ways in which damage can occur, meaning: from predicting the 

probabilities and consequences of a possible undesirable event.

The choice of these methods depends on the experience and knowledge of the team that deals 

with the assessment process. The inductive methods may have the advantage over deductive 

methods in a more advanced analysis of all possible hazards and hazard situations but on the 

other hand they may be more time consuming.

4.2.5. Step 5: risk reducing measures

Reducing the risk to the residual level is conditional on machines by following the three-step 

method—constructional measures excluding or limiting the risks; by installing the necessary 
protective systems and additional protective measure for those risks that could not be reduced 

or eliminated in the first step; by providing information on residual risks to the machine user 
(by providing the instructions for use) [1, 9, 11].

1. Step: Custom Construction Safety—this phase of the risk reduction is the most important. 
Even the most reliable protective systems and additional protective measures can fail dur-

ing the life cycle of the machine.

2. Step: Safety protection and additional protection measures. Protective covers and protec-

tive devices must be used when their own construction safety has not adequately eliminated 
hazard and so does not sufficiently reduce the risk. In this case, another additional protective 
measure may be applied. Typical examples of protective measures include locking covers, 

light curtains, safety mats, two-hand control and activation switches. Additional protective 

measures are the devices which perform emergency stops, escape routes, equipment for 
manual start of certain parts during emergency stops, communication devices to make emer-

gency calls, disconnection from the power source, handling devices (load lifting), and so on.

3. Step: User manual—information on safe use of the machine must be provided in the re-

quired quality, understandable language and to the extent that all information on the ma-

chine uses and its operating modes. They must inform and warn about the residual risk.

Residual risk—is a risk that remained after the adoption of the implemented measures (pro-

tective measures) so it can be manageable. It can describe protective or safety measures taken 

at the design stage or other additional measures taken by the user of the device, at the stage 

of its operation [1].
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5. Process safety

Machine safety under the Machinery Directive requires an integrated approach to the safety. 
However, the machine is a complex construction that is not only mechanical or electrical, but 

often times it is a complex control unit whose reliable function affects not only machine safety but 
also the whole process [6, 12, 14]. For this reason, safety integration is understood as a require-

ment not only for the safety of the machine itself, but also for the safety of the whole process 

(IEC 61511). Standard IEC 61511 defines requirements for safety control systems of continuous 
technological processes and on the other hand IEC 61508 defines functional safety requirements 
for electrical/electronic/programmable electronic safety systems (Figure 5) [1, 5, 10].

The objective of ISO 13849-1 (Type B-1) is to provide guidance on the design and construction 

of control (safety) systems so the requirement of integrated security is ensured.

A designer—constructor while reducing a risk considers applying safety measures that con-

tain one or more safety features. The parts of machine control systems that provide a safety 

function are called safety-related parts of the control system and labeled as SRP/CP SRP—
Safety related parts; CP—control system). They may consist of hardware and software, but 
may not be part of the machine’s control system.

5.1. Safety control systems

Safety control systems are designed to perform a safety function. It’s the part of the control 

system (or the control system itself) that prevents the hazards. It could be said that it creates 

a barrier between hazards and hazards situation (e.g. shields). For these reasons, the safety 

system must work reliably, under all foreseeable circumstances.

The safety function is implemented by the machine components of the machine control sys-

tem in such a way so it maintains the device (or bring it into a state) in a safe state with respect 

to the specific risk circumstances.

According to ISO 13849-1 standard, this is the function of a machine, whose failure can lead 

to an immediate increase of a risk.

The main task of the designer of the safety system is to avoid hazardous conditions and to 

prevent the possibility of an unintentional machine start.

Process safety

Producer and supplier
Functional safety

IEC 61508

Process management safety systems, 
their integration and utilization

IEC 61511

Figure 5. Relation between IEC 61508 and IEC 61511.

Risk Assessment126



The safety feature may have several parts, e.g. for a protective cover it is possible to define it 
in three steps:

• When the cover is closed, the risks (for which the cover has been constructed) can not en-

danger the person,

• By opening the cover, the exposure to an operational risk must be excluded,

• Closing the cover does not restore the risk.

For safety systems, the use of “safety requirement or after safety requirement” are used as a 
result of their mode. An example of the requirement for the safety function is the interrup-

tion of the light curtain, the opening of the cover, where the operator may require to stop the 
machine parts or leave them without power if they had already been stopped after the safety 

function triggered [1, 5, 10].

The safety function is performed by the machine control system safety parts (elements). The 

safety function begins by sending a command and ends with a response (by doing an activity).

The safety system must be designed with a level of integrity that corresponds to the machine’s 

risk level. Higher risks require a higher level of integrity so the safety performance is ensured. 
The machine safety system can be partitioned to the performance level of the capability to ensure 

the performance of the safety function or otherwise, the functional level of safety integrity.

5.2. Functional safety of control systems

Functional safety—it is a part of the overall safety that depends on the correct functioning of 
the systems or devices in responding to their inputs (stimulus) [1, 10, 15].

Functional safety is the identification of potential hazards based on the activation of protec-

tive or corrective devices or mechanisms to prevent a dangerous event or to reduce the level 

of its consequence.

According to IEC 61508 standard, an example of functional safety is, for example, an overheat 

protection device that uses a thermal sensor in the motor winding to disconnect the voltage 

before it is overheated and subsequently could occur a destruction. But, e.g. a special insula-

tion, resistant to high temperatures, is not an example of functional safety, even though it 

provides protection against the same hazards as a thermal sensor. Similarly, the fixed door as 
an intrusion barrier does not have a characteristics of the functional safety feature, like on the 

other hand, door locked housing.

In order to achieve the functional safety, it is necessary to meet the requirements for:

• Safety function,

• Safety integrity.

Risk assessment is the basis for creating the functional safety requirements: risk analysis pro-

vides the basis for the safety function requirements and risk evaluation forms the basis for 
specifying the safety integrity, i.e. the levels of system properties!
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5.3. Standards for the functional safety of control systems

The basic standards for the functional safety of the machine control systems are [1, 5, 10, 15]:

a. IEC/EN 61508: Functional Safety of Electrical, Electronic/Programmable Electronic Safety 

Systems (Part 1, 2 and 3). This standard is general, not limited to the field of a machinery 
and contains requirements that apply to the design of complex electronic and program-

mable control systems.

b. IEC/EN 62061: Machine Safety—Functional Safety of Safety-Related Electrical/Electronic/
Programmable electronic control systems that are connected with the safety. This is, in 

fact, a specific implementation of the IEC/EN 61508 standard for the machinery. The re-

quirements of this standard can be applied to system level design for all types of electrical 
control systems as well as to not very complex subsystems and devices.

c. EN ISO 13849-1: Machine Safety—Safety Parts of Control Systems. This standard provides 
requirements and guidance for designing, constructing and integrating safety parts of the 
safety control systems (safety-related parts), including the software design. For these com-

ponents, there are specific characteristics that include the power level required to ensure 
the safety function.

d. IEC 61511: Functional Safety. Safety Control Systems of Continuous Technological Pro-

cesses. This standard was developed in accordance with the introduction of IEC/EN 61508 

for industrial processes.

The application of standards has its own possibilities and limitations, e.g. IEC/EN 62061 and 

EN ISO 13849-1 standards, which deal with an electrical safety management systems (later on 

they should be unified), they use different methods to achieve their results, and the user can 
choose them as they are both harmonized under the EU Machinery Directive. The difference 
between them is in a use in different technologies. IEC/EN 62061 standard is restricted to elec-

trical systems only, while the second ISO 13849-1 standard deals with pneumatic, hydraulic, 

mechanical and electrical systems.

5.4. SIL and IEC/EN 62061

This standard describes an extent of the risk, which needs to be reduced but also the capa-

bility of the control system to reduce this risk with the Safety Integrity Level (SIL) [5, 15]. 

In the field of machinery, there are three levels from SIL1 to SIL3 (highest level of integrity) 
are used.

Since the risks may also occur in a different industry, such as the petrochemical, energetic 
or a rail sector, e.g. in the manufacturing industry (applies specific standard IEC 61511), this 
standard also offers another category of the safety integrity level, SIL4.

The SIL category refers to the safety function. The subsystems or elements of the system, 

into which the safety function is implemented, must have the appropriate capability to be 

assigned to a particular SIL category. This capability is called SIL Claim Limit.
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5.5. PL and EN ISO 13849-1

This standard does not use SIL, instead of that; it uses Performance Level (PL), properties level 
or performance. It defines five levels, where PLa is the lowest and PLe is the highest (Table 6) 

[1, 5, 15].

Application of adequate methods of determining SIL requirements depend on organization’s 
risk criteria.

Some standards offer similar methods, e.g. EN 61508 offers three methods: quantitative, risk 
graph, risk matrix and IEC 61511 offers more as semi-quantitative methods, Safety layer 
matrix and Layer protection analysis (LOPA) [5, 10].

6. Risk management

The risk is an occurrence of a random event that can happen with a certain probability, when 

it occurs, it may have a negative impact on the organization’s business objectives.

In the process of a risk management, it is necessary to accept three principles [1, 3]:

1. The outcome of the assessment is uncertain. If it is certain, it is not possible to talk about 

the risk.

2. It is possible to assign at least one of the types of estimated negative consequences (high 
loss of property, death, environmental damage, financial loss, etc.).

3. Assessment depends on time and changing circumstances, that’s why it must be system-

atic and repeated.

These three principles are often ignored in practice. The manager in the company expects the 

results of the risk assessment to produce a clear result: “what is wrong and how to fix it” or “I 
did everything I could and we have no risks at all.”

PL PFD
avg

 (average probability of a dangerous failure per hour) SIL (safety integrity level)

a ≥10−5 to <10−4 No special safety requirements

b ≥3 × 10−6 to <10−5 1

c ≥10−6 to <3 × 10−6 2

d ≥10−7 to <10−6 3

e ≥10−8 to <10−7 4

Table 6. Relation between SIL and PL.
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Risk management, particularly in terms of social acceptability, is expressed through the 

ALARP principle (As Low As Reasonable Practicable). Its priority is to reduce the level of 

a risk “to such an extent as is reasonably practical,” while working with the level of risk 

between an unacceptable and fully acceptable (tolerable) level.

Acceptable Risk: represents a risk that is reduced to a level that can be tolerated in an orga-

nization, but at least it must respect provided requirements of binding regulations and the 
organization’s own policy [1, 3, 11].

ALARP was defined by health and safety executive (HSE) organization in Great Britain. The 
goal is to manage the residual risk to the extent that it is practical (bearable) for the organiza-

tion. In Great Britain and New Zealand, this model is also described as SFAIRP (So Far As It 

Is Reasonably Practicable) in the USA by ALARA (As Low As Reasonably Achievable) [1, 12].

When implementing the ISO 31000 standard for considering the so-called “positive risk”— an 
assessment of opportunities, it would be possible to apply a new approach for assessing an 

effectiveness, that is AHARP (As High As Reasonably Practicable) [1, 12].

The OHS management system is part of the organization’s overall management system that 

creates and implements the OHS concept and manages health and safety risks. So it repre-

sents a set of mutually beneficial elements to make a policy and achieve the set goals.

The OHSAS 18001 standard required the most time to obtain the “standard” status. Since the 
safety requirements were different in each country and are strongly supported by the coun-

try’s legislation, the transition to standard was relatively slow.

After accepting the British BS 8800 standard, the ISO organization had issued for the first 
time the OHSAS 18001 standard in 1999, which was first revised in 2007. In 2017, transition to 
the HLS structure (High Level Structure) is expected, as well as the standard also gets a new 

definition by ISO 45001 standard [1, 3].

To understand connection between Machinery Safety and OHS management is important for 

organization maturity and its competitiveness. Management system requirements are coming 
from context description of organization operating (external and internal relationships). This 

context is a base for risk assessment process coming from organizational business activities 

and is defined as Risk-based Thinking principles (RBT) [1, 4]. Newly prepared standard ISO 

45001:2017 requires proactively approach in Risk Management processes. RBT distinguishes 
term risk and term opportunities, and also is linked with principles of ISO 31000. This brings 

a natural pressure for assuming methods and tools for risk assessment in relation with orga-

nization objectives on all management level.
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