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Risk Assessment On-Scene
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1. Introduction

The modern community is complex with tight couplings between infrastructures, systems
and geographical areas (Perrow, 1999). Accidents and disasters are becoming increasingly
global, human made and less observable (nuclear, chemical, and biological etc.)(Beck, 1992).
New kinds of crises (Roshental et al, 2001) are always upcoming, e.g. Mad Cow disease, viral
pandemics, Tsunami and new forms of terrorist attacks. A typical example of the latter is the
killing of 69 youths at Uteya, Norway, July 22, 2011. New type of crises, unprecedented, will
be seen in the future and challenge the abilities of the societies and communities to cope
successfully. Crises rarely correspond with the jurisdictional boundaries of organisation or
government (Boin et al, 2005) or boundaries of countries. These crises demand
considerations other than the preparations common to well - known crises.

Disasters can be described as the ultimate test of plans, preparedness, the emergency
management and emergency response capability of a society. The ability to effectively deal
with disasters is becoming more relevant because of factors that tend to increase risk and an
increased attention and demand from society. The effort to build defences against
unconventional threats has not kept pace with the rapid rate of development of new kind of
crises. The need for better ways to deal with the potential for catastrophic loss inherent in
emergencies and rescue operations has been widely recognised and accepted by government,
industry and response units, especially in the aftermath of 9/11, the Tsunami and during the
rise of terrorism as witnessed in the bombings in Madrid and London in 2004 and 2005.

To a certain extent we can reduce the numbers of crises that hit, even if we cannot nullify
them. Despite the best efforts of society crises will occur and have to be dealt with. The post
- event actions, as emergency responses, seek quick and efficient ways to minimize impacts
when an accident occurs. The incident, especially in dynamic complex situations, may
escalate to a major emergency and even disaster if not handled correctly. The possibility of
severe detrimental effect during emergencies is closely tied to the authorities’ and response
units’ opportunity, ability and modus of management, which in turn can act as constraints
on subsequent decisions and coping. However, we can prepare. If we take the time to make
the right preparation now, we may be able to reduce the unwanted consequences a disaster
can wreak. Standard procedures and prepared plans act sufficiently in predictable, well -
known and routine accidents. The demands of a crisis tend to make specific detailed
emergency plans of limited use. A conclusion from the Swedish Tsunami Report (SOUS,
2005) describes the incompleteness of plans;

www.intechopen.com



140 Risk Management for the Future — Theory and Cases

e A crisis will occur that is new and not predicted and detailed emergency plans don’t
exist.

e A plan will never give us instructions for every situation that occurs during an
unfolding emergency.

New problems must be faced through openness, cooperation and flexibility. The bomb
attack in Oslo, July 22, and the following mass execution at Uteya, surprised the response
units. They had no sufficient plans but had to deal with the attacks and the following
massive need of emergency assistance. Risk management was a vital part of the crises
management.

This chapter describe the assessments on-scene, the arena where the crisis take place,
especially assessment carried out by incident commanders and other professional leaders of
emergency response units; the police, paramedics and fire brigade. The chapter intend to
give insight of how risk assessment on-scene is coped with and how effective risk
assessment can be carried out in real time while the crisis unfolds on-scene. Initially the
command system, the commanders’ tasks, and the inherent uncertainty on-scene an
accident/ crisis is described. It is followed by a description of how decision making on-scene
normally is carried out. The challenges of decision making and some basic principles of
effective decision making are given. To reduce uncertainty it is important to make satisfying
decisions and satisfying risk assessments. A review of risk and risk assessment on-scene
ends with a proposal of successful risk management and risk assessment on-scene. By being
prepared for unique and sudden scenarios, including the vast number of variables involved,
and unprecedented emergencies, we can reduce the uncertainty and thereby the extent of
the damage, and increase the probability of a successful crisis management. Proper risk
management is the core.

The reminder of the chapter is organised into 5 sections, starting with Section 2 that
provides an overview of crises and crisis management. Then, in Section 3 we describe the
incident command system on-scene and the need of an incident commander and his
responsibility. The following Section 4 discusses uncertainty, a major obstacle to proper
decision making, which is presented in Section 5. This section explains some principles of
decision making and how effective decision making can be conducted by the incident
commander. In Section 6 systematic ways of dealing with risk are pointed out and ideas of
successful risk management are presented. Finally, in the last Section 7, we highlight the
need of adequate situational awareness and extensive training of risk assessment and do
more research to cope successfully with the risks in future incidents and crisis.

2. Crises and crisis management

Boin et al. (2005) defines crisis in terms of a discontinuity which usually causes authorities to
engage decision making under conditions of uncertainty and time pressure. According to
(Rosenthal et al. 2001) a crisis can be understood as a period with increasing stress,
disturbing society and threatening values and structures in unexpected and unthinkable
ways. Crisis management must therefore deal with present risks and avoid risks that can, or
will arise. In the experience of the author, crisis management is the continuous process by
which all those involved, from an incident commander to groups such as an incident
response team and even entire communities, manage hazards in an effort to avoid or
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ameliorate the impact of disasters resulting from these hazards. The management must also
cope with non-routine phenomena and developments during emergencies. We use the word
“crisis”, but other words are often used to describe unexpected and unintentional
occurrences resulting in an immediate threat to human life, or serious damage to property
or environment.

Despite the best efforts of society, crises will occur and have to be dealt with. Post-event
actions, such as emergency responses, seek quick and efficient ways to minimise impacts
when a crisis occurs. An emergency response consists of immediate, time-sensitive actions
to be taken during and after the impact to reduce casualties and damage and to respond
immediately to the victims to avoid any threatening situations. Quick, appropriate and
sufficient relief efforts are typical activity. Response measures include identifying and
disseminating the threats and the impact, alerting the responders, searching for and
rescuing any trapped victims and providing the necessary care. The response phase includes
mobilisation of the necessary emergency services and first responders. The police, the
ambulance service and the fire department are typical first responders.

The terror attack in Oslo, Norway, including a bomb explosion and the massacre at Uteya
killing 77 persons, pinpoints what crises are about and what we are concerned with: threats
(unknown and unforeseen), and undesirable outcomes (injuries, fatalities, depression,
political changes etc.). A crisis is an unexpected event that threatens values, such as health,
environment or society in general, possibly resulting in undesired outcomes, e.g. causing
death. Typically, it is the moment at which a threat is transformed into actual fatalities or
other substantial loss. The people affected expect the local authority, and if the local
authority fails, the government to avert the threat or at least minimise the damage of the
crisis at hand. The authority is normally represented by the emergency services. Crises can
be described as the ultimate test of plans, preparedness and the management and
emergency response capability of a society. The ability to deal effectively with crises is
becoming increasingly relevant because of factors now tending to exacerbate risk and the
increased focus on these, with demands for urgent action, especially from the media, the
politicians and the population at large. The statement of (Boin et al. 2005) “Crisis management
bears directly upon lives of citizens and the well-being of societies” (p.1), emphasises why crises
have to be coped with effectively. Actions by the authorities, the response units, involved
persons and organisations need to result in mitigation and success.

For many years, rescue operations have been organised in accordance with strictly
hierarchical management structures. There seem to be only minor differences between
emergency response units within and between countries with respect to formalised routines.
A typical management structure has manuals describing the organisation, leadership and
the responsibilities of each of the emergency services at a major incident. LESLP (2008) and
(Bigley and Roberts 2001) include manuals and procedures from different management
structures. These manuals and procedures intended to gather, coordinate and control the
temporary systems of managing personnel and equipment at a wide range of emergencies.
The procedures describe the management system and responsibilities and set out the tasks
and duties of the commander of the operation, the incident commander.

Crises management is the shorthand phrase for management and coping with non - routine
phenomena and development during emergencies. Emergency management on accident
scenes is complicated. The consequences may be severe for many people, implying
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competing and frequently ill-defined goals for the rescue operation. Uncertainties, both in
situation assessment and outcome predictions are large, that is; data is missing; information
is fragmented and unreliable; the mass of non-relevant data interrupts the focus; and
occasionally lack of expertise in vital areas, and lack of resources are problematic. The
situations and the risks are constantly changing, with the potential of sudden dramatic
occurrences that require an entire rethinking of the rescue operation. There are multiple
individuals involved in the emergency organisations and the teams involved are not static;
they change from incident to incident. The work domain changes for each emergency
situation. Each scenario and the inherent risk are unique and will only in broad general
features be known to the combating actors. Crises management and the following
operational command and decision making is in general complex, due to the causes above
and the high number of feasible courses of action and their implicit representations.
Distributed decision making is even more complex, and in a commanding situation, and
with multiple actors, even more demanding and exacting.

3. Incident commanding

A crisis calls for management and leadership. On-scene at the emergency, the incident
commander is the predetermined manager and leader. He is ultimately responsible for all
activities that take place at the incident ground (Bigley and Roberts, 2001). His responders
and superiors expect the incident commander to have command and control. His aim is to
reduce uncertainty, provide an authoritative account of what is going on, why it is
happening, and what has to be done to minimise risks and the following impact. Leadership
can be seen as the interaction between the leader and the leadership situation. Fiedler (1996)
claims that the most important leadership lesson to be learned so far is that the leadership of
groups is a highly complex interaction between an individual and the social and task
environment.

The on-scene commanding structure and the incident commander (IC) in particular play an
important role in fighting emerging crises. Formal leaders carry a special responsibility for
making sure that the tasks of leadership are properly addressed and executed (Boin et al.,
2005). In general, the leader affects responders’ performances and the outcome. Fiedler
(1996) states that how well the leader’s particular style, abilities, and background, i.e.
experience, contribute to performance is largely contingent on the control and influence the
leadership the situation provides for.

A classic example is the Piper Alpha disaster in 1988 (Flin, 2001). A major explosion on an
oil and gas production platform resulted in the loss of 165 crewmembers. Lord Cullen
concluded, in his public inquiry report (Cullen, 1990), that the number of fatalities was
substantially greater than it would have been if the offshore installation manager (the IC on
the platform) had taken initiatives to save life. The IC failed, and demonstrated inadequate
leadership during the crisis. According to (Fredholm 2006) every response operation needs
leadership. The more complex situation and less routine, the more need for coordination,
strategic planning, prioritising and decisions to cope with the problems and risks at hand.
He calls for distinct and explicit leadership in demanding situations.

The IC’s responsibility is to be the commanding officer and have overall management on
scene. Overall management includes determining incident objectives and strategy, setting
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immediate priorities and assigning subsequent priorities, working out an action plan,
approving requests for additional resources or for the release of resources, informing
agencies and organisations of the incident status and demobilising when appropriate. The
IC must establish an appropriate organisation and coordinate the activities for all
emergency units. Figure 1 shows an example of such an organisation.

Incident commander

Operations | | Planning | | Logistics | |Finance/ Administrationl

Fig. 1. US Incident Command System (ICS): Basic Functional Structure (FEMA, 2012)

The ICS structure establishes five functional areas: (1) Command, (2) Operations, (3) Planning,
(4) Logistics, and (5) Finance/administration for management of all major incidents.

For the purpose of this chapter we will focus only on the Incident commander and the
Operations. See (FEMA, 2006) for information about the other 3 areas. Operations (2)
manage tactical operations to implement the overall strategic plan. They are responsible for
all activities on-scene and run the operational tasks such as life-saving, reducing risks from
immediate hazards etc. Operations deals also with the risk and risk assessments on-scene.
The IC must ensure the overall safety of the rescuers, the response units, the victims, and
any threatened residents or inhabitants. This is a part of the risk management on-scene. The
IC normally acts at tactical level and his subordinates, such as the medical officer, at
operational level. On the operational level the IC is at the sharp end of the action, located at
a command post, and directs the team performing the orders, the decided tasks. The IC’s
role at tactical level is to implement the plans and achieve the objectives set by the strategic
level. The tactical level prioritises plans and coordinates actions on the operational level. The
strategic level allocates resources and supports the tactical level just as the tactical level
supports the operational level. At major responses and crises the strategic and tactical
command is generally located away from the scene.

The major aim of a standardised and hierarchal command structure is to have an effective
and predictable command system: a functional system well known to all the responders.
Command and control (C2) is the shorthand phrase for the aim of incident management.
Leadership is both a position and a process involving collaboration, teamwork, and
cooperation. Leadership on-scene an accident can be described, as (Boin et al. 2005) do, as a
set of strategic tasks that encompass the activities associated with the scenes/stages of
management. The leadership function seems pivotal to coping and vital to how the incidents
evolve and the risk is managed.

The structure of on-scene command is an "all hazard - all risk" approach to managing crisis
response operations as well as non-crisis events. The commander is responsible for coping
with all threats on-scene and minimising the risk and consequences. The structure in every
western country and all emergency responses are broadly similar. The structure shown in
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Figure 1 offers a good example of an effective system. A similar structure is used in Great
Britain (bronze, silver and gold) and in the Scandinavian countries.

Flin and Arbuthnot (2002) provide 6 cases described by experienced incident commanders.
They represent a variety of disciplines and study commanders from the police, the fire
department, the Royal Navy and the Marines, on a passenger airline and from a prison. The
commanders reflect (retrospectively) upon extraordinary episodes in which their command
skills were tested in a variety of ways and presented as experience - based and the hands-on
knowledge of skilled practitioners. These cases are narrative descriptions of past serious
incidents. The commanders draw lessons for the future, either rule of thumb or as important
lessons. Common conclusions were:

e The importance of being prepared (training, planning, understanding of techniques and
staging, learning from earlier occurrences and knowing your team)

e Key personal activities are decision making, communication, information,
comprehension of the situation and risk assessment

Flin and Arbuthnot (2002) reflects on issues concerning the training of commanders,
identifying some of the key capabilities and skills, such as leadership and team
coordination, stress management, situation (risk) management, and decision making.
McLennan et al. (2003) studied effective incident management and team management
during wildfires. They concluded that the incident commander, with his four staff functions,
see Figure 1, must develop a common operational picture of the situation by concentrating
on the threats and resources.

On call-out, the incident commanders construct their mental maps of the situations from a
combination of information from the call centre, knowledge of standard procedures, their
expectation of available resources, and personal knowledge of the site (Rake and Nja, 2009).
Typical management strategies when reaching the scene involves incremental problem
solving within narrow time horizons. The incident commanders pay attention to details
rather than considering the overall situation. In general the commanders expect normal
situations, i.e. typical accidents they were trained to cope with, and in responses to which
their preparations and strategies were standard. A study of incident commanders in real
time shows that these incident command strategies are more reactive than proactive, and
that the commanders rarely command. Risk management is normally limited to evaluations
of the response units” safety (ibid.). A risk approach, to be used by crisis managers, incident
managers and in situation with important values at stake and different kind of uncertainty,
is recommended.

4. Uncertainty

Uncertainty is defined as “lack of knowledge about the performance of a system (the “world”), and
observable quantities in particular” (Aven, 2003, p. 178). This definition is supported by NATO
(2002), describing uncertainty in situations needing command and control. NATO generally
defines uncertainty as an “inability to determine a variable value or system (or nature) or to
predict its future evolution” (p. 249). In the action context, such as on-scene a crisis, (Lipshitz
and Strauss 1997) describe uncertainty as a sense of doubt that blocks or delays action. This
description goes to the core of on-scene risk management: an action is a result of a decision
and a decision is based upon the information and the following assessment.
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A crisis, a disaster or an accident, minor or major, can be described as borderless threats,
creeping and acute, contending reality claims (uncertainty/surprise), conflicting, they are
unplanned, unscheduled, unprecedented and unpleasant to the victims and almost
unmanageable events (Rosenthal et al. 1989, 2001). Three characteristics must be foremost,
both during the preparation and the responses; 1) important values at stake, 2) limited time to
deal with the situation, and 3) a great deal of uncertainty involved. The need for prompt action,
from various response units to handle the different tasks in an effective way is obvious.
Actors in rescue operation operate within a short time horizon most of the time. They have
limited and incomplete information to manage. Thus, it can be suggested that crisis
management, preparations and plans, must include the terms: severe threats, uncertainty and
the need for prompt action. Uncertainty constitutes a prominent characteristic, an inherent
feature, and is the major obstacle to effective decision making, risk assessment and the
overall emergency management, especially during the response period (Lewis, 1988).
Hansson (1996) presents interesting considerations concerning severe uncertainty related to:
the identity of the options not being well determined (uncertainty of demarcation), the
consequences of at least some options are unknown (uncertainty of consequences), it is not
clear whether information obtained from others, such as experts and informants, can be
relied upon (uncertainty of reliance), and the values relevant for the decision are not
determined with sufficient precision (uncertainty of values). This uncertainty must be dealt
with, both during the preparations and the responses, especially when decisions are to be
made and executed. Sometimes our uncertainty is regarded as too large and not conducive
to making a decision. Decisions are made upon some information. We need more
information, the information has to be interpreted, and the decision has to be made in real-
time. The decisions must be made in accordance with the demands of the situation. If it is
not possible to postpone the decision, the decision maker simply makes his decision. Such
decisions have of course a greater uncertainty, in the sense that the background knowledge
should have been better. We have to make trade-offs quickly, based on real-time
constraints, in order to respond effectively in real-time.

Sometimes our uncertainty is regarded as too large and not conducive to making a proper
decision. Klein (1989) lists four sources of uncertainty: (1) Missing information, (2) Unreliable
information, (3) Ambiguous or conflicting information, and (4) Complex information. Uncertainty
can also be described, according to Klein, as a sense of doubt that threatens to block or delay
action. Note the distinction between (Klein 1989) and (Lipshitz and Strauss 1997) regarding
the description of uncertainty. Klein uses the opening words threats to block (it might
happen) whereas for Lipshits and Strauss the action verb block (it happens). The distinction
stresses the importance of the threat, a consequence of the uncertainty.

Orasanu and Connolly (1993) describe uncertainty as incomplete, ambiguous and changing
information. At the scene of the crisis the information is fragmented and ambiguous and it is
difficult to assemble a clear picture of the dynamic situation. The decision maker can lose
valuable information in a critical situation because of overload or deficiency of information.
The lack of information, or the overwhelming amount of information, present at the scenes
causes problems to the incident commander. This highlights at least two important elements
of the information process: (1) The need to search for meaningful information and (2) The
processing of information. According to (Rijpma and Van Duim 2001) crisis management
demands rapid information processing to succeed.
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Lipshitz and Strauss (1997) identified three forms of uncertainty when studying
retrospective reports of decision making under uncertainty: (1) Inadequate understanding of
the situation, (2) Lack of information on which to base a decision, and (3) Conflict among decision
alternatives. They hypothesised RAWFS heuristics and proposed that decision makers cope
with the uncertainty with a heuristic consisting of five strategies: (1) Reduction (collecting
more information), (2) Assumption based reasoning (use assumption to close information
gaps), (3) Weighing pros and cons (of at least two alternatives), (4) Forestalling (generate
options), and (5) Suppression (ignoring uncertainty by suppressing negative information).
According to the RAWFS heuristic, the decision process begins with an attempt to
understand the situation, recognise or make sense of it. If these tactics succeed, the decision
maker initiates a mental process of serial option evaluation.

Lipshitz et al. (2007) followed up their hypothesis by studying the fire ground commander at
ten incidents. The commander used a helmet-mounted video camera and microphone
during the response. The commander reviewed the video and audio records and reported
his associated thinking process. In total 150 uncertainties were mapped. They found that the
commanders preferred to use reduction tactics, especially information search, and relied on
information from other people, such as bystanders, subordinate fire fighters or from other
emergency units. When such tactics were impractical, or failed, they switched to
assumption-based reasoning. These findings are consistent with RAWFS heuristics. The use
of “weighing pros and cons” and “suppression” was not confirmed. Lipshitz et al. (2007)
explain the absence by the commander’s high level of experience and the use of matching.
The commander manages to overcome uncertainty and make a satisfactory decision without
expending energy on the other two strategies.

These approaches to uncertainty, expressed by Klein (1989), (Lipshitz and Strauss 1997), and
(Orasanu and Connolly 1993), have reasonable conformity: information is crucial to success,
i.e. to reduce uncertainty to an “acceptable” risk level so that the decision maker can make
his decision. There seems to be a general agreement by researchers to manage uncertainty
consistently and use uncertainty explicitly as an assessment and decision tool. It is essential
to include uncertainty when studying the incident commander in action dealing with
multiple risks.

Next, we address how decision making takes place in times of crisis, especially on-scene,
because it is vital for effective risk assessment and the overall risk management. It is, after
all, no point having identified risks if we do nothing about it. Decisions have to be made and
the following section describes how effective decision making could be carried out by the
incident commander.

5. Decision making

Decision making during crises, or under disaster conditions, is a complex and multifarious
project (Dror, 1988) and is a core part of risk management. Boin ef al. (2005) see decision
making as the critical task of crisis leadership. Wrong decisions, or decisions made too late,
may lead to poor management, poor risk assessment, and loss of values. Decision making is
described as a cognitive process leading to the selection of a course of action, among
alternatives, at least to do or not to do. Every decision making process produces a final
choice. It can be an action, immediately executed or intended to be accomplished in the
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future. It can also be an opinion. Yates (2001) describes a decision as a commitment to an
action that is intended to yield satisfying states and makes a distinction between the
decision and the following action. Decision making may be described as a tool to help a
decision maker, e.g. the commander on-scene a crisis, to reach successfully the goals of the
response. The decision process begins when a person, i.e. the decision maker, needs to do
something with a “problem” at hand, but he still does not know what. Therefore, decision
making is a reasoning process and can be based on explicit or tacit assumptions. Decision
making is said to be a psychological construct. This means that we can never "see" a
decision, but we can infer from observable behaviour, such as the implementation of the
decided action, that a decision has been made. We may then conclude that a psychological
event, which we call "decision making", has occurred.

Decision making in the on-scene context can be described as dynamic and may often be a
compromise between a good strategy for controlling the decision task, the problem at
hand or the event, and a strategy that enables the decision maker to exert some measure
of control over the rate at which he/she has to make decisions (Brehmer, 1992). The latter
strategy may be useful when important information is missing and the decision ought to
be postponed, if possible, to enable the acquisition of more information to improve the
decision basis.

Edwards (1962) gives some characteristics of dynamic decision making. Firstly, a series of
decisions is required to reach the goal, a successful outcome. Secondly, the decisions are not
independent. One decision leads to a later decision. Thirdly, the state of the decision problem
changes, both autonomously and as a consequence of the decisions already made. Brehmer
(1992) adds a fourth characteristic: the decision has to be made in real time, which means that
the decision maker is not free to make decisions when he himself wants to. The decision
maker is the "owner of the problem" and no one else can make the decision.

To describe effective decision making, a necessity of excellent incident performance,
(Cannon-Bowers et al. 1996, 1997) identified six attributes of effective decision making that
are important to the incident commander:

1. Flexible

If possible the decision ought to be an evolving decision, which means that it can be
improved by later decisions if it is not sufficient to cope with the situation. Alternative
courses of action should as far as possible not be limited

2. Quick

On the incident ground, problems often demand rapid responses. The decision must be
taken "now”

3. Resilient
The decision should bear challenges. The situation offers resistance and must be overcome
4.  Adaptive

The decision is not singular or independent of earlier or subsequent decisions or the
situation at hand
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5. Risk taking

On-scene it is impossible to avoid all threats and hazards to the emergency units if the
response is to be successful

6. Accurate

The input of efforts and units to solve the problem should be sufficient and appropriate. If
not, the incident commander may run out of resources before it is necessary. These
attributes are logical because an incident commander acts in situations characterised by
uncertainty, severe threats and the need for prompt action. The work of Cannon-Bowers et
al. suffers so far from a lack of empirical background and they define these attributes on the
basis of hypotheses.

We can describe the decision process as a longitudinal time process. Time is running, and it
is impossible to stop or take time out. In addition, the goal of a successful outcome is not
straightforward in a crisis. The decision making is often incremental, in which it is difficult
to relate sub-goals to the ultimate one. This is emphasised by (Klein et al. 1993), who
describe on-scene command situations with ill-defined goals and ill-structured tasks. In
order to cope with the event, the on-scene commander has to perceive the real-time situation
and its dynamics. The workload on the on-scene commander can be extreme, compounded
by ill-structured problem, critical values at stake, multiple players involved, time constraints and
competing goals (Orasanu and Conolly, 1993). The decisions made in the first minutes and
hours are crucial to successful mitigation and the overall conclusion of the crisis (Flin, 2001,
Kowalski and Vaught, 2001). Weingart and Wyer (2006) describe emergency medicine
decision making as critical choices in chaotic environments. In short: on-scene an incident
the activities are complex, the stakes are high and the effects on lives potentially significant.
There has been a shift towards attempting to understand how decisions are made in the real
world. Cannon-Bower et al. (1996), describe the development of the Naturalistic Decision
Making (NDM) perspective as a paradigm shift. NDM became more influential in
explaining management and decision making in command and control situations. Klein
(1989) studied experienced fire ground commanders and during his findings and
conclusion, introduced NDM. NDM differs clearly from the classic analytical approach, with
respect to experience and field settings. NDM is concerned with experienced personnel
operating in real life settings rather than studying naive participants, such as students, in a
laboratory setting. NDM research studies seek to describe what is already happening in its
natural context, as opposed to the traditional approach of prescribing an ideal way of
finding the best option or an improvement to the existing strategy on hand.

The essentials of the approach have remained the same since it emerged in the 1980s and
consist of three basic principles (Bryant, 2002):

1. Decisions are made by sequential, holistic evaluation of the action against some
criterion of acceptability, rather than by comparison of multiple alternatives along
multiple dimensions

2. The decision maker relies primarily on recognition-based processes to generate options
and compares them to previous personal experiences. On-scene an accident the incident
commander identifies a potential course of action by assessing the situation, then
recognising past situations that are similar and determining their acceptability to the
current situation
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3. Mental evaluation is used to evaluate the course. A satisfactory solution is more
important than finding an optimal solution (Simon, 1955). If the course is acceptable,
the decision will be accomplished. Emergencies and rescue operations demand very
rapid responses, and the rescuers accept a solution that merely works without
considering whether a better solution exists.

In general, NDM models do not discuss the technological aspects of complex systems and
the influence they have on decision making. The decision maker bases much of what is
decided on what is perceived and the following cognition. Much of what is perceived is
influenced by the design of the technologies, i.e. communication systems, digital maps and
GPS, in the system. Technology can aid or impede decision making by representing the
environment more or less accurately. Managers may be passive recipients of data presented
by the technology or they may be in a position to shape and direct the technology (Shattuk
and Miller, 2006).

So far we have discussed how crisis management, and incident commanding, deals with
present risk or avoiding risk that might or will arise, during the crisis. We have also looked
at uncertainty and its impact on the decision making on-scene. Next, we tie it all together in
the risk management process during crisis.

6. Risk and risk assessment

Risk is traditionally understood as the potential negative impact of an activity and some
characteristics of value that may arise from some present process or future event. There are
many definitions of risk, depending on the specific application and situational context.
Generally, risk is related to the expected losses which can be caused by a risky event, and to
the probability of this event. The higher the loss and the more likely the event is, the worse
the risk. In everyday usage, risk is often used synonymously with the probability or
possibility of a loss or threat or suffering harm. Risk is a threat to a successful outcome.

Aven et al. (2004) describe the risk as the combination of possible consequences of a certain
activity and the uncertainty of the consequences - the outcomes. The probability is a
subjective measure of uncertainty. The term risk is related to future outcomes and related
probabilities. The use of risk analysis and/or risk management offers an interesting
approach to dealing with crises and incidents. Comfort (1988) describes analysis of risk as a
rational process that results in a powerful goal for action of emergency operations. The
dominant concept of risk, applied to safety and emergency management, can be described
as the engineer perspective. The engineer perspective views risk as an inherent property of the
system, in this case the accident scene, and the purpose of a study of the risk is to reveal the
true risk. Thus, a sharp distinction is made between the real objective risk and the perceived
risk. The focus is on the risk figure, which is an unobservable unknown quantity and
thereby difficult to use in decision making on- scene. The engineer perspective is not
practically applicable to incident commanders because it is too extensive and time
demanding when the situations need rapid decisions. The engineer perspective is described
in several textbooks and papers. See for example (Henley and Kumamoto 1981), (Modarres
1993) and (Vose 2000). The fundamental issues of risk are discussed for example in
(Apostolakis and Wu 1993), (Hoffman and Kaplan 1999), and (Aven 2003).
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An alternative risk perspective focuses on observable quantities, such as (Aven 2003, 2007),
and can be described as knowledge and decision oriented analysis. Aven is inspired by the
classic analytic decision perspective. This perspective searches for methods and models to
apply in the case of multiple alternatives, to analyse, compare and choose the “best”
solutions or decision. Aven emphasises the uncertainty element and implies that the risks
are characterised by the combination of possible consequences with an activity, and the
related uncertainties of the future consequences or outcomes. In relation to on-scene
activities, such quantities could be the number of victims trapped in an earthquake,
volume of gas from a gas leak, diffusion of an ammonia cloud, location of children caught
in a fire scenario, materials exposed to fire, occurrence of structure breakage during fire
fighting, time and capacity to carry out rescue operations, the number of dead and
injured, injury categories and so on. Such quantities are of interest to the incident
commander in the real time of the emergency. These quantities are called observables,
because we will observe these quantities when the activity has ended. However, they are
uncertain during the response activity. The risk and inherent uncertainty is quantitatively
expressed by probabilities and the associated predictions of the observables. The
uncertainties are assessed and the probabilities assigned. In this sense, the risk is purely
epistemic. In other words we are uncertain because we lack sufficient knowledge. Aven
(2003) denotes this concept of risk the predictive Bayesian approach to risk. See also (Nja
and Rake, 2003).

We need to emphasise that risk analysis is an analytic decision support that describes the
risk. Risk analysis results alone cannot be used to make a decision in action. Risk analysis is
a decision tool. The frequency of rare failures can be hard to estimate and loss of human life
is generally considered unacceptable and these considerations hamper the use of risk
analysis on-scene an accident. It is imperative that risk assessment must be a part of the
decision process for engendering effective decisions. Even so, a study including real time
observations of experienced incident commanders from the police, the ambulance service
and the fire department, could not identify any systematic risk management strategies in the
observed accident cases, neither by the individual incident commanders nor by rescue teams
(Rake and Nja, 2009). Risk as a concept important for on-scene activity was strongly
connected with the responders” safety. The responses were mainly reactive, comprising
direct action to deal with the visible hazard and the problem at hand. Pro-active strategies
aimed at revealing and tackling uncertain events and risks were rarely seen (Rake and Nja,
2009).

How can focus on risk be useful on- scene? By using risk analysis as a decision support in
his decision making process the commander can, firstly, decide what kind of information is
needed within specific time frames, and, secondly, decide which strategies and measures are to be
applied in real-time. Some systematic ways of dealing with risk are:

1. Risk prevention - strategies to reduce the probability of occurrence of a risk

2. Risk mitigation - strategies to reduce the impact of an occurring risk. For example, fail

safe mechanisms in systems are designed for this purpose.

Insurance - transfer the risk to a third party.

4.  Accept - simply do nothing about the risks. Typically applied to either very small risks
or low probability, high impact events for which humans are powerless.

©
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5. Reduce the uncertainties surrounding the situations in order to improve the quality of
the decision - this will apply to all four generic strategies listed above.

In addition, it should be stressed the importance of effective communication of the involved
risks with other actors. This communication results in attentive responders and
managers and this reduces the uncertainties inherent in the situation. Therefore the risk is
reduced.

There are few empirical evaluations of the actual influence of risk assessments on the
decision making of first responders and incident commanders (Braut et al, 2012). This
limitation restricts our ability to make broad generalisations. In addition, the complex
situation on scene, with multiple actors, critical values at stake, need for prompt action, the
dynamic situation, the vast numbers of variables involved and the inherent uncertainty,
makes use of the risk concept demanding. However, by reducing uncertainty, and
highlighting alternative decision options, the performance on scene will improve and risk
reduced. In particular, accident situations regarded as abnormal to the incident manager, or
the decision maker on-scene, would benefit from this way of thinking.

Identification of the observable quantities, which are critical values at stake, e.g. number of
trapped persons inside a burning building, is a key principle to identify the risks which
must be dealt with. This information is the basis for the decision maker’s representation of
the actions, contingency and outcomes that seem relevant to managing the incident. The
decision prospects are assessed in relation to possible outcomes and the assigned
probabilities. These assessments form the basis for the final decision, followed by an
ongoing feedback process throughout the response. This approach involves and affects the
risk and risk assessment.

The rescue operations are normally carried out by conscientious managers, commanders,
and rescuers, doing their best to optimize the consequences and mitigate losses. However,
the performance of the operations rest on standard procedures and experiences from
“normal” responses. Despite the broad spectrum of incident types and conditions, a
management has to take charge of the site, assess the situation and implement a plan of
action to bring events under control. In familiar action, i.e. well known types of rescue
operations, operational decisions are not based on rational situation analysis, only on the
information, which in the given context is necessary to distinguish among the perceived
alternatives for action. In such actions the experienced manager or decision maker makes his
decisions upon recognition of the situation. Is the situation familiar? If so the decision maker
selects an action, which he/she “knows” will cope with the urgent situation. In general, a
pro - active mental analytic risk approach to the problem at hand will be effective when the
situation is unclear and unknown. If the manager or decision maker systematically focuses
on Threats and what’s at stake, Decision alternatives, Uncertainty and Consequences it's possible
to work pro - active and to cope both with well - known and uncommon situations during
the emergencies (Rake, 2004). Even when decision makers have the necessary information
and competence their emergency management will not be effective if they are not aware of
the need to consider the potential risk involved in the situation and in their decisions. A risk
approach is essential.

www.intechopen.com



152 Risk Management for the Future — Theory and Cases

A core of successful risk assessment and decision making is to map the most likely threats to
the future and analyze the subsequent impacts (from the threats) we have to cope with.
Concentrate on threats and what’s on stake before the incident commander, or decision
maker on scene, lists the most relevant decision alternatives to solve the problem at hand or
reduce the threats. To analyze the inherent uncertainty and consequences of the alternatives
is the final step before the decision is made (Rake, 2004).

At the incident the information is fragmented and ambiguous thus making it difficult, and
sometimes impossible, to assemble a complete or clear picture of the hazardous situation
and the risks. Further observations, i.e. more information, are not always relevant. They
only have value for the managerial problem at hand when the result of an observation
could lead the crisis management to make a new or different decision. In a dynamic
situation continuous/ persistent observation and information is necessary and a part of
the described risk approach. Vital information can also fall victim to the situation and
never reach the commander on-scene, or even more often, the emergency management
remote from the arena, even if the situation changes relative slowly as in the Asian
flow disaster- the tsunami - 2004.12.26 and the following days (Evaluation Norway,
2005).

The expert must recognize the problem/risk/threat even when an explanation is not
available. This suggests that tacit knowledge (e.g. knowledge not easily verbalised) may
play an important role in effective risk management. Training together with experienced
managers and decision makers, followed by evaluation, can be suitable to unmask and
transfer such competence.

7. Closure

Even the best management, decision or response may be overwhelmed by the situation over
which the decision makers have no control, resulting in an undesirable outcome. However,
if the understanding of the situation is impaired, then the ability to predict outcomes of
actions is more flawed, and due to this, risks of an accident occurring are increased,
independent of the plan or approach to problem solving. The problem is not the faults,
errors or omissions made by the decision maker or the management, but to
recognise/perceive the faults, and adjust the implementation of the decisions in time to
avoid negative consequences, and make new and better decisions.

We suggest that extensive training of risk assessment and problem solving will be valuable
and may lead to better risk management on-scene and less undesirable outcomes. We would
also emphasize the need for more and focused research. Especially important are the
connection between situation assessment and inherent uncertainty, decision making and the
risk assessment process.

Research in different settings, as in real time, is also necessary (Rake, 2003). The research
should focus on the decisions maker. Normally we investigate incidents when the leaders
fails, as in the Piper Alpha disasters (Cullen, 1990). An alternative meaningful approach
could be to study successful risk managers.
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One interesting research and development project is the BRIDGE project (BRIDGE, 2012)
within the EU Seventh Framework Programme. BRIDGE intend to build a system to support
interoperability - both technical and social - in large-scale emergency management. The
system plans to serve as a bridge between first responder organisations, contributing to an
effective and efficient response to natural catastrophes, technological disasters, and large-
scale terrorist attacks. Important parts of the project are technical solutions and procedures
to avoid risk and cope with the risk on-scene.
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