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1. Introduction

In an era of information technology, mobile phones are more and more widely used
worldwide, not only for basic communications, but also as a tool to deal with personal
affairs and process information acquired anywhere at any time. It is reported that there are
more than 4 billion cell phone users over the world and this number still continues to grow
as predicted that by 2015 more than 86% of the world population will own at least one cell
phone (Tseng et al., 2010).

The massive volume of wireless phone communication greatly reduces the cost of cell
phones despite their increasingly sophisticated capabilities. The wireless communication
capability of a cell phone has been increasingly exploited for access to remote services such
as e-commerce and online bank transaction. Smart phones are providing powerful
functionality, working as a miniaturized desktop computer or Personal Digital Assistant
(PDA). More excitingly, most of the state-of-the-art mobile phones are now being
incorporated with advanced digital imaging and sensing platforms including various
sensors such as GPS sensors, voice sensors (microphones), optical/electrical/ magnetic
sensors, temperature sensors and acceleration sensors, which could be utilized towards
medical diagnostics such as heart monitoring, temperature measurement, EEG/ECG
detection, hearing and vision tests to improve health care (Wang & Liu, 2009) especially in
developing countries with limited medical facilities.

These scenarios, however, require extremely high security level for personal information
and privacy protection through individual identification against un-authorized use in
case of theft or fraudulent use in a networked society. Currently, the most adopted
method is the verification of Personal Identification Number (PIN), which is problematic
and might not be secured enough to meet this requirement. As is illustrated in a survey
(Clarke & Furnell, 2005), many mobile phone users consider the PIN to be inconvenient as
a password that is complicated enough and easily forgotten and very few users change
their PIN regularly for higher security as can been seen from Fig. 1. As a result, it is
preferred to apply biometrics for the security of mobile phones and improve reliability of
wireless services.

As biometrics aims to recognize a person using unique features of human physiological or
behavioral characteristics such as fingerprints, voice, face, iris, gait and signature, this
authentication method naturally provides a very high level of security. Conventionally,
biometrics works with specialized devices, for example, infrared camera for acquisition of
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4 Recent Application in Biometrics

iris images, acceleration sensors for gait acquisition and relies on large-scale computer
servers to perform identification algorithms, which suffers from several problems including
bulky size, operational complexity and extremely high cost.

Monthly, 6% Yearly, 7%

Initially at
purchase, 42%

Never, 45%

Fig. 1. Frequency of the change of PIN code. Reprinted from Computers & Security, Vol. 24,
Clarke & Furnell, 2005, Authentication of Users on Mobile Telephones - A Survey of
Attitudes and Practices, pp. 519-527, with permission from Elsevier

Mobile phone, with its unique features as small size, low cost, functional sensing platforms,
computing power in addition to its wireless communication capability, is opening up new
areas in biometrics that hold potentials for security of mobile phones, remote wireless
services and also health care technology. By adding strong security to mobile phones using
unique individual features, biometrics on mobile phones will facilitate trustworthy
electronic methods for commerce, financial transactions and medical services. The
increasing demand for pervasive biomedical measurement would further stimulate the
innovations in extending the capabilities of a mobile phone as a basic tool in biometric area.
This chapter is dedicated to drafting an emerging biomedical engineering frontier--
Biometrics on Mobile Phone. To push forward the investigation and application in this area,
a comprehensive evaluation will be performed on the challenging fundamental as well as
very practical issues raised by the biometrics on mobile phone. Particularly, mobile phone
enabled pervasive measurement of several most important physiological and behavioural
signals such as fingerprint, voice, iris, gait and ECG etc. will be illustrated. Some important
technical issues worth of pursuing in the near future will be suggested. From the technical
routes as clarified and outlined in the end of this chapter, it can be found that there is plenty
of space in the coming era of mobile phone based biometric technology.

2. Feasible scenarios of biometrics on mobile phone

Incorporated with advanced sensing platforms which could detect physiological and
behavioural signals of various kinds, many types of biometric methods could be
implemented on cell phones. This offers a wide range of possible applications such as
personal privacy protection, mobile bank transaction service security, and telemedicine
monitoring. The use of sensor data collected by mobile phones for biometric identification
and authentication is an emerging frontier and has been increasingly explored in the recent
decade. A typical architecture of this technology can be seen in Fig. 2.
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Fig. 2. Mobile biometric authentication system (Xie & Liu, 2010)

Several typical examples of recent advances which successfully implemented biometrics on
mobile phones are described below.

2.1 Fingerprint identification on mobile phone

Fingerprint biometric has been adopted widely for access control in places requiring high
level of security such as laboratories and military bases. By attaching a fingerprint scanner
to the mobile phone, this biometric could also be utilized for phone related security in a
similar manner.

A typical example can be seen from a research that utilizes a fingerprint sensor for
acquisition of fingerprint images and implements an algorithm on internal hardware to
perform verification of users (Chen et al., 2005). Experiment results show that this
implementation has a relatively good performance. The prototype of this mobile phone
based fingerprint system could be seen in Fig. 3.

Fig. 3. A schematic for fingerprint mobile phone (Redrawn from Chen et al., 2005)

www.intechopen.com



6 Recent Application in Biometrics

ACCESS BRAMTED

Fig. 4. Snapshots of fingerprint security - Pro (retrieved from company release news
http:/ /itunes. apple.com/us/app/fingerprint-security-pro/id312912865?mt=_8)

One major inconvenience with mobile phone based fingerprint biometric is that it requires
an external attachment as a scanner of fingerprint images. Recently, iPhone launched an
application named Fingerprint Security by using its touch screen which does not require
external scanner (shown in Fig. 4).

2.2 Speaker recognition on mobile phone

A voice signal conveys a person’s physiological characteristics such as the vocal chords,
glottis, and vocal tract dimensions. Automatic speaker recognition (ASR) is a biometric
method that encompasses verification and identification through voice signal processing.
The speech features encompass high-level and low level parts. While the high-level features
are related to dialect, speaker style and emotion state that are not always adopted due to
difficulty of extraction, the low-level features are related to spectrum, which are easy to be
extracted and are always applied to ASR (Chen & Huang, 2009).

One major challenge of ASR is its very high computational cost. Therefore research has been
focusing on decreasing the computational load of identification while attempting to keep the
recognition accuracy reasonably high. In a research concentrating on optimizing vector
quantization (VQ) based speaker identification, the number of test vectors are reduced by
pre-quantizing the test sequence prior to matching, and the number of speakers are reduced
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Biometrics on Mobile Phone 7

by pruning out unlikely speakers during the identification process (Kinnunen et al., 2006).
The best variants are then generalized to Gaussian Mixture Model (GMM) based modeling.
The results of this method show a speed-up factor of 16:1 in the case of VQ-based modeling
with minor degradation in the identification accuracy, and 34:1 in the case of GMM-based
modeling.

Training Speech
A
AVNEAV\Y
JARVARY/ NSV
B /\;\V /\V/\ / t ,| Feature > Traini Target Speaker
7V N/ Extraction raining Models
C SN A /\ Ny
! VYV X
Testing S h
csting Speee i Identification
N A /\f\ /\ /\\t — Featur_e »Recognition ——— or
JARVAL Extraction
Verification

Fig. 5. Structure of a proposed ASR system. Reprinted from Proceedings of the 2009 Fourth
International Multi-Conference on Computing in the Global Information Technology, Chen
& Huang, 2009, Speaker Recognition using Spectral Dimension Features, pp. 132-137, with
permission from IEEE

Application Server

Transaction Request

Authorisation/Rejection of
Transaction

W Bliometric Authenticatio
X Request

i
Secure Voice Biometric Server
Fig. 6. Voice biometric authentication for e-commerce transactions via mobile phone.
Reprinted from Proceedings of 2006 2nd International Conference on Telecommunication

Technology and Applications, Kounoudes et al., 2006, Voice Biometric Authentication for
Enhancing Internet Service Security, pp. 1020-1025, with permission from IEEE
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8 Recent Application in Biometrics

By far, Mel Frequency Cepstral Coefficients (MFCC) and GMM are the most prevalent
techniques used to represent a voice signal for feature extraction and feature representation
in state-of-the-art speaker recognition systems (Motwani et al.,, 2010). A recent research
presents a speaker recognition that combines a non-linear feature, named spectral
dimension (SD), with MFCC. In order to improve the performance of the proposed scheme
as shown in Fig. 5, the Mel-scale method is adopted for allocating sub-bands and the pattern
matching is trained by GMM (Chen & Huang, 2009).

Applications of this speaker verification biometric can be found in person authentication
such as security access control for cell phones to eliminate cell phone fraud, an identity
check during credit card payments over the Internet or for ATM manufacturers to eliminate
PIN number fraud. The speaker’s voice sample is identified against the existing templates in
the database. If the claimed speaker is authenticated, the transaction is accepted or
otherwise rejected as shown in Fig. 6 (Kounoudes et al., 2006).

Although the research of speech processing has been developed for many years, voice
recognition still suffers from problems brought by many human and environmental factors,
which relatively limits ASR performance. Nevertheless, ASR is still a very natural and
economical method for biometric authentication, which is very promising and worth more
efforts to be improved and developed.

2.3 Iris recognition system on mobile phone

With the integration of digital cameras that could acquire images at increasingly high
resolution and the increase of cell phone computing power, mobile phones have evolved
into networked personal image capture devices, which can perform image processing tasks
on the phone itself and use the result as an additional means of user input and a source of
context data (Rohs, 2005). This image acquisition and processing capability of mobile phones
could be ideally utilized for mobile iris biometric.

Iris biometric identifies a person using unique iris patterns that contain many distinctive
features such as arching ligaments, furrows, ridges, crypts, rings, corona, freckles, and a
zigzag collarette, some of which may be seen in Fig. 7 (Daugman, 2004). It is reported that
the original iris patterns are randomly generated after almost three months of birth and are
not changed all life (Daugman, 2003).

Recently, iris recognition technology has been utilized for the security of mobile phones. As
a biometric of high reliability and accuracy, iris recognition provides high level of security
for cellular phone based services for example bank transaction service via mobile phone.
One major challenge of the implementation of iris biometric on mobile phone is the iris
image quality, since bad image quality will affect the entire iris recognition process.
Previously, the high quality of iris images was achieved through special hardware design.
For example, the Iris Recognition Technology for Mobile Terminals software once used
existing cameras and target handheld devices with dedicated infrared cameras (Kang, 2010).
To provide more convenient mobile iris recognition, an iris recognition system in cellular
phone only by using built-in mega-pixel camera and software without additional hardware
component was developed (Cho et al., 2005). Considering the relatively small CPU
processing power of cellular phone, in this system, a new pupil and iris localization
algorithm apt for cellular phone platform was proposed based on detecting dark pupil and
corneal specular reflection by changing brightness & contrast value. Results show that this
algorithm can be used for real-time iris localization for iris recognition in cellular phone. In
2006, OKI Electric Industry Co., Ltd. announced its new Iris Recognition Technology for
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Mobile Terminals using a standard camera that is embedded in a mobile phone based on the
original algorithm OKI developed, a snapshot of which can be seen in Fig. 8.

1 CIMILRL L LI T AW
|

Fig. 7. Example of an iris pattern image showing results of the iris and pupil localization and
eyelid detection steps. Reprinted from Pattern Recognition, Vol. 36, Daugman, 2003, The
Importance of Being Random: Statistical Principles of Iris Recognition, pp. 279-291, with
permission from Elsevier

Iris Identified

Fig. 8. Iris recognition technology for mobile terminals (OKI introduces Japan’s first iris
recognition for camera-equipped mobile phones and PDAs, In: OKI Press Releases,
27.11.2006, Available from http:/ /www.oki.com/en/ press/2006/z06114e.html)
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10 Recent Application in Biometrics

Since iris image quality is less controllable with images taken by common users than those
taken in the laboratory environment, the iris image pre-processing step is also very
important for mobile applications. In recent research, a new pupil & iris segmentation
method was proposed for iris localization in iris images taken by cell phone (Cho et al., 2006;
Kang, 2010), the architecture and service scenarios of which is shown in Fig. 9. This method
finds the pupil and iris at the same time, using both information of the pupil and iris
together with characteristic of the eye image. It is shown by experimental results that this
method has good performance in various images, even when they include motion or optical
blurring, ghost, specular refection, etc.

video camera

=

e,
-

touch
screen

“"P2B"” scenario Internet ‘

e

microphone

Fig. 9. Architecture and service models of mobile iris system. Reprinted from Procedia
Computer Science, Vol. 1, Kang, 2010, Mobile Iris Recognition Systems: An Emerging
Biometric Technology, pp. 475-484, with permission from Elsevier

2.4 Unobtrusive user-authentication by mobile phone based gait biometrics

Mobile phones nowadays contain increasing amount of valuable personal information such
as wallet and e-commerce applications. Therefore, the risk associated with losing mobile
phones is also increasing. The conventional method to protect user sensitive data in mobile
phones is by using PIN codes, which is usually not secured enough. Thus, there is a need for
improving the security level in protection of data in mobile phones.

Gait, i.e.,, walking manner, is a distinctive characteristic for individuals (Woodward et al.,
2003). Gait recognition has been studied as a behavioral biometric for more than a decade,
utilized either in an identification setting or in an authentication setting. Currently 3 major
approaches have been developed for gait recognition referred to as the Machine Vision
(MV) based gait recognition, in which case the walking behavior is captured on video and
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video processing techniques are used for analysis, the Floor Sensor (FS) based gait
recognition by placing sensors in the floor that can measure force and using this information
for analysis and Wearable Sensor (WS) based gait recognition, in which scenario the user
wears a device that measures the way of walking and recognize the pattern recognition for
recognition purposes (Bours & Shrestha, 2010). Smart phone, such as an iPhone, is now
incorporated with accelerometers working along three primary axes (as shown in Fig. 10),
which could be utilized for gait recognition to identify the user of a mobile phone
(Tanviruzzaman et al., 2009).

Fig. 10. Three axes of accelerometers on an iPhone (Redrawn from Tanviruzzaman et al., 2009)
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Fig. 11. Block diagram of a gait based identification method. Reprinted from Proceedings of
2005 30th IEEE International Conference on Acoustics, Speech and Signal Processing,
Mantyjdrvi et al., 2005, Identifying Users of Portable Devices from Gait Pattern with
Accelerometers, pp. 973-976, with permission from IEEE
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12 Recent Application in Biometrics

Mobile phone based biometrics uses the acceleration signal characteristics produced by
walking for verifying the identity of the users of a mobile phone while they walk with it.
This identification method is by nature unobtrusive, privacy preserving and controlled by
the user, who would not at all be disturbed or burdened while using this technology. The
principle of identifying users of mobile phones from gait pattern with accelerometers is
presented in Fig. 11. In this scenario, the three-dimensional movement produced by walking
is recorded with the accelerometers within a mobile phone worn by the user. The collected
data is then processed using correlation, frequency domain methods and data distribution
statistics. Experiments show that all these methods provide good results (Méantyjarvi et al.,
2005).

The challenges of the method come from effect of changes in shoes, ground and the speed of
walking. Drunkenness and injuries also affect performance of gait recognition. The effect of
positioning the mobile phone holding the accelerometers in different places and positions
also remains to be studied in future.

2.5 ECG biometrics for mobile phone based telecardiology

Cardiovascular disease (CVD) is the number one killer in many nations of the world.
Therefore, prevention and treatment of cardiovascular disorders remains its significance in
global health issues.

With the development of telemedicine, mobile phone based telecardiology has been
technologically available for real-time patient monitoring (Louis et al., 2003; Sufi et al., 2006;
Lee et al., 2007; Lazarus, 2007; Chaudhry et at., 2007; Plesnik et al., 2010), which is becoming
increasingly popular among CVD patients and cardiologists. In a telecardiology application,
the patient’s Electrocardiographic (ECG) signal is collected from the patient’s body which
can be immediately transmitted to the mobile phone (shown in Fig. 12) using wireless
communication and then sent through mobile networks to the monitoring station for the
medical server to perform detection of abnormality present within the ECG signal. If serious
abnormality is detected, the medical server informs the emergency department for rescuing
the patient. Prior to accessing heart monitoring facilities, the patient first needs to log into
the system to initiate the dedicated services. This authentication process is necessary in
order to protect the patient’s private health information. However, the conventional user
name and password based patient authentication mechanism (as shown in Fig. 13) might
not be ideal for patients experiencing a heart attack, which might prevent them from typing
their user name and password correctly (Blount et al., 2007). More efficient and secured
authentication mechanisms are highly desired to assure higher survival rate of CVD
patients.

Recent research proposed an automated patient authentication system using ECG biometric
in remote telecardiology via mobile phone (Sufi & Khalil, 2008). The ECG biometrics,
basically achieved by comparing the enrollment ECG feature template with an existing
patient ECG feature template database, was made possible just ten years ago (Biel et al.,
2001) and has been investigated and developed by a number of researchers (Shen et al.,
2002; Israel et al., 2005; Plataniotis et al., 2006; Yao & Wan, 2008; Chan et al., 2008; Fatemian
& Hatzinakos, 2009; Nasri et al., 2009; Singh and Gupta, 2009; Ghofrani & Bostani, 2010; Sufi
et al., 2010b). The common features extracted from ECG signals contain three major feature
waves (P wave, T wave and QRS complex) as shown in Fig. 14. The use of this sophisticated
ECG based biometric mechanism for patient identification will create a seamless patient
authentication mechanism in wireless telecardiology applications.
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Fig. 12. Architecture of an ECG acquisition and remote monitoring system. Reprinted from
Proceedings of 2010 15th IEEE Mediterranean Electrotechnical Conference, Plesnik et al.,

2010, ECG Signal Acquisition and Analysis for Telemonitoring, pp. 1350-1355, with
permission from IEEE
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Fig. 13. Username and password based authentication mechanism for mobile phone
dependent remote telecardiology. Reprinted from Proceedings of 2008 International
Conference on Intelligent Sensors, Sensor Networks and Information Processing, Sufi &
Khalil, 2008, An Automated Patient Authentication System for Remote Telecardiology, pp.
279-284, with permission from IEEE

In the proposed system, the patient’s ECG signal is acquired by a portable heart monitoring
device, which is capable of transmitting ECG signals via Bluetooth to the patient’s mobile
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14 Recent Application in Biometrics

phone. The mobile phone directly transmits the compressed and encrypted ECG signal to
the medical server using GPRS, HTTP, 3G, MMS or even SMS. Upon receiving the
compressed ECG, the original ECG of the patient is retrieved on the medical server through
decompression and decryption. Then the medical server performs extraction of ECG feature
template and matches the template against the ECG biometric database. The patient
identification is achieved after the closest match is determined.

Amplitude R

Time /! Samples

Fig. 14. Typical ECG feature waves (Sufi et al., 2010a)

In a later research (Sufi and Khalil, 2011), a novel polynomial based ECG biometric
authentication system (as shown in Fig. 15) was proposed to perform faster biometric
matching directly from compressed ECG, which requires less storage for storing ECG
feature template. The system also lowered computational requirement to perform one-to-
many matching of biometric entity.

ECG acquisition device

Monitoring service ! hospital employs to mobike communication
Data Mining Agent to ldentify Patients, via Bluetooth, NFC, Zig bee
and provide diagnosis | rescue services or Wifi

Patient's mohile
phone compresses
and escrypts the
EGCS pachets

After identifying the patient,
subscribed services for that
particular patient is provided

FPatient's mohile phone transmits
the ECG packets via HTTF, MMS or
SMS to the hospital ! menitoring
Bervice

Fig. 15. Architecture of patient identification from compressed ECG based on data mining.
Reprinted from Journal of Network and Computer Applications, Vol. 34, Sufi & Khalil, 2011,
Faster Person Identification Using Compressed ECG in Time Critical Wireless
Telecardiology Applications, pp. 282-293, with permission from Elsevier
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With this new ECG biometric authentication mechanism in place, the CVD patients log into
the medical server and then have access to the monitoring facility without human
intervention and associated delays, making the telecardiology application faster than
existing authentication approaches, which eventually leads to faster patient care for saving
life.

Challenges for this ECG based biometric system involve the security of transmitting ECG
from the patient to the medical server for privacy protection and the pertinence of ectopic
beats, the presence of which either with the enrolment ECG or the recognition ECG could
result in possible false non-match for a patient.

2.6 Summary and discussion on different systems

There are many more types of biometrics that could be implemented on mobile phones in
addition to the above systems introduced in this section. Generally, several key factors
should be considered when implementing such biometrics within a mobile phone. These
factors will include user preference, accuracy and the intrusiveness of the application
process. Table 1 illustrates how these factors vary for different types of biometrics.

Sample
Biometric technique HZ?; Eiiif;nce 2;32;511&;18 Accuracy  Non-intrusive?
standard?
Ear shape recognition NA x High v
Facial recognition Medium v High v
Fingerprint recognition ~ High x Very high %
Hand geometry Medium x Very high  x
Handwriting recognition NA v Medium v
Iris scanning Medium x Very high %
Keystroke analysis Low v Medium v
Service utilization NA v Low v
Voiceprint verification High v High v

Table 1. Comparison of different biometric techniques for mobile phone. Reprinted from
Computers & Security, Vol. 24, Clarke & Furnell, Authentication of Users on Mobile
Telephones - A Survey of Attitudes and Practices, pp. 519-527, 2005 with permission from
Elsevier

The user preference is investigated in a survey (Clarke et al., 2003). The assigned accuracy
category is based upon reports by the International Biometric Group (IBG, 2005) and
National Physical Laboratory (Mansfield et al., 2001). The judgement of intrusiveness is
performed according to whether or not the biometrics could be applied transparently.
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16 Recent Application in Biometrics

It could be seen that apparent disparity exists between high authentication security and
transparent authentication process. Biometric approaches that have the highest accuracy are
also the more intrusive techniques. When implementing biometrics on mobile phones, a
compromise between security and the convenience to the user is required.

3. Open issues with biometrics on mobile phone

Biometrics on mobile phone, as an emerging frontier, is very promising while still holding
many technical problems to be well addressed in order to be widely and ideally adopted.
Issues worth pursuing in future research not only involve biometrics and mobile phones
alone, but also come with the applications and styles of implementation i.e. scenarios in
which specific biometrics are used.

3.1 Issues with biometrics

The most critical issue with biometrics that needs continuous effort to work on is to
recognize biometric patterns with higher accuracy. A biometric system does not always
make absolutely right decisions, it can make two basic types of errors, the false match and
false non-match. Error rates of typical biometrics are shown in Table 2. Correspondingly,
Table 3 lists requirements on typical accuracy performance. It is apparent that there is still a
large gap between the currently available technology and requirements of performance.

Biometric FTE % FNMR % FMR1 % FMR2 % FMR3 %
Face n/a 4 10 40 12
Finger 4 2 2 0.001 <1
Hand 2 15 15 n/a n/a
Iris 7 6 <0.001 n/a n/a
Voice 1 15 3 n/a n/a

Table 2. Typical biometric accuracy performance numbers reported in large third party tests.
FTE refers to failure to enroll, FNMR is non-match error rate, FMR1 denotes verification
match error rate, FMR2 and FMR3 denote (projected) large-scale identification and
screening match error rates for database sizes of 1 million and 500 identities, respectively.
Reprinted from IEEE publication title: Proceedings of 2004 17th International Conference on
Pattern Recognition, Jain et al., 2004, Biometrics: A Grand Challenge, pp. 935-942, with
permission from IEEE

Application

FNMR%

FMR%

Authentication

0.1

0.1

Large Scale Identification

0.001

0.0001

Screening

1.0

0.0001

Table 3. Typical intrinsic matcher (1:1) performance requirements. Reprinted from
Proceedings of 2004 17th International Conference on Pattern Recognition, Jain et al., 2004,
Biometrics: A Grand Challenge, pp. 935-942, with permission from IEEE
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Other problems that need to be further studied include assurance of infeasibility of
fraudulence and exploration of new features with existing biometrics and novel types of
biometrics. Moreover, as computing power of current mobile phones is still very limited,
processing methods of biometric patterns need to be adapted for lower burden on
computation.

3.2 Challenges to mobile phone

In order to ensure the accuracy and efficiency of biometrics recognition on mobile phones,
computing power and storage capacity of mobile phones are still needed to be significantly
enhanced. Currently, the implementation of biometrics on mobile phones usually requires
the simplification of algorithm used in conventional biometrics in order to be adapted for
the relatively small CPU processing power of a cellular phone. This adaption will inevitably
reduce the accuracy and security level, which highly limits the performance of mobile phone
enabled biometric techniques.

In addition, the essential hardware i.e. biometric sensors embedded on mobile phones are
also required to provide better performance, e.g. higher resolution of image acquired with
digital cameras on mobile phones, at lower cost while maintaining their miniaturization
feature.

3.3 Optimal implementation of biometrics on mobile phone

Reasonable implementation of biometrics on mobile phone is important for wide adoption
of this technology as the application of mobile phone based biometrics must work in a non-
intrusive manner for the convenience of users. Examples of feasible scenarios are described
as keystroke analysis while texting messages, handwriting recognition while using
transcriber function and speaker recognition whilst using microphones (Clarke & Furnell,
2005). Another problem needs to be addressed is the compatibility with multiple platforms
of mobile phones during the development of algorithms and software.

3.4 Outlook of future development in mobile phone based biometrics

Numerous types of biometrics hold the potentials of being implemented on mobile phones.
According to the different types of signals needed to be collected for feature extraction,
applicable biometric methods can be classified into the imaging type, mechanical type and
electrical type.

The imaging type includes, but is not limited to the recognition of face, teeth and palm print
in addition to fingerprint and iris, utilizing images captured by the camera embedded in the
mobile phone. The mechanical type involves voice, heart sound using microphones and
blood pressure by specific and miniaturized sensors attached to the mobile phone. Not only
ECG can be used in mobile biometrics, the electroencephalography (EEG) identification
(Paranjape et al., 2001; Nakanishi et al., 2009; Bao et al., 2009) also has applicability in this
new area.

The mobile phone based biometrics is also developing towards a multimodal functionality,
which combines several biometric recognition methods to provide more reliable and flexible
identification and authentication.

Promising applications include personal privacy security, e-commerce, mobile bank
transactions, e-health technology, etc. A grand outlook of future development in mobile
phone based biometrics is outlined in the diagram below (Fig. 16).
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Fig. 16. An outline of future development in biometrics on mobile phone

4. Conclusion

In this chapter, we study how the mobile phone can be used in biometrics. This versatile
technique has so far proven to be a unique and promising participant in the areas of
biometrics. Not only can mobile phone deliver successful solutions in the traditional
biometric arenas of human identification and authentication, it has also been instrumental in
securing the resource-constrained body sensor networks for health care applications in an
efficient and practical manner. At the same time, there remain many challenges to be
addressed and a lot more new technologies to be explored and developed. Before successful
consumer-ready products are available, a great deal of research and development is still
needed to improve all aspects of the mobile phone based biometric system. With a modicum
of expectation, it is hoped that this chapter will play a part in further stimulating the
research momentum on the mobile phone based biometrics.
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